Part One
ITEM NO.8



REPORT OF THE LEAD MEMBER FOR 

CUSTOMER AND SUPPORT SERVICES



TO THE BUDGET & AUDIT SCRUTINY SUB COMMITTEE

ON MONDAY, 17 JANUARY, 2005


TITLE: Computer Audit update


RECOMMENDATIONS: Members are asked to note the contents of the report.


EXECUTIVE SUMMARY: The purpose of this report is to inform members of the progress made by the Computer Audit Team in respect of BS 7799, Business Continuity Planning and the provision of joint computer auditing to AGMA members of other public bodies.


BACKGROUND DOCUMENTS: Various reports and working papers.

(Available for public inspection)


ASSESSMENT OF RISK:  Internal Audit projects are managed within the Unit’s risk based audit protocols aimed at giving assurance regarding the management of the City Council’s and those partners involved in joint computer audit key business risks.



SOURCE OF FUNDING: Existing revenue budget for BS7799 and business continuity and new income generated by external computer audit working.



COMMENTS OF THE STRATEGIC DIRECTOR OF CUSTOMER AND SUPPORT SERVICES (or his representative):

1. LEGAL IMPLICATIONS



Provided by: N/A

2. FINANCIAL IMPLICATIONS


Provided by: Strategic Director

Cust & Support Services

PROPERTY (if applicable): N/A

HUMAN RESOURCES (if applicable): N/A



CONTACT OFFICER: David McIlroy, Head of IT/IS Audit 0161 793 2172

Email – david.mcilroy@salford.gov.uk


WARD (S) TO WHICH REPORT RELATE (S): N/A


KEY COUNCIL POLICIES: N/A


DETAILS (Continued Overleaf)

BS7799 – Code of Practice for Information Security Management

Work continues regarding compliance against the BS7799 information security management standard. Customer and Support Services are now largely completed, with the focus moving towards defining solutions to achieve compliance. Considerable progress has also been made in many other parts of the authority.

December’s IEG4 response to the Office of the Deputy Prime Minister will include a reference to BS7799 compliance. The computer audit team worked closely with Salford Advance staff to ensure the accuracy of the IEG4 return.

The new Corporate Information Security Protocol has been accepted by Directors’ and will be going to Cabinet in January 2005 for final approval. Other policies and procedures on password controls and access policies are being developed and will be brought forward in the New Year.

Business Continuity Planning (BCP)

Salford City Council is undertaking a project to initiate and maintain business continuity management within it’s own directorates, Greater Manchester Police Authority, New Prospect Housing Ltd and Salford Community Leisure Ltd.

Phase 1 of the project has been largely completed. This involved developing standard plans for Customer and Support Services, along with Greater Manchester Police Authority. Some of the initial plans are now at the sign off stage, though further efforts are required to define some of the details within the plans.

It is planned to hold a number of tabletop exercises to test plans in the New Year. These will determine the effectiveness of arrangements and allow for modifications to ensure they are fit for purpose.

The timetable for completion of phase 2 has been amended to reflect lessons learned with the initial work and to ensure plans and content are appropriate. Completion date for the authority, NPHL, SCLL and GMPA is now the end of March 2005.

Joint Computer Auditing

The number of public bodies participating in joint computer auditing has continued to expand from the initial AGMA group. The total number involved is now 15, with an increasing number of these from surrounding areas, including Merseyside, North Wales and South Yorkshire.

Feedback has been overwhelmingly positive and demand for the service, both in terms of number of days and diversity of work grows. Alongside the planned audit reviews, we are delivering an increased amount of consultancy and planning services and advice. Recent restructures and appointments have ensured the ongoing success of service delivery.
There is already firm commitment from 6 of the existing participants for 2005-6. Meetings are scheduled with the remainder to discuss their needs as part of the normal audit planning process, which will start in earnest in January 2005.
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