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	ITEM NO. 8



REPORT OF THE STRATEGIC DIRECTOR OF 

CUSTOMER & SUPPORT SERVICES




TO THE: BUDGET & AUDIT SCRUTINY - AUDIT SUB COMMITTEE

ON Tuesday, 22 March, 2005


TITLE: REPORTS ISSUED DECEMBER TO FEBRUARY 2004

RECOMMENDATIONS:

Members are asked to note the contents of the report.

EXECUTIVE SUMMARY:

The purpose of this report is to inform members of the internal audit activity undertaken by the Audit & Risk Management Unit for the period December 2004 to February 2005 inclusive.

BACKGROUND DOCUMENTS:

(Available for public inspection)

Various reports and working papers.


ASSESSMENT OF RISK:

Internal Audit projects are managed within the Unit’s risk based audit protocols aimed at giving assurance regarding the management of the City Council’s key business risks.

SOURCE OF FUNDING:

Existing revenue budget.

	


COMMENTS OF THE STRATEGIC DIRECTOR OF CUSTOMER AND SUPPORT SERVICES (or his representative):

1. LEGAL IMPLICATIONS



Provided by: Head of Law & Admin

2. FINANCIAL IMPLICATIONS


Provided by: Head of Finance

PROPERTY (if applicable): N/A

HUMAN RESOURCES (if applicable): N/A

	


CONTACT OFFICER:

Andrew Waine Audit Manager  

Tel: 0161 793 3357 

Email: andrew.waine@salford.gov.uk


WARD(S) TO WHICH REPORT RELATE(S): N/A


KEY COUNCIL POLICIES: N/A


DETAILS: See report attached.
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	Directorate
	Education & Leisure
	Report Number
	2567A

	Subject
	Our Lady & the Lancashire Martyrs RC Primary School
	
	


	Commencement Date
	12/2004
	Issued Date
	12/2004


	Scope

	The purpose of this Post Implementation Review was to follow-up on the recommendations that we made in our previous audit of the School, the report for which was issued in during July 2004. We sought to ensure that all recommendations previously made had been implemented, and to produce a report accordingly.

Our aim was to complete the Review prior to the current Headteacher leaving the School at the end of the autumn term, 2004.


	Internal Auditor’s Opinion

	The School’s financial position has recently improved as Head Room funding was received prior to the end of the summer term, 2004. The previous instances of long-term sickness absence have now been resolved and as a result, there is currently no need to employ long-term staff cover. The School Secretary has now returned to work on a full-time basis after a long period of sickness absence, and as a result has been able to catch up on a number of administrative tasks which had fallen behind.

We made a substantial number of recommendations following the initial audit review. Whilst a number of these have been fully implemented, and progress made with regards to others, there are a significant number that require further action.

The existing Deputy Headteacher has been appointed to the role of Acting Headteacher form the beginning of the spring term, 2005. The outgoing Headteacher has compiled a School Development Plan into which she has incorporated the outstanding recommendations as well as those that require ongoing attention. 

We anticipate that these recommendations will be continued, and where necessary, implemented by the incoming Headteacher. Our report has highlighted the most significant areas as follows;


	Main Recommendations
	Management Response
	Implementation Date

	The requirement for the Headteacher, or a delegated member of staff, to undertake a periodic check of monies prepared for banking against the value of income received.
	Agreed.
	To be implemented by the incoming Headteacher.

	The need to bring the inventory record fully up-to-date.


	Agreed.
	To be implemented by the incoming Headteacher.
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	Directorate
	Customer and Support Services
	Report Number
	2568A

	Subject
	National Non-Domestic Rates
	
	


	Commencement Date
	January 2005
	Issued Date
	February 2005


	Scope

	The purpose of this review is to follow-up on the recommendations we made in our original audit of National Non-domestic Rates, report reference 2568/CS/04, issued on the 6th of July 2004.




	Internal Auditor’s Opinion

	Our review found that neither of the two recommendation made in July 2004 have been implemented at present.




	Original Main Recommendations
	Original Management Response
	Agreed Implementation Date
	Current Position

	The NNDR Section Leader should ensure that the reconciliation takes place every 4 months.
	Agreed.
	Immediate.
	Not implemented.

All reconciliations have been completed; however there have been delays in completing them.
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	Directorate
	Community and Social Services
	Report Number
	2601

	Subject
	Delayed Hospital Discharges
	
	


	Commencement Date
	07/2004
	Issued Date
	12/2004


	Scope

	The aim of our audit review was to examine current procedures with regard to the social work duties associated with the discharge of Salford residents who have been hospital patients, mainly from Hope Hospital but also from other hospitals around the country. We set out to determine whether procedures were being undertaken efficiently and whether the decision-making process associated with service user’s care was appropriately undertaken, particularly in relation to the Community Care (Delayed Discharges etc.) Act 2003, which came into force earlier this year.

The scope involved identifying and examining the risks and controls associated with the following processes: processing referrals; approving cases and agreeing funding; arranging care packages; recording and reporting statistics and Performance Indicators; and the upkeep of service user documentation and record keeping. The audit fieldwork was undertaken during August 2004.


	Internal Auditor’s Opinion

	Our review found that there were adequate measures in place to control some of the risks within the areas examined. However, members of staff were often aware of these shortcomings and were helpful in highlighting the issues and making suggestions for improvements themselves.

As a result, our review highlighted some areas where improvements were needed to the control environment. The following details the most significant recommendations;


	Main Recommendations
	Management Response
	Implementation Date

	We have recommended that management make arrangements for working guidelines to be issued to social workers regarding the Act.
	Agreed.
	April 2005.

	Where particularly complex individual cases are discussed, we have recommended that an increased level of detail be recorded for future reference. 
	Agreed.
	December 2004.

	To assist the Authority in avoiding the cost of reimbursable discharges, an improved system of monitoring the associated paperwork should be introduced in order that statutory timescales are met.
	Agreed.
	April 2005.

	An increased level of analysis regarding the type of care that discharged hospital patients receive is recommended, in order that efforts can be concentrated on the increased use of intermediate care as government guidelines encourage.
	Agreed.
	Ongoing.
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	Directorate
	Corporate Services
	Report Number
	2619

	Subject
	The Corporate Complaints Procedure
	
	


	Commencement Date
	08/2004
	Issued Date
	01/2005


	Scope

	The agreed scope of audit was to identify and evaluate the risks and controls associated with the following processes with respect to both informal and formal complaints received by the Authority:

· Initial receipt, categorisation, and allocation of complaints

· Provision of training and employee awareness

· Processing and recording of complaints

· Compliance with the Corporate Complaints Procedure

· Monitoring of complaints.


	Internal Auditor’s Opinion

	The central finding of the audit review was inconsistencies between the Directorates, and within different sub sections of the Directorates. These inconsistencies related to how the Procedure is interpreted and applied, what details are recorded, and what analysis is carried out to monitor performance and provide oversight of compliance.

The review highlighted a number of significant weaknesses that requiring the introduction of new systems and the enhancement of the existing control environment. Amongst the areas requiring attention, those requiring more urgent action are as follows:

· A general lack of training across the Authority in both complaints handling and the Corporate Complaints Procedure.

· Insufficient detail in the complaints registers for appropriate monitoring of key targets and compliance to be completed.

· Informal complaints are not recorded at all in some Directorates, and in Directorates where they are recorded, there is significant variation in the systems in place to capture and record the details.

· The process of using complaints to enhance the level of service provided to service users has only been formalised within a small number of Directorates. In addition, this was also identified as a weakness within the recent provisional CPA report.

· None of the complaints registers examined indicate whether a complaint is racially related. This and the lack of reporting of informal complaints undermines the Authority’s ability to credibly report on such incidents for BVPI 174 and 175, for which the Authority has received qualification.

· There are currently no mechanisms in place for gathering data on, and reporting on, equal opportunities monitoring information in relation to the source of complaints. This is now a requirement under the Race Relations Amendment Act 2000.

· The audit review highlighted a current lack of analysis of complaints, monitoring of compliance with the Complaints Procedure, and oversight by senior management and Scrutiny Committee.


	Main Recommendations
	Management Response
	Implementation Date

	All employees should be briefed on the Corporate Complaints Procedure as part of their induction process, and be advised on the internal processes for complaints handling within their own Directorate/section.
	Agreed.
	April 2005.

	Training in complaints handling should be provided for all employees that come into contact with service users, or become involved in resolving complaints.
	Agreed.
	January 2005.

	A standard Complaints Register be introduced and completed by all Complaints Officers. Performance information should then be reviewed by senior management (and possibly the Quality and Performance Scrutiny Committee).
	Agreed.
	April 2005.

	An analysis of the complaints received should be carried out in order to spot any trends and other quality matters relating to services. This information should be used to improve the services provided by the Authority.
	Agreed.
	January 2005.

	The Complaints Registers should include an indication (Yes or No) of whether a complaint is racially related, with respect to BVPIs 174 and 175.
	Agreed.
	Awaiting further information.

	The guidance relating the equality matters, and the necessary monitoring, should be produced and then issued to all staff dealing with complaints.
	Agreed.
	April 2005.

	Complaints performance information, for all Directorates, should be submitted annually to the Quality and Performance Scrutiny Committee.
	Agreed.
	May 2005.
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	Directorate
	Development Services
	Report Number
	2650

	Subject
	Joint Venture Service Specification
	
	


	Commencement Date
	11/2004
	Issued Date
	12/2004


	Scope

	A joint venture company (JVC) is currently being set up by Salford City Council, Capita and Morrison to provide many of the services that are currently provided by the Development Services Directorate

This JVC working structure is new to Salford City Council and as such it is essential that due care is exercised in its formation. To this end a detailed Service Specification has been drawn up, it is this document that forms the subject of this audit.

The audit was performed in two parts:

1. Examination of the development procedures for the Service Specification document to ensure that sufficient governance procedures have been employed in its formation.

2. A desk top review of the service specification documents; reviewing them for:

· Completeness of structure

· Consistency

· Logicality of KPI structure and targets

· Adequacy of governance arrangements, particularly those identified in the “Strategic Advisory and Community Engagement Services Provided by the Heads of the Joint Venture Services” document.

This review did not provide any assurance that the technical content of the Service Specifications was accurate or adequate. Our review examined only the processes employed, during the formation of the document, by the relevant management to assure themselves of the quality of information provided.


	Internal Auditor’s Opinion

	Our review concluded that sufficient governance procedures had been employed during the formation of this document and that due care had been exercised by management in obtaining necessary technical input.

Our review of the service specification documents found them to be well written and easy to follow. They have a standard layout, which aids comparison between one document and another and also helps to ensure that all critical areas are covered.


	Main Recommendations
	Management Response
	Implementation Date

	For some KPI’s, throughout the document, no target has yet been set. We recommended that targets are set for all KPI’s.
	Agreed. Targets for KPI’s will be set on an annual basis. The document will be changed to reflect this.
	Implemented.

	In the Highway Maintenance section of Annex 1, some indicators had targets such as “a slight improvement on baseline” or “ a significant improvement on baseline”. These type of imprecise definitions could lead to disputes as to whether or not a KPI target has been achieved
	Definitions will be set for “slight” and “significant”. The document will be changed to reflect this.
	Implemented.

	In the Growth Indicators section of Annex 1, the indicators are set out with short, medium, and long-term, targets however there was no definition of these timescales
	Timescales are defined in the next draft.
	Implemented.
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	Directorate
	Customer and Support Services
	Report Number
	2659

	Subject
	Members’ Training
	
	


	Commencement Date
	08/2004
	Issued Date
	01/2005


	Scope

	The scope of our review was agreed with line management and included the determination of risks and controls that exist within the provision of training for elected Members. 

Our review was initially centred around Personnel - Performance Development and Improvement. However, the assignment was extended to encompass the areas of Personnel, Members' Services, Information Communication Technology (ICT), and the specific Directorates who contribute to the overall process. 

The on-site fieldwork was undertaken during the period of October and November 2004.


	Internal Auditor’s Opinion

	In considering the risks and controls associated with the provision of training for elected Members, we are of the opinion that there appears to be inconsistency with regard to the application of controls.

As a result, Internal Audit are concerned to report an unsatisfactory degree of risk exposure within certain areas. At present, the provision of Members' training has inadequate controls over the following:

· "Skills Needs" Identification

· Members' Training Budget

· Comprehensive Training Records

· Members' Training Support Group

· Non-attendance at training events.


	Main Recommendations
	Management Response
	Implementation Date

	As a matter of urgency, all parties involved with the provision of training to Members should determine the most suitable system for the recording and maintenance of comprehensive training records for Members. This should enable a complete history of individual Members' training and development records to be retained centrally and to be accessed easily.


	Agreed.
	April 2005.

	As the "joint Chairs" have now been appointed for the MTSG, once the new members have been selected, the Group should be re-convened as a matter of urgency. Regular meetings should then be arranged in order that the training and development of elected Members, including the skill requirement exercise and the introduction of the competency framework, can be progressed.
	Agreed.
	February 2005.

	Some elements of the training and development programme should be made compulsory for all Members, including induction for new Members.
	Agreed.
	April 2005.
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	Directorate
	Education & Leisure
	Report Number
	2661

	Subject
	Langworthy Road Primary School
	
	


	Commencement Date
	12/2004
	Issued Date
	12/2004


	Scope

	The standard scope and objectives of school’s audits have been determined to provide an independent appraisal of the adequacy of controls in key functional processes that operate within a school. These include financial management; financial administration; asset management; pupil welfare; and contracted/traded services.
The audit fieldwork was undertaken during the month of December 2004.


	Internal Auditor’s Opinion

	In considering the risks and controls, we are of the opinion that there are adequate measures in place to control some of the risks within the areas examined. However, the audit did highlight a number of areas where we feel attention is required to enhance the control environment.

In particular, weaknesses requiring more urgent attention were highlighted with regards to the financial controls in relation to the petty cash procedure, cash is frequently given out prior to purchases being made or receipts received. In addition, examination of the bank account mandates revealed that a former member of staff is still a signatory on the account.

The following details the most significant recommendations;


	Main Recommendations
	Management Response
	Implementation Date

	We have recommended that the bank account signatories should be updated to incorporate the new members of staff, once they are in position.
	Agreed.
	December 2004.

	In order to improve controls over the petty cash system, money should be given out upon completion of a petty cash slip and the corresponding receipt. In addition, the cash should be stored in a more orderly manner.
	Agreed.
	December 2004.
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	Directorate
	Education & Leisure
	Report Number
	2662

	Subject
	Walkden High School
	
	


	Commencement Date
	11/2004
	Issued Date
	01/2005


	Scope

	The standard scope and objectives of school’s audits have been determined to provide an independent appraisal of the adequacy of controls in key functional processes that operate within a school. These include financial management; financial administration; asset management; pupil welfare; and contracted/traded services.

The School has recently experienced some financial difficulties and carried forward a significant budget deficit at the end of the financial year 2003/2004. As a result of this, the current financial year began with a significant budget shortfall.
The audit fieldwork was undertaken during the month of November 2004.


	Internal Auditor’s Opinion

	The School is attempting to address the budget shortfall and to this end a series of future projections have been made based on a number of variable factors. Despite this, the likely timeframe for the School to achieve a balance budget remains unclear. In particular, we have concerns regarding the lack of agreement between the LEA Accountant and the School’s Resource Manager regarding the projected figures.

In considering the risks and controls, we are of the opinion that there are weaknesses in the control environment, and that management action is required in particular in the following areas: 


	Main Recommendations
	Management Response
	Implementation Date

	The lack of security to the front entrance to the School.
	Agreed.
	January 2005.

	The failure to carry out comprehensive reviews in respect of the payroll returns.
	Agreed.
	December 2004.
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	Directorate
	Development Services
	Report Number
	2671

	Subject
	Highways Pilot – Phase one

Review of Business Case and Methodology Document
	
	


	Commencement Date
	11/2004
	Issued Date
	01/2005


	Scope

	During 2004 Capita and Morrison (construction arm of the Anglia Water Group) submitted a bid to Salford City Council aimed at improving the condition of the footpath and road network in order to reduce tripping claims.

The Highways Pilot Project has been designed to test the assumptions put forward in the original bid.  

The Pilot is to being undertaken jointly by Salford City Council, Capita and Morrison.

The Pilot Scheme started in October 2004 and is expected to be completed on 31st March 2005. 

An audit programme which covers two distinct phases has been agreed.

The first phase, covered in this report, was to review the draft “Highways Pilot – Outline Business Case and Methodology” document. A draft document dated 15th November 2004 was supplied to Internal Audit. The review examined the proposed monitoring and control principles outlined in the document to ensure they are adequate to provide:

· Good governance procedures over the £1million pilot investment including:

· Pilot structure

· Risk and issue management

· Progress monitoring and reporting

· Budgetary controls

· Capturing of lessons learnt

·  Meaningful and sufficient project reporting information in order to be able to determine the success, or otherwise, of the pilot project.

The second phase of this work will take place January of 2005 and will review compliance of the pilot project to the controls and procedures outlined in the final agreed version of the above document


	Internal Auditor’s Opinion

	Our review concluded that overall the Outline Business Case and Project Methodology document is well written with a clear structure and follows much of the accepted best practise for project control and reporting.

A number of recommendations were made as a result of our review and we were pleased to note that all our recommendations were accepted and actions to implement them were taken within a very short timescale.

Once the recommendations in this report have been implemented, the “Outline Business case and Methodology” Document provides a good basis for the governance procedures of the Highways Pilot and for the monitoring of its progress.


	Main Recommendations
	Management Response
	Implementation Date

	The original version of the document did not define the geographical area covered by the pilot. We recommended that a map of the area and a list of the roads be included in the document.
	Agreed.
	To be included in the final version –publication date January 2005.

	Some improvements to the measures of success were recommended Audit in order to make these more measurable.
	A meeting was held to discuss this issue and a series of SMART measures was agreed.
	To be included in the final version –publication date January 2005.
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	Directorate
	Education & Leisure
	Report Number
	2674

	Subject
	St John’s CE Primary School
	
	


	Commencement Date
	09/2004
	Issued Date
	01/2005


	Scope

	The standard scope and objectives of school’s audits have been determined to provide an independent appraisal of the adequacy of controls in key functional processes that operate within a school. These include financial management; financial administration; asset management; pupil welfare; and contracted/traded services.
The audit fieldwork was undertaken during the month of September 2004.


	Internal Auditor’s Opinion

	The School has a significant budget deficit, although Headroom funding was received by the School during the audit visit. In considering the risks and controls, we are of the opinion that there are serious control weaknesses in the financial procedures employed at the School. 

The School has employed a private contractor for the provision of its accountancy for the last two years and more recently for its payroll services,  and satisfactory procedures are not yet fully embedded. 

Additionally, further significant controls are needed to improve existing processes in other areas reviewed, particularly with regard to the need to improve the standard of record keeping of the school’s assets.

We acknowledge that since the time of the audit review, a five-year plan has been devised and has subsequently been agreed by the Governing Body.

Of particular cause of concern are the following:


	Main Recommendations
	Management Response
	Implementation Date

	The need to establish suitable monthly monitoring statements in respect of the official fund, and therefore the ability to budget in a timely and appropriate manner.
	Agreed.
	December 2004.

	We have recommended that a series of improvements be made in the administration of the payroll, particularly in respect of the requirement to review the costing information supplied by the external payroll provider.
	Agreed.
	December 2004.
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	Directorate
	Community, Health and Social Care
	Report Number
	2680

	Subject
	Direct Payments
	
	


	Commencement Date
	06/2004
	Issued Date
	02/2005


	Scope

	The Direct Payments scheme has been established as part of the Community, Health and Social Care Directorate’s provision of services. Direct Payments are provided to support service users with assessed care needs to manage their own or their child’s care package themselves. The audit also encompassed a review of the Fairer Charging Policy which aims to ensure that clients are properly and fairly assessed in relation to their ability to contribute towards the services that they require.

The aim of our audit review was to examine current procedures with regards to processing Direct Payments. The scope of the audit review was to examine the risks and controls within the following processes; service user assessment, authorisation of direct payments, processing direct payments, monitoring direct payments, and service user documentation and record keeping.


	Internal Auditor’s Opinion

	Our review found that there were adequate measures in place to control the majority of areas examined. In our judgement, however, there are some procedures undertaken where there are noticeable shortcomings, and we do not consider current controls to be fully effective.

As a result, our review highlighted some areas where improvements were needed to the control environment. A series of recommendations were made accordingly, the most significant of which relates to the lack of checks to ensure that service users are completing and returning monthly bank reconciliations. This is detailed below;


	Main Recommendations
	Management Response
	Implementation Date

	We have recommended that an exercise is undertaken to identify those service users who have not recently returned a bank reconciliation and those service users who have yet to complete one at all. Once identified, a reminder letter should be issued to each service user advising them of the requirement to forward their bank reconciliations on a monthly basis. Additionally, regular spot checks should be undertaken.
	Agreed.
	June 2005.
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	Directorate
	Policy, Strategy and Research
	Report Number
	N/A

	Subject
	Best Value Performance Indicators (BVPIs)
	
	


	Commencement Date
	December 2004
	Issued Date
	March 2005


	Scope

	The purpose of this work was to undertake an independent review of the systems in place, which provide the data used in calculating the Authority’s BVPIs. 

Fifty-seven BVPIs have been reviewed as part of this work. They were selected for review based on whether they are new PIs, PIs with an amended definition, those indicated by the Audit Commission as “high risk”, and those impacting upon the CPA.


	Internal Auditor’s Opinion

	Following the implementation of the recommendations made by internal audit during last year’s review of the BVPIs, the majority of concerns have now been addressed and only a relatively small number of further recommendations have been necessary during 2004/05.

However, our review highlighted three PIs that are likely to be qualified by the Audit Commission:

· BVPI 174 (Racial Incidents) 

· BVPI 175 (Racial Incidents Resulting in Further Action)

· BVPI 199 (Litter and Detritus)  

BVPI 174 & 175

Both BVPI 174 and 175 have been qualified by the Audit Commission for 2002/03 and 2003/04, as a result of the systems used for capturing the relevant information lacking consistency between the different Directorate and service areas, and a lack of confidence that all relevant incidents are recorded. These matters were raised in our previous review of these BVPIs in February 2004, however our recommendations were not implemented.

In addition, our review highlighted that the planned introduction of a central system for reporting racially related incidents and monitoring subsequent action taken, have been delayed due to the plans having been integrated with the “Think Customer” project. The “Think Customer” system will not be operational until early in the 2005/06 reporting period. In our opinion, it is likely that the Authority will again be qualified on these two indicators for 2004/05, and any further delays to implementation of the new system may result in further qualification for the 2005/06 reporting period.

Discussions with the PI Co-ordinator responsible for these two PIs, and Principal Officer (Performance Management), indicate that little progress has been made since our latest review.

BVPI 199

BVPI 199 was a new PI introduced for 2003/04. The PI involves a minimum total of 900 surveys to be carried out evenly across three periods/seasons and ten possible land use types. The PI came close to qualification in 2003/04 by the Audit Commission due to concerns expressed regarding:

· The survey fieldwork methodology 

· The number of transepts surveyed

· The accuracy of data input into the FLARE system from survey forms.

However following the completion of additional surveys, checks and corrections completed on data input, and the confirmation by an external ENCAMS specialist, who reviewed the survey technique, that the transept surveys were satisfactory, the resultant PI figure for 2003/04 was accepted.

Our latest review has highlighted new concerns with the PI, relating to the initial methodology used in selecting the transepts to be surveyed. In addition, errors were again found with regards to data entry. In our opinion, the Audit Commission would have reasonable grounds to qualify this PI.

It is recognised that Environmental Services have taken action since our audit, in order to ensure that the third and final series of surveys for 2004/05 is being carried out correctly. Discussions indicate that an ENCAMS specialist has again been brought in to refine the system, and the defined BVPI methodologies are now been applied to the planning process.  
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	Directorate
	Customer and Support Services
	Report Number
	2657

	Subject
	Backup and Recovery PIR
	
	


	Commencement Date
	10/2004
	Issued Date
	12/2004


	Scope

	The aim of the audit was to determine the degree of control over the following risk areas:

· Completeness of the backup schedule

· Integrity of the backup process

· Efficiency and effectivness of the recovery process


	Internal Auditor’s Opinion

	The PIR has concluded that although some of the recommendations highlighted by the original 2003 report have been implemented, a number of recommendations agreed by management have not been completed in accordance with the originally agreed timescales. It is considered that measures are in place to ensure that satisfactory controls will be embedded in these areas by the end of the current financial year.


	Main Recommendations
	Management Response
	Implementation Date

	Server commissioning and de-commissioning checklists should be created, completed and reviewed to ensure changes to asset records, backup schedules, and security arrangements are complete and timely. N.B. The Technical Appendix contains details of anomalies we found that may have been avoided by better control.
	Awaiting implementation of Change Management system, which will commence in January 2005 and should be complete by the end of the current financial year.


	Commence January 2005.



	The responsibility for backing up servers should be brought under the control of a single team.  The team could either be a closely coordinated virtual team sharing a common set of records or an actual team, part of who's remit is to ensure accurate records of server usage and that all necessary data and software is appropriately backed up and stored in safe conditions.
	Ongoing. Further improvements are planned with the relocation of all servers to the new data centre, which will be operated as a lights out environment. Progress is being made to incorporate servers that are currently backed up to tape to move towards a central backup facility. It is anticipated that work on this will be completed by the 31st March 2005. 
	End of March 2005.



	Backup and recovery procedures should be brought together in a single document, which is reviewed at least annually and after any changes in affected hardware or software.
	Ongoing. This will be maintained as we progress this solution and will work alongside progress on F3 and it is anticipated that work on this will be completed by the 31st March 2005.
	End of March 2005.
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	Directorate
	Customer and Support Services 
	Report Number
	2658

	Subject
	Desktop Services PIR
	
	


	Commencement Date
	10/2004
	Issued Date
	12/2004


	Scope

	This Post Implementation Review (PIR) was a follow-up to a number of audits completed in 2003 and 2004, namely: Software Licensing (Ref 2324/03); Procurement and Disposal of IT Kit (Ref 2382/03) and Lapse in E-mail Security (Ref CA1/03).
The original reports covered various aspects of IT service provision by IT Net, across the Authority. The management responses to the recommendations from the original reports have been provided by the Assistant Director of IT Net and the Desktop Services Manager.

The aim of this PIR was to determine the degree of control over the recommendations rated high, as detailed in the original reports referred to above. Progress against the medium and low recommendations, was not tested by Internal Audit.


	Internal Auditor’s Opinion

	The PIR has concluded that although partially implanted, none of the seven recommendations highlighted in the original reports have been fully implemented in accordance with the agreed timescales. Management are now reforecasting completion of implementation by the 31st March 2005.


	Main Recommendations
	Management Response
	Implementation Date

	At the time of the audit, the current Dataease systems provided little in the way of management reporting and were difficult to use in conjunction with SMS to proactively investigate the software licensing issues. Therefore, improved management systems should be put in place as soon as is practicable. There is an intention to develop a new Asset Register system, which is to be integrated into the existing help desk system.
	The Asset Register system has now been implemented on the Helpdesk. Data is in the process of being entered into the system and changes are about to be made to the database to allow improved integration of the data from the old systems as well as cleansing the imported data. Work is scheduled to be completed by the end of the current financial year.
	End of March 2005.

	The new asset management system planned by Desktop Services should be implemented as soon as possible and procedures put in place to ensure that the system is maintained in a timely manner.
	See above.
	End of March 2005.

	Consideration should be given to establishing Desktop Services as the sole provider of PCs and associated equipment to the Council.
	Work is on-going on the production of a Corporate Policy and should be completed by the end of 2004. This policy may be superseded by the XP Project in 2005/06.
	End of December 2004.

	A Corporate Policy on the disposal of IT equipment should be drafted and distributed to all Directorates. Feb 2004
	Work is on-going on the production of a Corporate IT Disposal Policy, and should be completed by the end of 2004. Once completed, it will be disseminated throughout the Authority.
	End of December 2004.



	Procedures should be put into place for managing change, or major events.
	Implementation of the Change Management elements of the Helpdesk system is due shortly. Training is scheduled for December and pilot processes will be implemented shortly after this date.
	End of March 2005.

	Measures should be taken to make the network more secure as soon as is practicable and Desktop Services are in the process of developing a new Desktop and Mobile environment strategy. Part of this strategy will look at standardising on a common desktop operating system. Desktop and Mobile Strategy (Enterprise XP) Pilot NPHL Nov 2003. Roll out from April 2004
	Enterprise XP has been put on hold until other resource intensive projects within the team have been completed. It is anticipated that discussions will begin with Directorates in April 05. NPHL continue to run the pilot with minor development work carried out to improve the solution and solve any issues.
	April 2005.
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	Directorate
	Customer and Support Services
	Report Number
	2648

	Subject
	Network Management
	
	


	Commencement Date
	10/2004
	Issued Date
	12/2004


	Scope

	The aim of the audit was to determine the degree of control over the following risk areas:

· Performance Management

· Configuration Management

· Fault Management


	Internal Auditor’s Opinion

	The auditor has concluded that the risks relating to network management are well controlled.


	Main Recommendations
	Management Response
	Implementation Date

	IT Net should provide periodic reports of network performance against needs to:

· Enable customers and IT Net to assess actual service against local perceptions

· Identify growth needs
	Controls are already operated to manage performance and capacity and reports can be provided on request.
	Complete.

	IT Net should produce and maintain documentation relating to:

· Roles and responsibilities for network management (Cable and Wireless/IT Net/Customers)

· Polices and standards operated

· Configuration Management Database (CMDB) responsibilities and maintenance procedures

· Group policies on configuration settings


	This is in progress as part of the CMDB implementation.

The Group policies and configuration settings can be recovered from the back ups or any similar device on the network.
	July 2005.
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	Directorate
	Housing and Planning 
	Report Number
	2663

	Subject
	Software Licensing PIR
	
	


	Commencement Date
	10/2004
	Issued Date
	01/2005


	Scope

	This Post Implementation Review (PIR) was a follow-up to the Software Licensing audit (Ref 2324/03), completed in July 2003.
· The aim of this PIR was to determine the degree of control over the most significant high-risk issue, relating to the Housing and Planning Directorate, as detailed in the report. Progress against the medium and low recommendations was not tested by Audit.


	Internal Auditor’s Opinion

	The PIR has concluded that the recommendation contained in the original report has been implemented in accordance with the agreed timescales.


	Main Recommendations
	Management Response
	Implementation Date

	All purchases of computer related items, either software or hardware, should go via either central IT or a Directorate CLO, to ensure that all purchases are agreed and appropriate. If a central register is to be maintained with Desktop Services, then all CLO’s should report to Desktop Services when software has been purchased, detailing software name, licence details and the tag number of the PC on which the software is installed.
	All hardware and software purchase requests are submitted to the IT Section Group Leader. This officer maintains a record of all hardware and software purchases. Development Services staff install their own software, in compliance with the Authority’s corporate guidelines. It is not clear whether or not these arrangements will change under the forthcoming Joint Venture Company initiative (commencing January 2005).
	Already implemented. 
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	Directorate
	Education and Leisure 
	Report Number
	2664

	Subject
	Software Licensing & People’s Network PIR
	
	


	Commencement Date
	10/2004
	Issued Date
	01/2005


	Scope

	This Post Implementation Review (PIR) was a follow-up to two audits completed in 2003 and 2004, namely: Software Licensing (Ref 2324/03) and People’s Network (2529/04).

The aim of this PIR was to determine the degree of control over the recommendations rated high, as detailed in the original reports referred to above. Progress against the medium and low recommendations, was not tested by Internal Audit.
The current position statement has been provided by officers from the Education and Leisure Directorate, as implementation of these recommendations is the responsibility of that Directorate. 


	Internal Auditor’s Opinion

	The PIR has concluded that work is still ongoing to implement the recommendations highlighted by the original reports. Education and Leisure Management are forecasting completion of implementation of one recommendation by the 31st March 2005. Due to a number of factors, it is not possible at this stage to determine when the other recommendation will be implemented, however we plan to follow-up in the New Financial Year to check on progress.


	Main Recommendations
	Management Response
	Implementation Date

	iCAM should be installed on any remaining People’s Network workstations where it is not installed.


	Work is still ongoing to ensure that iCAM is installed on all appropriate workstations. There are currently seven libraries (33 workstations) that still require installation. Financial implications have to be considered for the purchase/installation of network points, electrical sockets, PCs, and security boxes, and therefore it is not possible to confirm when installation of iCAM will be completed.
	Management are unable to reforecast.  



	Directorate guidance should be issued to staff advising of the issues relating to the purchase and installation of software and the consequences of not conforming to these rules.
	Work is still ongoing on this issue. It is anticipated that guidance will be available for issue by the end of the current financial year.
	End of March 2005. 



