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TITLE:
DATA COMMUNICATIONS PENETRATION TEST


RECOMMENDATIONS: 
That the report be noted


EXECUTIVE SUMMARY:
This report outlines the results of a recent test of the security of the Data Communications Network carried out by NTA Monitor Ltd. The overall conclusion was that the City Council’s security arrangements were well above average.


BACKGROUND DOCUMENTS:
Full audit report from NTA Monitor Ltd


CONTACT OFFICER:
Dave Rogers

TEL. NO. 
793 3906


WARD(S) TO WHICH REPORT RELATE(S)
None.


KEY COUNCIL POLICIES

Security and Privacy Policy



City Of Salford

IT SERVICES DEPARTMENT

DATA COMMUNICATIONS 

internet security report, october 2000

brief report on the recent penetration test carried out by nta monitor limIted on the City councils network.

The Data Communications section within IT Services commissioned an external security audit of the City Councils Internet connection. This audit took place on the last three days of October 2000 and the results can be summarised as follows: -

The security scan discovered a small number of issues. In total there were 9 issues of which none are high risk, 1 medium risk, 3 low risk and 5 informational. The table below gives a key to severity classifications.

	High
	Allows unauthorised external users to obtain system access. The vulnerability is widely known and actively exploited by hackers.

	Medium
	Allows external users to disrupt services, permits internal users to obtain unauthorised access or could provide access to unauthorised external users if incorrectly configured.

	Low
	Provides information that could be valuable to an attacker.

	Informational
	Information regarding issues that are not a security risk.


Overall, our Internet Security level represents a Low risk with our Firewall correctly protecting itself and the internal network. All issues identified in the report have been addressed with the appropriate patches applied where necessary.

NTA Monitors assessment of our Internet security was “well above average” and we were congratulated on our efforts to keep our network secure. 

A great deal of time and effort is required to keep the Authority’s network protected from attack and a great deal of the credit is attributed to the work of Gary Varnam. Our Firewall logs show that we are “probed” on a fairly regular basis and it should be noted that Internet Security posses a threat to the authority and that we should be continually aware of all threats that are evolving across the internet.

Dave Rogers

Data Communications Manager


