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1.
Introduction

Information Technology (IT) is used extensively throughout the City of Salford and is crucial in the achievement of the City Council's objectives.  Loss of confidentiality, integrity, or availability of information, could have a serious impact on services.

The Policy sets out the City Council's standards, rules, and guidelines in respect of IT Security and Privacy.

Everyone is responsible for IT Security & Privacy.

Additionally, Managers are responsible for implementing the Policy in respect of systems under their control, and for adherence by their staff. Where necessary, Managers should develop detailed standards and procedures to explain and amplify the Policy. 

The Policy applies to all systems, whether simple or complex, large or small, corporate or non-corporate. It covers all aspects of IT activity, including those aspects undertaken by specialist IT staff.  Managers may need to seek advice in respect of technical issues contained within the Policy.  A Glossary of Technical Terms is shown at Section 17. 

Managers must ensure compliance with all ‘musts’ in the Policy. The Policy also contains a number of ‘good practice’ guidelines, for example, those relating to the use of passwords.

2.
Aims of the Policy

To ensure that you are aware of Information Technology (IT) security and privacy issues and to ensure that all Managers and IT specialists are aware of their additional responsibilities.

The objectives are to:

· protect information against unauthorised access

· ensure the confidentiality of information

· maintain the integrity of information

· protect IT equipment and assets from physical and other threats

· meet regulatory and legislative requirements

· maintain the continuity of business

· highlight training needs in respect of IT security and confidentiality

In addition to this policy, the City Council operates a confidential anti-fraud hotline.  Freephone: 0808 100 1135
3.
Why have a Policy?

Information Technology (IT) is used extensively throughout the City Council and is crucial to the achievement of the City Council’s community and business objectives.

Loss of confidentiality, integrity, or availability of information, could have a serious impact on services. Consequently, a high level of IT security is necessary.

The Policy is based on BS 7799, the BSI Code of Practice for Information Security Management and sets out the City Council’s security standards, rules and guidelines.

These must be followed by:

· all City Council Members, employees, agents, and contractors

· employees and agents of other organisations who directly or indirectly support, or have access to, the City Council’s IT services 

Breaches of the Policy may involve individuals in disciplinary proceedings and/or criminal proceedings. Accordingly, this document must be made available to all relevant personnel.

If you are unsure about any part of this Policy or have concerns about a particular IT system, please contact any of the following

· IT Services (Help Desk)


- Extn. 3993

· Internal Audit (Computer Audit)

- Extns. 3317 / 3238

or the IT Representative in your own Directorate.

4.
What are the objectives of the Policy?

There are three main objectives:

· to ensure that all of the City Council’s IT-related assets (including hardware, systems, programs, data, information, and standards) are correctly used and adequately protected against accidental or deliberate damage, destruction, or loss

· to ensure that City Council Members, employees, agents, and contractors are aware of all relevant legislation. In particular, the Data Protection Act 1998; the Copyright, Designs and Patents Act 1988; the Computer Misuse Act 1990; the Theft Acts 1968 & 1978; The Human Rights Act and Regulation of Investigatory Powers (RIP) Act 2000 

· to create and maintain an awareness of the continuing need for a high level of IT security, and each individual’s responsibility in achieving a high level of security.

Your Directorate may have an additional Policy relating to your specific area of work.  If you manage or are responsible for IT assets, you will need to review the procedures within your Directorate.  You may need to supplement this policy with your own local policy. 

An 'All Computer Users' version of this Policy is available for use by general IT users.  These are staff with minimal responsibility for developing, maintaining and managing computer systems.
5.
Who is responsible for IT security?

The successful operation of the Policy cannot be achieved without the full co-operation of every IT user and IT specialist. It is imperative that everyone understands the extent of their responsibilities, and complies with the Policy at all times. The responsibilities of the different groups involved are broadly defined as follows:

You

You are responsible for security, accuracy, and confidentiality during the day-to-day use of IT facilities. Failure to comply with the Policy or related documents, may lead to disciplinary action and/or criminal proceedings. 

If you are involved in developing, maintaining or operational running of computer systems, you must ensure that these systems are designed, implemented and operated in accordance with this document as well as the Policy for 'All Computer Users'.

Management

All Managers and Supervisors are responsible for the secure use of IT by staff under their control. Managers must ensure that staff are adequately trained, and should develop detailed standards and procedures to explain and amplify aspects of the Policy.

Managers are responsible for distribution of the Policy and related documents, and may supplement the Policy with additional guidelines for their specific area of work.

IT Services/Computer Audit/IT Representatives

IT Services and Computer Audit (both within the Corporate Services Directorate), in consultation with the relevant Directorate IT Representatives, are responsible for compiling, issuing, and maintaining the Policy.

Corporate Services Directorate : Law & Administration Division

The Division is responsible for the registration of relevant computer systems with the Data Protection Registrar, in accordance with the Data Protection Act 1998, and also provides advice in respect of other relevant UK and EC legislation.

Corporate Services Directorate : Internal Audit

Internal Audit is responsible for an independent review of IT systems, including the degree of compliance with the Policy, and may also advise on the contents and application of the Policy. 

External Audit
External Auditors may also comment on the contents of the Policy and the general level of adherence to it.  

Agents/Contractors

Agents of the City Council are responsible for compliance with relevant aspects of the Policy. IT contracts with external organisations should include requirements in respect of the Policy. Failure to comply would be in breach of contract.

The ‘All Users’ version of this policy is available on the Intranet and from: 

· IT Services (Help Desk)
-
Ext 3993

· Computer Audit


-
Extns 3317 / 3238

Or the IT Representative in your own Directorate.

These contacts will also assist if you are unsure about any aspect of the policy or have concerns about a particular IT system.

In addition to this policy, the City Council operates a confidential anti-fraud hotline.  Freephone 0808 100 1235

6.
What is the legal position?

The City Council, and its Members, employees, agents, and contractors have an obligation to abide by relevant UK and EC legislation, in particular:  

6.1
Data Protection Act 1998

The Data Protection Act of 1998 covers all personal data held both within IT systems and manual records, relating to living individuals. Personal data covers both facts and opinions about the individual.  It also includes information regarding the intentions of the City Council towards the individual.  Individuals have the right of access to the information we hold about them.

All such data must be registered with the Data Protection Registrar via the Data Protection Officer within Corporate Services' Law & Administration Division.  The Data Protection Officer can also offer guidance on the application of the Act.

The Act states that the City Council, its Members, employees, agents, and contractors must comply with the following data protection principles:

“Personal data shall be processed fairly” – there are additional provisions for “sensitive data”.

“Personal data shall be obtained only for one or more specified and lawful purposes, and shall not be further processed in any manner incompatible with that purpose or those purposes.”

“Personal data shall be adequate, relevant and not excessive in relation to the purpose or purposes for which they are processed.”

“Personal data shall be accurate and, where necessary, kept up to date.”

“Personal data processed for any purpose or purposes shall not be kept for longer than is necessary for that purpose or those purposes.”

“Personal data shall be processed in accordance with the rights of data subjects under this Act.”

“Appropriate technical and organisational measures shall be taken against unauthorised or unlawful processing of personal data and against accidental loss or destruction of, or damage to, personal data.”

“Personal data shall not be transferred to a country or territory outside the European Economic area, unless that country or territory ensures an adequate level of protection for the rights and freedoms of data subjects in relation to the processing of personal data.”

6.2
Copyright, Designs, and Patents Act 1988

Software is subject to the same copyright laws as other intellectual property

· only software licensed from a software company, or developed by the City Council’s staff or agents, shall be installed and used 

· Public Domain or Shareware software is available licence-free, or on a ‘try before you buy’ basis. Such software must only be used with the express permission of Management and should be registered and / or licence fees paid. Any form of software media can be a source for viruses. Accordingly, all  media must be virus checked before use  

· copying of licensed software must only be in accordance with the licence

· the copyright of software developed by City Council staff, or its agents, is vested in the City Council 

· you must not copy, for your own use or gain, software licensed to the City Council
6.3
Computer Misuse Act 1990

This Act creates a criminal offence where there is:

· unauthorised access to computer ‘material’

· unauthorised access with the intent to commit or facilitate a further, more serious, offence

· unauthorised modification of any computer ‘material’

6.4 Theft Acts 1968 and 1978

It is a criminal offence to use, keep, deal with or take possession of any other person’s property dishonestly with the intention of permanently depriving that person of it.

This includes intellectual property, and IT hardware, software and any related equipment, installation or facility.

It is also a criminal offence to obtain services or evade any liability for payment, by deception or to deliberately “make off” without paying for equipment or software. 

6.5
Human Rights Act

The Act includes a right to privacy. However, monitoring of e-mails by an employer can still be justified on the basis that it is there to protect the rights of others. This may be by ensuring that, for example, no one sends offensive e-mails, thereby protecting employees from harassment.


6.6
Regulation of Investigatory Powers (RIP) Act

This Act sets out a new legal framework to govern the interception of communications, and establishes when it is lawful to do so.

Basically, organisations are authorised to monitor or record communications on their communications systems without consent for the following purposes:

· in order to establish the existence of facts relevant to the employer’s business

· to ensure compliance with regulatory practices or procedures 

· to ensure that standards are being achieved (e.g. in call centres)

· in the interests of national security

· to prevent or detect crime

· to investigate unauthorised use of a system

· to secure the effective operation of the system (e.g. to check for viruses)

· to check whether the communications are relevant to the business (e.g. where the employee is absent and the employer needs to check the employee’s e-mails)

· to monitor communications made to anonymous telephone lines

 In order to make such interceptions without consent, the employer must make all reasonable efforts to inform its staff that communications may be intercepted.

7.
Documentation of IT-related assets

It is essential that all IT-related assets are properly documented and protected. Accordingly, assets should be controlled by means of inventories and registers (these may also be required for other purposes, for example, health and safety, insurance, or asset management).  

If you are the owner, custodian or manager of IT assets, you are responsible for their classification and accountability.  It is also your responsibility to ensure that staff comply with procedures in respect of the documentation of IT assets.

Each asset should be clearly identified, and its ownership and security classification documented. Examples of IT-related assets include

· information assets, for example, data files, system documentation, and user manuals

· software assets, for example, application software, and development tools

· physical assets, for example, computers, communications equipment, and media 

Information has varying degrees of sensitivity and criticality. Each asset should be classified in terms of the level of protection required, for example, magnetic media containing confidential information may require special handling.

Staff involved in developing, maintaining, or operational running of IT systems should have, and adhere to, detailed documented procedures.

8.
Personnel Issues

You are responsible for ensuring that everybody using IT systems is fully aware of possible threats to security and confidentiality, and of the procedures for responding to security incidents and software malfunction.  Accordingly, members of your staff responsible for aspects of managing IT systems must be given a copy of this Policy.  All general users of IT systems must be given the 'All Computer Users' version of this Policy.

All new and existing users should receive appropriate training in security requirements. Accordingly, you are responsible for arranging further training, advice, or clarification, for you and your staff, in respect of particular aspects of the Policy, or related documents.

During the recruitment and subsequent training of staff, the following guidelines must be followed:

· where appropriate, security roles and responsibilities should be included in job descriptions

· where a job involves access to particularly sensitive information, recruitment processes should take this into account

· where appropriate, employees should be asked to sign confidentiality (non-disclosure) agreements

· formal reporting procedures should be established in respect of security incidents and software malfunction, and staff made aware of these 

· disciplinary and other personnel-related procedures in respect of alleged and actual security violations should be formalised, and all employees made aware of these
9.
Physical & Environmental Security

IT facilities should be physically protected from unauthorised access, damage, theft, interference, and environmental or other hazards. The degree of protection provided will depend on the value and purpose of the facilities, and the particular risks identified. All Managers should consider the following good practice guidelines:

9.1 
IT Work Areas

Computer rooms or areas should be subject to a physical perimeter; physical entry controls; protection against environmental hazards 

Physical Perimeter 

· equipment should be sited away from public access areas

· buildings or work areas should be unobtrusive, with no  signs to indicate the existence of computing facilities

· there should be strategically located barriers.  For example, locked doors and reception counters should be placed around a work area

· the requirements for, and positioning of, each perimeter should be determined by the purpose and value of the assets and services being protected

· the perimeter should be clearly defined, for example by the posting of “authorised personnel only” notices, but the existence of IT facilities should not be advertised

· the positioning of support functions, for example, photocopiers, should not compromise security within the main work area

· if support and other staff are granted access, this should be time-limited, and their activities monitored 

· lone working within the area should be discouraged, and the area should be locked when vacated
Physical Entry Controls

· the type of entry controls should be determined by the purpose and value of the assets and services being protected

· visitors to a secure area should be supervised, and their date and time of entry and departure recorded

· all visitors having access to IT facilities must sign the Visitors’ Declaration in Appendix 1

· all personnel entering the area should be required to wear City Council identity badges (employees), or temporary identification (visitors). Staff should challenge anyone without appropriate identification

· access rights should be immediately revoked for staff leaving a Directorate or the employ of the City Council

Environmental Protection

· the degree of protection should be determined by the value and purpose of the assets being protected

· hazardous and combustible materials should be stored at a safe distance from the site, for example, computer stationery should be stored elsewhere until required

· fallback equipment and media containing back-up data should be stored at a safe distance from the site

· safety equipment, such as heat/smoke detectors, fire alarms, extinguishers and fire escapes should be installed. Equipment should be checked regularly in accordance with manufacturers' instructions and Health & Safety procedures. Employees should be trained in its use 

· emergency procedures and contingency plans should be fully documented and regularly tested

· doors and windows should be locked when the area is unattended. Extra window protection, for example, shutters, should be considered

9.2 
IT Equipment

All IT equipment should be subject to appropriate protection

· IT equipment, media, and computer output, both on and off site, should be properly located, secured and maintained, including equipment and media due for disposal

· equipment and media should be sited to reduce risks from environmental hazards, for example, heat, fire, smoke, water, dust, vibration, chemical effects, electrical supply interference, and electro-magnetic radiation

· equipment should be sited to avoid unauthorised access or theft. Items requiring special protection should be isolated

· smoking, eating and drinking in the immediate vicinity of the equipment should be discouraged

· equipment should be protected from power failures and other electrical faults. Uninterruptable power supplies (UPS) should be used where sudden loss of computing power would seriously affect business continuity 

· power cables should be protected from damage. Communications cables should be protected from damage and interception. Cables should be shielded, or housed in conduits, and away from public areas. For especially sensitive or critical systems, consideration should be given to additional measures, for example, data encryption, and tamper-proof boxes at cable termination points

· equipment should be maintained in accordance with suppliers’ instructions. Maintenance should only be carried out by authorised personnel. A log should be kept of all actual and suspected hardware faults

· equipment should be identified where possible by irremovable labels or indelible markers, containing details of ownership, serial numbers, etc. For leased equipment, identification arrangements must be agreed with the lessor

· equipment located or taken off-site should be subject to the same protection as that on-site. Equipment and media in transit should not be left unattended. Taking equipment off-site must be subject to management authorisation

· equipment or media for disposal must have all data and licensed or City Council software removed before disposal. This exercise should be undertaken by specialist IT Services or Directorate IT staff, or double-checked by them to ensure that all media has been properly cleared.

· computer print-outs must be stored securely and must be shredded or disposed of securely when no longer required

10.
Management of Computer Systems & Networks

It is essential that all IT systems are properly operated and managed. 

10.1 Operational procedures and responsibilities

Where appropriate, Managers should ensure the establishment of documented operating procedures for

· the correct handling of data files, processing errors, and output, for example, special stationery such as cheques

· scheduling of processing requirements, including interdependencies with other systems

· computer and network start-up and close-down, data back-up, computer room management, emergency call-outs, and out-of-hours support 

Where appropriate, Managers should ensure the establishment of security incident management procedures covering:

· all types of incident

· the production and examination of audit trails

· the action required to recover from security breaches and systems failures.  This should include documentation and authorisation relating to emergency action

· the confidential destruction of invalid output, for example, spoilt cheques produced as a result of system failures and operational problems

Where appropriate, Managers should ensure the segregation of duties with respect to the following functions

· business use of an IT system

· data entry

· computer operations

· network management

· system administration

· systems development and maintenance

· change control

· security management

· security audit

10.2 System planning and acceptance

Where appropriate, Managers should ensure the introduction of

· plans to avoid failures due to inadequate capacity.  The plans should address issues such as network bottlenecks; lack of processing power; or insufficient hard disk storage

· acceptance criteria for new systems. Firstly to ensure that a new application or network will not adversely affect existing applications or networks, and secondly, to ensure adequate testing including functionality, performance, capacity, and error recovery  

· fallback facilities, for use in the event of damage to or failure of equipment 

· change control procedures to ensure that amendments to operational procedures and systems are identified,  considered and authorised

10.3 Protection from malicious software 

Managers should ensure that procedures are in place to prevent and detect malicious software (for the purposes of this Policy, referred to as ‘viruses’).

‘Prevention is better than cure’, and  Managers should consider the following good practice guidelines

· only authorised software should be used.  Unlicensed or unsolicited software must not be used
· all incoming media and software (floppy disks and CD-Roms) must be virus-checked, including official software releases

· be aware of unsolicited Email and unexpected or suspicious attachments to Email messages

· reputable anti-virus software should be used by appropriately trained staff to detect and destroy viruses, and repair infected files. The software should be regularly updated 

· the use of diskettes, CD-Roms or other media of uncertain or unauthorised origin should be avoided. Procedures should be established to prevent the spread of viruses via such media, and all staff made aware of them 

· wherever possible, transfer files via Email attachments rather than on floppy disk

· procedures and responsibilities should be established for reporting on and recovering from virus attacks. These matters should be covered in business continuity plans.  IT Services must be informed of ALL virus attacks

· Managers should take appropriate action against individuals failing to comply with these procedures, or found responsible for the accidental or deliberate introduction of viruses

10.4 Housekeeping

Managers should consider the following good practice guidelines

· security of PC data is the responsibility of the individual user and local management

· regular back-up copies of essential business data and software should be taken. Media containing back-ups should be given the same level of physical protection as source media. Back-up media should be stored away from the main site. If this is not practicable, consideration should be given to backing up electronically, for example, to a remote hard disk via a network. Sensitive data should be encrypted before transfer. Recovery procedures using back-ups should be tested regularly. These matters should be covered in business continuity plans

· operator logs should be maintained for business-critical systems.  These should include process start and finish times, and system errors. Logs should be subject to independent review 

· program fault logs should also be maintained and independently reviewed to ensure that security controls have not been compromised

10.5 Media Handling & Security

There should be procedures for controlling the handling of tapes, disks, cartridges, and printed reports containing sensitive data, especially where media is transferred off-site. The procedures should cover authorisation and logging of media before it is removed, secure storage, labelling, and confirmation of delivery and receipt.  Suitable packaging should be used, for example, locked containers.

10.6 Data and Software Exchange 

There should be procedures controlling the electronic transfer of data between Organisations, or between the City Council’s Directorates

· Security measures should be applied to electronic transfers, for example, EDI, E-mail, and electronic office systems. The measures taken will depend on the nature of the data transferred. Formal security agreements should be reached between the relevant Organisations, and between Directorates.

11.
 Access to the Internet 

All the City Council's normal Personnel and other policies and procedures apply equally to the use of Email and the Internet.

11.1 The Internet


Only material authorised by Management should be downloaded from the Internet.  If you access or download games, pornography, or other ‘unsuitable material’, you may be involved in disciplinary proceedings”.

Information on ALL usage of the Internet is held in a central log that will be audited from time to time.
You may access the Internet (WWW, Email, Newsgroups, FTP etc):

· at any time for:

· familiarisation; awareness; training; general ‘getting to know the system’ etc

· City Council business use

· installation; testing; maintenance; fault finding; support; etc

· outside core time and in your own time
· for personal use, recreation etc

(you may be asked to demonstrate that you are not ‘keyed in’, i.e. that you are on your lunch break or have finished work for the day.)

Avoid entering personal details such as Bank Account or Credit Card details unless you are confident that the site you are using is safe.

You must NOT
· access material that may be illegal; breach City Council policy; breach your Conditions of Service; bring the City Council into disrepute; threaten the security of IT systems; breach the copyright laws etc.  [If such material is inadvertently accessed, you should leave the particular web site immediately.]

· use the system for private business purposes or personal gain

· Rules on the physical connection to the Internet are discussed in Sections 11 and 12.

11.2
Email

Email has the same legal standing as other forms of written communication and requires considerable care. You should be aware that you and / or the City Council might be held liable in law for any Email sent by you which could be construed as libellous or defamatory. This includes racist or sexist comments and the use of offensive or inappropriate language. It is your responsibility to ensure that your Email messages cannot be construed in this way:

· Email communication is NOT private and may be intercepted or misdirected

· personal data (as defined by the Data Protection Act 1998) must not be disclosed

· do not send an Email that breaches the Internet ‘you must not’ guidelines above

· do not disclose passwords or other security measures

· beware of contractual commitments and libellous remarks

· do not send information unless the City Council has the copyright or permission to forward the information

· beware of viruses in Email attachments

You need to be extremely vigilant about security at ALL times.

To safeguard the City Council and its employees, software is installed that filters incoming and outgoing Email and will monitor the use of inappropriate words and phrases.  

All inappropriate messages will be logged and may be audited by nominated officers in order to ensure that the City Council complies with the law.  In particular, if you originate messages that are racist, sexist or offensive you may by subject to disciplinary action.

11.3
Incoming mail

Obviously, it is impossible to regulate in-bound messages to the City Council.

Inappropriate messages (i.e. racist or sexist comments and the use of offensive or inappropriate language) will be logged centrally and a message returned to the sender.  The Email will then be sent to you in the normal manner.

Wherever possible, you should contact the sender and inform them that the message was inappropriate and ask them not to send further inappropriate messages. If the messages are unsolicited, and cannot be stopped, you should inform the Data Communications Manager who will attempt to automatically reject future messages.

11.4
Your Email Account

Access to your Email account is normally under your personal control. If you expect to be out of the office you should set up an ‘out of office reply’ and make arrangements to forward your Email to someone else. Do not share your password with colleagues.

Your manager, or other authorised officer, may access your Email account without your permission in exceptional circumstances such as:

· In your absence (for example due to sickness, holiday or business commitment) where you cannot be contacted or where there is need to access messages in order to carry out the normal functions of the Council;

· Where there is suspicion of misuse.

Your in-box should be kept up-to-date by deleting or filing unwanted or dealt with messages on a regular basis.

Your recycle bin should be emptied regularly.

11.5
Forwarding Messages Within the Authority

You should not forward inappropriate messages to colleagues (this is particularly true of non-work related material such as jokes).

The exceptions to this are:

· where you wish to report racist, sexist or offensive behaviour to your manager or other representative and the message is evidence;

· where it is necessary to pass on the message in order for the City Council to fulfil its duties. For example, you may receive an offensive message from a member of the public, but still need to deal with the complaint.

11.6
Sending Mail

Under no circumstances should you send a message that includes racist or sexist comments or uses offensive or inappropriate language.

Such messages will be intercepted by the system and will not be sent. Inappropriate messages will be logged centrally and an information message returned to you. Nominated officers may audit inappropriate messages in order to ensure that the City Council complies with the law. If you originate messages that are racist, sexist or offensive you may by subject to disciplinary action.

You should also remember that Email is not secure. Your messages may be forwarded to others by the recipient or may be received where individuals other than the intended recipient have access. It is also possible that your message may be directed to the wrong recipient.

11.7
Electronic Greetings Cards

· Please do not send electronic greetings cards.

· Incoming greetings cards will be logged centrally and deleted.

11.8
All User Email

Email addressed to ‘All Users’ or all@salford.gov.uk must only be sent where there is a genuine and urgent need. Before sending an all-user Email ensure that the message is:

· Urgent

· Important

· Council business related

· Of relevance to at least 50% of the recipients

Remember that all-user Emails are sent all over the City and are not restricted to your building.

If the message is only relevant to one or two Directorates or groups of people, just send it to them.

Where you need to send messages regularly, consider creating a mailing list so that only those interested receive your messages.

Wherever possible, include all the information in the body of the Email rather than as an attachment.

Do not use All-user Email to advertise for sale or wanted items or to promote events. The Intranet has a ‘Notice board’ section covering ‘For Sale’, ‘Wanted’ and ‘Events calendar’; all of which can be freely used by staff.

Do not use All-user Email (or the Intranet) to promote goods or services from external organisations under any circumstances.

Do not use All-user Email to advertise leaving (or other) celebrations.

11.9
Email Etiquette

By convention, it is considered bad-manners to send an Email in capital letters. This is the Email equivalent of shouting.

12.
 Homeworking and Teleworking 

The City Council may arrange for you to work from home on a permanent or ad hoc basis.  If this is the case, the City Council may loan you computer equipment and/or install a ‘data’ telephone line.

This security and privacy policy applies to the use of such equipment whilst on loan and includes any other person that you allow to use the equipment.

Loan equipment may be used for personal use in your own time, providing such usage does not breach this policy in any way.

Authorisation must be obtained before taking any equipment off-site.

Loan equipment should be sited to avoid unauthorised access, damage, theft, interference, and the effects of environmental or other hazards.

The authority must not suffer any material, financial or other detriment from your personal usage.

Only licensed software must be installed and licences produced for inspection if requested.

All Council owned equipment must be returned in good order if you leave the City Council or upon request.

You may use the internet for personal and private use providing that you make arrangements with a separate Internet Service Provider (ISP).  The City Council’s internet system must not be used for personal and private use from home.

Whilst using City Council equipment, the internet guidance set out in Section 10 applies, even if you are using a separate ISP for personal use.

You will be expected to reimburse the cost of all telephone calls appearing on the itemised bills arising from private use, including a separate ISP, together with any subscription fees payable to the ISP for such private purposes.

The City Council will NOT be responsible for the:

·  purchase and installation of office equipment (eg. desk, chair)

·  purchase, installation or support of any software products over and above what has been approved by your Manager and supplied by the City Council

The City Council will not supply consumables for private use.

13.
Access to computer systems

13.1
Controlling User Access

Access to IT systems and data must be controlled on the basis of each user's business needs and responsibilities. Accordingly, Managers must ensure the introduction of:

Written access policy statements for sensitive or critical systems

All relevant staff should receive a copy. If necessary, staff should be asked to certify that they accept the contents.

User registration procedures
There should be procedures in place for each application, including

· a formal system for introducing new users, including authorisation by line management, as appropriate

· checks on the levels of access requested to ensure  accordance with business needs

· maintenance of a formal, up-to-date record of all users and their level of access

· procedures to ensure removal of access rights for users changing jobs or leaving the City

Council’s employ

· procedures to periodically check for, and remove redundant user names and accounts

· procedures to ensure that redundant user names are not re-issued to other users

Controls over the use of special access privileges
There may be a need for key personnel to have high level access to an application. Normally, staff employed by the Directorate owning or managing the system should undertake these functions. The number of high level users should be restricted, and there should be procedures for recording, monitoring and reviewing their access. 

13.2 Good Practices in the Selection and Use of Passwords

Passwords should be used to validate a user’s authority to access IT services. Managers, system administrators, and users should adopt the following guidelines

· wherever possible, allocate individual user names and passwords, rather than group user names, to maintain accountability.  Group user names should never be used for users with update facilities

· change temporary passwords at first log-on to an application

· avoid keeping paper records of passwords. In circumstances where these are unavoidable, the records should be retained in a secure location, accessible only by authorised staff 

· avoid the use of passwords based on dates, family names, car registration numbers, telephone numbers, user names, system identifiers, or other easily guessed words

· use alpha-numeric passwords where possible

· do not include passwords in automated log-on procedures, macros or function keys

· alter default passwords as soon as software is installed

· change passwords periodically, say, every 30 days, or every three months

· do not disclose passwords to anyone, including other users

13.3 Good Practices Regarding Unattended Equipment

Managers should consider the following good practice guidelines:

· unattended or unused personal computers (PCs) and/or terminals should be 'logged-off' or switched off 

· system log-off procedures should always be followed to ensure that networked systems are not left active after PCs and terminals have been switched off 

· PCs, terminals, and printers should be switched off over-night and at weekends. In addition to security considerations, this saves electricity and reduces fire risk. Some file servers and communications equipment may need to remain switched on

· Managers should ensure that such equipment is properly identified and appropriate notices attached 

· PCs and terminals should be secured by key-lock or power-on password when not in use

14.
Incorporating Security During Development,

Implementation & Maintenance

This Section is particularly relevant to IT staff and others involved in the procurement, development or implementation of IT systems. 

14.1
Development and Procurement 

All aspects of the Policy should be taken into account during the development, upgrading, and maintenance of systems by both in-house staff and contractors. The Policy should also be considered  during the procurement of computer systems. 

The IT Services Division should be informed of all proposals for software and hardware procurement, or software development, that may have an impact on corporate systems, networks, or systems operated or maintained by the Division.

Computer Audit should be informed in respect of all major proposals for new software development, or procurement, including material enhancements to existing systems. 

Security measures are substantially cheaper and easier to implement, if appropriate control features are incorporated at the specification and design stages, or systems are purchased that already incorporate good security features. Consulting IT Services and Computer Audit prior to, or during development, will assist Managers to:

· obtain independent advice in respect of control and security issues

· ensure that new systems are compatible with existing systems and standards 

· ensure compliance with other policies of the City Council

14.2
Good Practices in the Development of

Password Control Systems 

Where possible, developers and other staff responsible for designing or implementing new systems should adopt the following guidelines 

· configure systems so that periodic changes to passwords are enforced by the system itself, for example, every 30 days or every three months 

· include password confirmation procedures to reveal typing errors

· configure systems to reject re-cycled passwords

· configure systems to enforce a minimum length for passwords, say, six characters

· configure systems to avoid passwords being displayed on-screen, or within the user access register

· record and limit the number of unsuccessful log-on attempts 

· disconnect the user from the log-on procedure after, say, three attempts

· avoid the provision of information that may assist an unauthorised user, for example, indicating the incorrect part of an application, service name, or user name  

· configure systems so that users are automatically ‘timed out’ after a set period of inactivity

· DO NOT share passwords with other users

15.
Business Continuity Planning

It is essential that the City Council’s Directorates are able to continue to provide vital services, even if IT systems fail. Accordingly, continuity plans should be available to cater for interruptions to business activities.  Interruptions could include fire, flood, natural disaster, sabotage, theft, industrial action, explosion, accidental damage, software or hardware failure, loss of data, etc.

The planning process should:

· identify critical processes 

· identify business dependencies

· determine the potential impact of various types of disaster 

· identify responsibilities and emergency arrangements 

· specify detailed recovery procedures

Once formulated, the plans should be documented, and tested and updated regularly. Copies of plans should be distributed to appropriate staff, and relevant training provided.

A copy of the plan should be stored away from the workplace and should be accessible to Management.

16.
Network Management

This Section is particularly relevant to IT staff involved in the implementation, management, and control of IT networks.

16.1
Managing Networks


It is essential that each of the City Council’s networks (including large corporate networks and small localised networks)

· is properly monitored and controlled 

· does not adversely affect the operation of other networks  

Each network should be administered by a designated network manager, experienced in the use of the relevant network operating software, and related security facilities. 

Network Managers, in conjunction with application system administrators, should introduce controls to prevent unauthorised access to applications and other services, and to protect data passing within networks, and from one network to another.  Areas of responsibility should be clearly defined for all individuals involved in the management of a network.

16.2
Control Over Access to IT Services via Networks 

The IT Services Division should be consulted in cases where Directorate or Divisional networks are linked to corporate networks.

Where possible, access routes from individual user terminals to applications should be controlled by creating ‘enforced network paths’. These stop users from ‘straying’ into other applications or networks, and involve

· the use of dedicated network lines and telephone numbers

· the use of network menus and sub-menus

· configuring network ports so that only certain applications can be accessed; or configuring  application controls so that only certain network users can gain access

· the issue and central control of unique identification numbers

· the de-configuration or disabling of general purpose network ports when not in use 

Computers used for independent connection to any outside computer or network must be physically isolated from the City Council’s network:

· modems must not be used within any City Council building without the express permission of IT Services

· modems must not be connected directly or indirectly to the City Council network, other than through the official ‘dial up’ number of external access

· procedures for the use of modems, remote access, and ‘dial-in’ facilities. Where particularly sensitive information is being accessed, ‘dial-back’ procedures should be considered. Modems should be disabled when not required  

· procedures for the use of data analyser or capture tools. These are sometimes used by engineers to pinpoint the causes of problems, for example, to establish where data is being corrupted. Such tools must only be used with the express permission of the designated Network Manager. This officer must be in attendance during use of the tools. If necessary, advice should be sought from IT Services data communications staff.

16.3
Use of the City Council’s Voice Communications System 

Controls over the use of corporate telephone and other voice communication systems are the responsibility of IT Services. Any proposed changes to, or suspected or actual misuse of such systems, must be reported to the IT Services Division.

17.
Glossary of Technical Terms

Application : computer software designed to achieve a particular objective, for example, to collect Council Tax.  

Back-up : a fall-back system; data copy; or piece of equipment used if the main system fails or becomes unavailable. Back-up media is used to retain extra copies of data, for use should the original data be lost or corrupted.

BS 7799 : British Standard number 7799, issued in 1995 relating to Information Security Management.

Data : information held in computer-readable format, that is processed by computer programs.

Dial-in : a facility whereby a user can obtain remote access to a computer application or network via the telephone system, using a computer linked by modem.

Dial-back : an application, network, or modem can be configured to 'call-back' the source of a dial-in, before allowing access and after checking the telephone number against an authorised list. 

Development tools : items of software used to develop computer applications.

Disk : a hard disk is a storage medium, permanently located inside the computer, whereas floppy disks, diskettes and CD-ROMS are portable media. The data on a CD-ROM is fixed, whereas data on other types of disk can be changed.

Electro-magnetic radiation :  equipment containing electro-magnets, for example, loudspeakers, gives off radiation that can adversely affect magnetic media. To prevent data loss, tapes, cartridges, and disks, should be stored away from magnetic fields.

EDI  : electronic data interchange between different organisations, using modems and the telephone system, or leased communication lines.

E-mail : the transfer of messages and files over computer networks between individual users.  Any user with appropriate software and equipment can send and receive. 

Encryption : the 'scrambling' of data using appropriate software.  Data can only be re-constituted by de-encryption software.  Encryption is used to maintain the confidentiality of data during storage or transfer between computers.  


File server : a powerful computer acting as the 'hub' of a local network. The server’s hard disk contains the data and software accessed by network users. 

Firewall : a computer, and/or software program, located between an organisation's network and the outside world.  The firewall is designed to filter data originating externally and to prevent unauthorised access to an organisation's systems, for example, via the Internet. 

Function key : a single key on the computer keyboard, configured to execute a command or a series of commands, for example, a macro. 

Internet : a non-commercial, self-governing global network. The Internet is the collective term for the tens of thousands of networks, on-line services, and single-user computers involved in using it.

Information Technology (IT) : any form of technology involved in the storing, transferring, processing, or presentation of information; including computers, computer networks, and telecommunications systems. 

Log-on : the initial entry point to a computer system. The user must enter a valid user name and password to gain access

Macro : a computer program that automatically executes a series of commands or runs other programs, saving the user from executing each component separately.

Media : items used for storing data, for example, tapes, cartridges, CD-Roms and disks. Back-up media is used to retain extra copies of data, for use if the original data is lost or corrupted. 

Menu  : a list of options from which a user can choose. The options shown may depend on details held in the user access register for the particular user. 

Modem : a piece of equipment linking a computer to the telephone system.  Data is ‘modulated’ by the sending modem, transferred over the telephone line, then ‘demodulated’ by the receiving modem.

Network : the collective name for items of computer equipment linked together, including file servers, terminals, and other devices, enabling communication between users. 

Password : during log-on to a computer system, a user must  provide a user name and a special word associated only with that user name. This ‘pass’ word allows the user entry into the system.

Personal Computer (PC) : a small computer that can be located on a desk-top or carried. PCs are used as stand-alone machines, terminals or file servers. Strictly speaking, Apple Macintoshes and certain other small computers, are not PCs but are classed as such for the purpose of the Policy.

Port : a port is a connection on a computer for attaching another device, such as a printer.  A computer's operating system software can be used to configure ports in different ways, dependent on the types of devices attached.

Program : a set of instructions that can be understood by a computer.

Public Domain software : software not subject to copyright. The author has placed the software in the ‘public domain’, for free use.

Regression plan: a plan that lets you get back to a working system if something goes wrong. For example, if a software upgrade does not work properly, the plan will identify how to restore the previous version. A good plan will start with making a backup of existing programs and data.

Shareware software : software, subject to copyright, for use on a ‘try before you buy’ basis. After a specified period, the software should be registered with the distributor and a licence fee paid. 

Software : a general term covering all computer programs, applications, etc.

Terminal : a visual display unit (VDU) or computer screen, for example, a PC, connected to a network, through which users can input or access information.

Time-out : after a set period of inactivity by a user, for example, 15 minutes, an application or network can be configured to automatically log the user out of the system.

User access register : all applications with privacy features, contain an internal register of user names and related access permissions. The register also holds passwords. 

User name : each user of an application or network is identified by a user name, for example, Smith J. To gain access at log-on, the operator must provide a valid user name and password. 

UPS : and uninterruptable power supply.  A special power supply, containing a heavy duty battery that is activated if the mains supply fails.  Computers can continue to operate as though the mains supply was still available.

Viruses : viruses (so-called because they behave like biological viruses) replicate without the user’s knowledge. They can be relatively harmless or very destructive, for example, deleting contents of a hard disk.
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