PART ONE
ITEM NO.

REPORT OF THE 

DIRECTOR OF CORPORATE SERVICES

To the: Corporate Services Lead Member Briefing

On:
Monday 6th October 2003

TITLE: INTERNAL AUDIT ACTIVITY MAY TO SEPTEMBER 2003 (Part one)

RECOMMENDATIONS:
The Lead Member is asked to note the contents of the report.

EXECUTIVE SUMMARY:
The purpose of the report is to inform The Corporate Services Lead Member of Internal Audit activity in the period May to September 2003.

BACKGROUND DOCUMENTS:


Various reports and supporting working papers

ASSESSMENT OF RISK:


Internal Audit projects incorporate detailed risk assessments of the area under review. 

THE SOURCE OF FUNDING IS:

N/A

LEGAL ADVICE OBTAINED:

N/A

FINANCIAL ADVICE OBTAINED:

N/A

CONTACT OFFICER:


Chris Griffiths Business Assurance Manager 0161 793 3217

WARD(S) TO WHICH REPORT RELATES:


Various

KEY COUNCIL POLICIES:


N/A

DETAILS:

Report details are contained in the table below.

SUMMARY OFCORPORATE SERVICES INTERNAL AUDIT REPORTS ISSUED

MAY TO SEPTEMBER 2003



SUBJECT
Benefit Investigation Team


REF
2335/CS/03

AIMS/OBJECTIVES

The objective of the audit was to undertake a review of the following processes: -

· Performing investigations  

· Deciding action to be taken

· Performing initiatives

· Associated databases/datastores



MAIN CONCLUSIONS AND RECOMMENDATIONS

Audit testing found that the team has successfully introduced a number of major changes since the publication of the BFI report in March 2002, resulting in the majority of risks associated with this area being well controlled.

There is however, one significant issue that requires action: -

· Only 7% of the cases investigated during the period 01.04.02 – 31.03.03 have been quality checked. The BFI report states that a minimum of 10% of all cases investigated should be reviewed.  A temporary Senior Officer post has been created to increase the volume of work quality checked.

A further three recommendations were made relating to provision of fraud awareness training, updating the fraud manual and reviewing data and documentation held. 



MANAGEMENT RESPONSES

Management agreed to implement all four audit recommendations. 



SUBJECT
National Non Domestic Rates (NNDR)


REF
2317/CS/03

AIMS/OBJECTIVES

The audit sought to examine the procedures currently operating within the provision of the NNDR service, and this involved evaluating the risks and controls in the following processes: -

· Valuation

· Liability

· Relief

· Billing

· Collection.

The audit assignment was conducted through discussions with NNDR staff, a review of the records and documents in use and the completion of an appropriate testing programme.  The review covers the financial period 2002/2003.



MAIN CONCLUSIONS AND RECOMMENDATIONS

· The audit review indicates that the areas looked at are operating effectively.  Staff employed on the NNDR Section are experienced and have adapted well to the introduction of the new computer system ‘Pericles’.  Work is progressing on amendments to the ‘Pericles’ system with a view to resolving the current access issues and meeting other requirements

· The existing controls are found to be effective with only two recommendations being suggested.

The recommendations related to reducing the number of staff with access to the computer system, and bringing up to date visits for an inspector who is on long term sick leave.

The weaknesses identified can be addressed if the necessary action is taken and the recommendations made within the action plan are implemented.



MANAGEMENT RESPONSE

Management has agreed to implement the recommendations.



SUBJECT
Income Collection


REF
2338/CS/03

AIMS/OBJECTIVES

The audit sought to examine the procedures currently operating within the provision of the income collection service, and this involved evaluating the risks and controls in the following processes: -

· Cash Office

· Direct Debits/Refunds

· Debit/Credit Card/Internet/Other Payments

· Reconciliation.

The audit assignment was conducted through discussions with the Chief Cashier, the Section Leader (Customer Services), and the Reconciliation Team (Accountancy) and through a review of the records and documents in use and the completion of an appropriate testing programme.  The review covers the financial period 2002/2003.



MAIN CONCLUSIONS AND RECOMMENDATIONS

The audit review indicates that controls are operating effectively throughout the various processes, with only one area identified where an improvement to controls is required.  It was recommended that the Chief Cashier should verify amounts prepared for banking by the Cashiers before submission to the bank.  

MANAGEMENT RESPONSE

The recommendation has been accepted by management, and has already been implemented.



SUBJECT
Cash Receipting Project Post Implementation Review (PIR)
REF
2309A/CS/03

AIMS/OBJECTIVES

This report is a follow up to a previous report (Ref 2309/CS/03), which looked at the implementation of the new Cash Receipting system.

Management agreed the conclusions of the original audit report issued in April 2003 and either accepted the recommendations or proposed alternative actions.

This PIR has sought to ensure that all agreed recommendations have been implemented and that the alternative actions have also been progressed.



MAIN CONCLUSIONS AND RECOMMENDATIONS

This PIR review has established that those recommendations relating to the use of more formal methods of project oversight have not been actioned.  The Project Manager is continuing to monitor and control activities on the Project, using relatively informal means.  However, it should be stated that the Project did succeed in implementing the Payment and Revenues Information System (PARIS), which meets the business needs of Salford Direct, and is considered superior to the legacy systems it replaced.

A number of agreed actions related to the outstanding work required on the interface between PARIS and the SAP General Ledger.  Work is ongoing in this area and the actions agreed have been carried out or are pending, to finalise this work.

One recommendation related to remote access by the supplier (Ideal) to the PARIS system.  This issue has now been resolved and the remote access software is in use.  Another recommendation related to the need to monitor the supplier support service. It is still intended that action will be undertaken to formalise the monitoring of this service.

Of the original six recommendations made in the audit report, four have been actioned to a satisfactory degree, and only two require further attention.



MANAGEMENT RESPONSE

Management agreed to action the two outstanding recommendations from the original audit report as appropriate to the part of the project that remains.



Subject          Management of the SAP environment                                                    Ref 2331/CS/03



AIMS/OBJECTIVES

The IT Net Computer Services Basis Team is responsible for technical management of the Basis environment and the configuration of this environment is described in terms of SAP landscapes and architectures.  At Salford a three-system landscape has been implemented for the development environment, i.e.

· DEV SAP system, used for customising and developing the applications

· QA SAP system, used for testing changes and for training users

· Prod SAP system, which is the actual working production system or “live” system.

There is also a back-up server, and a test server is soon to be added to the SAP development landscape.

The objective of the audit was to determine the controls over the following aspects: -

· Database Management 

· Changes to the environment

· Resilience of the environment

· Access to the environment

· External support for the environment

· Personnel and succession.

The audit incorporated a post-implementation review of relevant recommendations from audit report references 2010/CS/03 SAP - System Maintenance and 2174/CS/03 - SAP Training and Development.  

Also, general personnel risks were covered which could impact on the management of the environment.



MAIN CONCLUSIONS AND RECOMMENDATIONS

The completion of this audit appraisal has led us to the general opinion that the SAP technical environment is well managed by the Basis Team, in conjunction with the e-merge Team.  Management has supported the development of the Basis Team in terms of funding training and a new member of staff is soon to be added to boost the Team to four.  The audit review has established that there are adequate controls in place to mitigate the key risks related to the aspects of database management, logical access to the SAP environment and external support.

Regarding changes to the environment, e.g. local configuration changes and minor SAP upgrades such as "bug" fixes (patches), assurance was obtained that controls are in place.  However, report 2010/CS/03 recommended that these should be supplemented by the introduction of testing guidelines for e-merge staff and that requests for transport of changes to the Prod system should be accompanied by confirmation that these guidelines had been followed.  The e-merge Team is making good progress in this area.  Standard testing scripts are in the process of being produced to cover critical areas of SAP affected by the implementation of patches, in particular payroll transactions.  However, there are no general guidelines covering testing for local configuration changes.  It has been concluded that day-to-day risks threatening the availability of SAP applications, e.g. loss of power or lack of disk space, are adequately managed.  

Some recommendations were made to improve procedures, by further developing best practice

MANAGEMENT RESPONSE

All recommendations were accepted.



SUBJECT
Post Opening (Benefits) / Salford Direct


REF
2350/CS/03

AIMS AND OBJECTIVES
Salford Direct has a dedicated Support Services section comprising of approximately 28 members of staff.  The team is based within phase 3 of the Civic Centre.  The objective of this review was to determine that controls exist in relation to the following areas: -

· Receipt of Post   

· Processing Post

· Distribution of Internal Post

· Despatch of Internal Mail.

Whilst the team undertakes various duties the specific subject of this review was post-opening duties.  Other duties relating to the process of scanning and indexing benefit claims will be looked at as a separate issue within a benefits audit.  



AUDIT OPINION
· The area of post opening has been subject to a review by the Benefit Fraud Inspectorate from which a favourable report was received.  Both the Operations Manager and the Section Leader are aware of the importance of the work undertaken and have ensured that the necessary measures have been taken to ensure compliance

· This review concluded that controls in place are particularly robust and adhered to by all members of staff concerned, therefore no recommendations were deemed necessary.



MANAGEMENT RESPONSE

Not applicable as no recommendations were deemed necessary.



SUBJECT
Accounts Receivable Managed Audit (2002/2003)


REF
2327/CS/03

AIMS AND OBJECTIVES

· In line with the audit plan, the City Councils key financial systems are reviewed annually in order to provide management with an independent appraisal of the adequacy of controls in the key functional processes

· Additionally the review aims to provide assurance to the Audit Commission that the financial systems are functioning effectively and can be relied upon.

The following processes were included in this review of Accounts Receivable: -

· Raising of Accounts

· Billing

· Collection

· Credit notes/Reversals

· Arrears recovery and Write Offs.



AUDIT OPINION

· The implementation of the accounts receivable module proved to be problematic and significant changes were necessary to centralise the process of billing.  Considerable improvements have been made since the implementation of the module. Whilst some problems still exist both the FSG Manager and the Debtor and Creditor Manager are well aware of them and are in the process of taking remedial action

· The key risks identified by the Audit Commission are adequately controlled.  However, the current controls in place in relation to arrears recovery via instalment arrangements do require some improvement.  Additionally the division of duties in relation to the process of writing off bad debts requires improvement.



MANAGEMENT RESPONSE

All recommendations made within the report were accepted by Management and in some cases have already been implemented.


SUBJECT
Data Protection Act


REF
2318/CS/03

AIMS/OBJECTIVES

The objective of the audit was to determine the controls over the following risks: -

· Notification with the Information Commissioner

· Information handling and data weeding

· Information sharing within The City Council and with external bodies

· Security and access controls to personal information held on IT systems

· Management of Data Protection in the Directorates.

The audit assignment was conducted through discussions with the Director of Corporate Services, Head of Law & Administration, Legal section and selected managers and staff in the following Directorates: -

· Social Services

· Housing

· Electoral Registration

· Education, including a visit to a school

· Salford Direct – Call Centre and Benefits

· IT (to receive clarification further to meeting staff from the above).



MAIN CONCLUSIONS AND RECOMMENDATIONS

A number of issues requiring action were identified. 

Recommendations were made to improve procedures. 

These included; -

· Developing a Corporate Data Protection Strategy and producing guidance to promote best practice.

· Consistently applying procedures and controls.

· Providing formal training for staff directly involved in leading Data Protection Act compliance both Corporately and within Directorates.



MANAGEMENT RESPONSE

Management agreed to implement all recommendations made. 



SUBJECT
Software Licensing


REF
2324/CS/03

AIMS/OBJECTIVES

Most Directorates use the service offered by IT to purchase and install the majority of their software, an exception to this is Development Services who manage their own IT installations. IT generally do not install or support software they have not purchased, so specialist software may require local installation, and separate support arrangements.

It was decided that the audit would look at several areas: how Desktop Services managed software licensing: how it was managed at a Directorate level, specifically the situation in Development Services who manage their own affairs, and Education and Leisure who use the service offered by Desktop Services.

The objective of the audit was to determine the controls over the following aspects: -

· The management of Corporate software licences

· The management of Directorate software licences

· Procurement of Corporate software

· Procurement of Directorate software.



MAIN CONCLUSIONS AND RECOMMENDATIONS

The risk of software being installed without proper authorisation or unlicensed software being installed is controlled, but the degree of control is dependent on the PC environment i.e. the level of control that can be applied depends on the operating system of the PC, and the level of authority granted to the individual user.

For core products, as supplied via Desktop Services (e.g. Microsoft products), the risk of unlicensed software being in use is low.  

For software purchased and installed within Directorates the risks are greater as there is no central body controlling what is purchased / installed. It is the responsibility of Directorate management to ensure that software is licensed and does not contravene licensing laws.  

The risk of original software and licences purchased via Desktop Services being lost is well controlled, however the risk of software and licences purchased by Directorates being lost is dependent on the procedures and controls operated locally.  

A number of recommendations were made to improve controls to ensure that all purchases are agreed and appropriate.



MANAGEMENT RESPONSE

The majority of recommendations were accepted.  Work is ongoing in a number of areas to improve controls.


SUBJECT
2002/03 PAYROLL


REF
2307/CS/03

AIMS AND OBJECTIVES

As part of the annual review of key financial systems the audit considered the risks and controls associated with the following processes: -

· Setting up, maintenance and deletion of posts

· Setting up, maintenance and deletion of employees records

· Additional payments and allowances, and deductions from pay

· Payment of wages and salaries

· Termination of employment.

The audit examined the key business risks that may prevent the Payroll Section from achieving its strategic aims and objectives. The audit sought to check that adequate controls were in place and operating effectively to reduce these risks.  



AUDIT OPINION

Overall, the Payroll Section has shown further improvements on previous year’s performance.  Since the introduction of the new financial system (SAP), there has been consistent year on year progress and it is anticipated that further improvements will be achieved in the 2003/04 financial year through the introduction of additional controls and enhanced budget, establishment and other financial monitoring. Although the Section's control environment is improving and becoming more established, a number of areas were identified where improvements to existing controls are still required.



MANAGEMENT RESPONSE

· All recommendations made were agreed.

SUBJECT
Accounts Payable 2002/2003


REF
2328/CS/03

AIMS AND OBJECTIVES

As part of the annual review of key financial systems a full review of accounts payable was undertaken. 

The audit also followed up issues from the previous years review of accounts payable which highlighted a number of required improvements to procedures.



AUDIT OPINION

Most of the recommendations made in the previous years report have been implemented and significant improvements have been made to procedures.  

Overall key risks were found to be adequately controlled.

A small number of recommendations were made to reduce the risk of making duplicate payments and to improve quality control procedures relating to document imaging.



MANAGEMENT RESPONSE

Management accepted all recommendations made within the report.



SUBJECT
Council Tax


REF
2316/CS/03

AIMS AND OBJECTIVES

The audit sought to examine the procedures currently operating within the provision of the council tax service, and this involved evaluating the risks and controls involved in the following processes: -

· Banding of Properties

· Assessment of Liabilities

· Awarding of Reliefs

· Generation of Bills

· Financial Information

· Enforcement of Debts

· Council Tax Database.

The audit assignment was conducted through discussions with council tax staff, a review of the records and documents in use and the execution of an appropriate testing programme.  The review relates to the financial year 2002/03.



AUDIT OPINION

The audit review indicates that, for most areas looked at, controls are operating effectively.  However, in order to improve the service as a whole, there are a number of areas where improvements to controls are required.  The weaknesses identified can be addressed if the necessary action is taken and recommendations made within the action plan are implemented. 

It is acknowledged that a replacement computer system is currently being planned and is due for implementation at the beginning of the financial year 2005/2006.  It is anticipated that the introduction of this replacement system will help improve some of the areas where ongoing problems are encountered.

 

MANAGEMENT RESPONSE

The recommendations have been accepted and appropriate timescales agreed upon by management.  
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