SPAM Protection for Salford City Council and Salford’s Schools 

BACKGROUND

E-Mail has in recent years become the primary medium for electronic communication both within the Corporate environments as well as the home. As a result of this, there has been an increasing amount of junk mail (SPAM) flying around the Internet, which according to research companies such as MessageLabs, now account for approximately 50% of all mail circulating around the Internet community. 

CURRENT SITUATION

Currently Salford City Council utilise Trend Micro’s IMSS system to scan for virus and “known” SPAM messages and user defined “phrases” we have added to a customised list. Updates are checked for every 5 minutes automatically with the suppliers of the system.

Over the past few months Desktop Services staff have been de-constructing SPAM messages to see how they work and then incorporate our findings into our current solution (Interscan Messaging Security Suite) to try and block any such future messages. 

The conclusion we came to is that the facilities we have do the job they was designed for but lack the “artificial intelligence” which is now needed to identify and stop SPAM messages which are currently being generated by the “Spammer’s” who are using more sophisticated techniques.

The people who send SPAM know that most organisations have implemented measures to stop SPAM from companies like Trend Micro. Most SPAMMER’S are now using technology to specifically designed to defeat to pattern file checking. Companies like Trend Micro have acknowledged this fact and now offer “plugins” which extend the facilities and abilities of IMSS at a cost option.

In recent months, there has been an increasing number of E-Mail’s that have pornographic images embedded within the body of the e-mail message. The filtering of such messages are beyond the capability of the current system and more sophisticated tools are required to prevent such content from entering both the Corporate and Schools environment.

RECOMMENDATIONS

We have looked at various systems currently in the market place, but in detail at Trend Micro SPS product, Surf Control email filter and Borderware’s Mxtreme system. All which are regarded as every competent product’s to add companies email scanned at the gateway.

All offer the same type of facilities, Borderware’s Mxtreme is intelligent enough to use as “plug and play” but is also highly configurable to achieve even higher levels of protection. The Borderware’s solution also allows an additional Virus scan engine to be directly integrated into the product. This is highly desirable because all mail entering and leaving the authority will be scanned by both the current IMSS system (Trend Micro) and proposed Mxtremes MX400 system (Borderware) for Viruses and SPAM.

COST COMPARISON

Borderware Mxtreme 400
£13,402

Trend Micro SPS
£37,765

Surfcontrol E-Mail filter
£36,400

The major difference in costs relate to the different ways in which the products are licensed. The Borderware product is a hardware device where the other two solutions are based on software whis is governed by the number of e-mail addresses, which utilize the service.

Desktop Services have obtained four quotations for the Borderware product (see table below) and we have obtained an evaluation unit from the cheapest supplier. This evaluation unit will be tested to ensure that the product is suitable for our needs within the Council


Borderware MX-400 With Kasperov AV solution 

Trustmarque Solutions
£13,402

Civica
£15,843

Peapod
£17,127

Arc Technology
£17,340

Should the above product pass the evaluation tests, it is recommend that Borderware’s MX-400 is purchased with Kasperov AV solution from Trustmarque Solutions with the two years maintenance and technical support.

Dave Rogers

Desktop Services Manager

