	PART ONE
	ITEM NO.


REPORT OF THE 

DIRECTOR OF CORPORATE SERVICES

To the: CORPORATE SERVICES LEAD MEMBER BRIEFING
On:
Monday 20th September 2004

TITLE: REPORTS ISSUED MAY TO JULY 2004

RECOMMENDATIONS:
The Lead Member is asked to note the contents of the report.

EXECUTIVE SUMMARY:
The purpose of this report is to inform the Lead Member of Internal Audit reports that have been issued in the period April to July 2004.

BACKGROUND DOCUMENTS:


Various reports and working papers.

ASSESSMENT OF RISK:


Internal Audit projects are managed within the Unit’s risk based audit protocols aimed at giving assurance regarding the management of the City Council’s key business risks.

THE SOURCE OF FUNDING IS:


Existing revenue budget

LEGAL ADVICE OBTAINED:


N/A

FINANCIAL ADVICE OBTAINED:


Director of Corporate Services

CONTACT OFFICER:


Andrew Waine - Audit Manager 0161 793 3357

Email: andrew.waine@salford.gov.uk

WARD(S) TO WHICH REPORT RELATES:


N/A

KEY COUNCIL POLICIES:


N/A

DETAILS:

Report details are contained in the table below:

AUDIT AND RISK MANAGEMENT UNIT

COMMITTEE SUMMARY

	PART ONE   FORMCHECKBOX 

	
	PART TWO   FORMCHECKBOX 



	SUBJECT:
	Accounts Payable 2003/2004
	FILE REFERENCE:
	2541
	 FORMDROPDOWN 

	 FORMDROPDOWN 


	

	COMMENCEMENT DATE:
	 FORMDROPDOWN 

	 FORMDROPDOWN 


	

	AIMS AND OBJECTIVES:

	An audit review of the Accounts Payable systems is undertaken on an annual basis. The objective of the review is to provide management with an independent appraisal of the adequacy of controls in place over the key functional processes within the Accounts Payable system. The review was undertaken using information and payments specific to the 2003/4 financial year.

The results of the review are not only subject to internal scrutiny, but also subject to external scrutiny by the Audit Commission under the Managed Audit arrangement. The Audit Commission seeks assurance that the key risks associated with the Accounts Payable process are adequately controlled. 



	

	AUDIT OPINION AND MAIN RECOMMENDATIONS:

	The audit testing undertaken confirmed that the Accounts Payable system is generally adequately controlled. The majority of controls are operating effectively and overall the Audit Commission's key risks are adequately managed.

However, the review highlighted a number of areas that could be improved with some additional, or the re-instatement of, controls. These included the following issues which require more urgent attention:

· The monthly quality control checks undertaken by the Creditors Team Leader had lapsed

· There currently appears to be an inadequate division of duties on the FSG Creditor Team 

· Control weaknesses are present in the removal of system access privileges to leavers


· There are no satisfactory contingency plans in place in the event of an IT failure. This was reviewed as part of a computer audit and was the subject of a separate audit report (Reference 2420/CS/03) where some recommendations were deemed necessary.



	

	MANAGEMENT RESPONSE:

	Management agreed to implement all of the audit recommendations by the 31st July 2004.



 FORMTEXT 

An action plan has been formulated that will ensure that all highlighted weaknesses are resolved.




AUDIT AND RISK MANAGEMENT UNIT

COMMITTEE SUMMARY

	PART ONE   FORMCHECKBOX 

	
	PART TWO   FORMCHECKBOX 



	SUBJECT:
	Council Tax (Managed Audit) 2003/04
	FILE REFERENCE:
	2528
	 FORMDROPDOWN 

	 FORMDROPDOWN 


	

	COMMENCEMENT DATE:
	 FORMDROPDOWN 

	 FORMDROPDOWN 


	

	AIMS AND OBJECTIVES:

	The Council Tax system is one of the City Councils key financial systems and is therefore subject to an annual review, which is conducted by the Audit and Risk Management Unit.  The objective of the assignment was to provide management with an independent appraisal of the adequacy of controls in the key functional processes.  All testing performed during this audit used data and transactions relating to the 2003/04 financial year.

A further objective of the review was to provide assurance to the Audit Commission that the financial systems are functioning effectively, as part of the Managed Audit process.



	

	AUDIT OPINION AND MAIN RECOMMENDATIONS:

	Audit testing revealed that overall the Council Tax system was well controlled.  

There were two findings, which required attention:

· There was no formal timetable for the issue of reminders. Audit  recommended that a formal timetable should be established to ensure no delays in collection.

· Documentation to support write-off decisions was found to be inadequate. Audit recommended that evidence should be kept to support all write-off decisions.





	MANAGEMENT RESPONSE:

	All recommendations were agreed. Responsibilities and acceptable action dates were assigned. The recommendation relating to the timetable for reminders had been implemented by the final report date.  



AUDIT AND RISK MANAGEMENT UNIT

COMMITTEE SUMMARY

	PART ONE   FORMCHECKBOX 

	
	PART TWO   FORMCHECKBOX 



	SUBJECT:
	Accounts Receivable 2003/2004
	FILE REFERENCE:
	2525
	 FORMDROPDOWN 

	 FORMDROPDOWN 


	

	COMMENCEMENT DATE:
	 FORMDROPDOWN 

	 FORMDROPDOWN 


	

	AIMS AND OBJECTIVES:

	An annual review of the City Council's key financial systems is undertaken by the Audit and Risk Management Unit as part of the audit plan. The Accounts Receivable system falls within this remit and was therefore recently reviewed. The objective of the assignment was to provide management with an independent appraisal of the adequacy of controls in the key functional processes. The review covered the financial year 2003/2004.

The work undertaken during the course of the project is also subject to external scrutiny. A further aim of the review was to provide assurance to the Audit Commission that the financial systems are functioning effectively, as part of the managed audit process. 

Additionally any recommendations made within the previous years' audit report were also revisited as part of this review, in order to ensure that those agreed by management had been implemented accordingly. 



	

	AUDIT OPINION AND MAIN RECOMMENDATIONS:

	Audit testing revealed that the Accounts Receivable system is well controlled. Adequate controls are in place in relation to the key risks identified by the Audit Commission and controls are operating effectively.  

Only one matter was identified for management action. In order to ensure the accuracy of input for the setting up of new accounts and invoices, a review is undertaken whereby a random sample is test checked on a monthly basis by a delegated member of staff. However, whilst the control is in place, it was found that due to pressure of other duties, this had not been completed on a regular basis.

It is pleasing to note that recommendations made in the previous report, 2327/CS/03, have been implemented. This was confirmed by examination of the system.




	MANAGEMENT RESPONSE:

	Management agreed to implement the only audit recommendation by the 30th June 2004.



AUDIT AND RISK MANAGEMENT UNIT

COMMITTEE SUMMARY

	PART ONE   FORMCHECKBOX 

	
	PART TWO   FORMCHECKBOX 



	SUBJECT:
	Payroll (Managed Audit)
	FILE REFERENCE:
	2530
	 FORMDROPDOWN 

	 FORMDROPDOWN 


	

	COMMENCEMENT DATE:
	 FORMDROPDOWN 

	 FORMDROPDOWN 


	

	AIMS AND OBJECTIVES:

	The Audit and Risk Management Unit have undertaken a review of the payroll system as part of the annual audit plan. The objective of the assignment was to provide management with an independent appraisal of the adequacy of controls in the key functional processes. The information utilised for this purpose was specific to the financial year 2003/2004.

The work undertaken during the course of the project is also subject to external scrutiny. A further aim of the review was to provide assurance to the Audit Commission that the financial systems are functioning effectively, as part of the Managed Audit process. 

Recommendations made within the previous year’s audit report were also revisited as part of this review in order to ensure that those actions agreed by management had been fully implemented. 

The Audit Commission has identified four risks associated with the Payroll function, and seeks assurance that key controls are in existence and operating effectively to mitigate these risks, as follows: 

· Payments made to fictitious employees

· Incorrect payments made to employees


· Amount paid not reflected in main accounting system

· Systems failure

The risk “Systems Failure” was excluded from the scope of this review as the Computer Audit team covered this area in their UNIX report (2420/CS/03) earlier in this financial year.



	AUDIT OPINION AND MAIN RECOMMENDATIONS:

	The audit testing undertaken revealed that there are a number of weaknesses within current procedures, key issues identified were:
· There is a lack of segregation of duties between the creation of a new employee and the ability to pay that employee
· The use and review of exception reports which would identify errors during processing is not adequate
· There are currently problems reconciling some of the control accounts feeding from the payroll systems into the General Ledger, some of these accounts have not been reconciled during the 2003/04 financial year.
A number of less critical issues were also identified.




	

	MANAGEMENT RESPONSE:

	The recommendations made within the Action Plan have all been agreed by management, with appropriate dates for implementation.



AUDIT AND RISK MANAGEMENT UNIT

COMMITTEE SUMMARY

	PART ONE   FORMCHECKBOX 

	
	PART TWO   FORMCHECKBOX 



	SUBJECT:
	NNDR System Review 
	FILE REFERENCE:
	2568
	 FORMDROPDOWN 

	 FORMDROPDOWN 


	

	COMMENCEMENT DATE:
	 FORMDROPDOWN 

	 FORMDROPDOWN 


	

	AIMS AND OBJECTIVES:

	The audit review sought to ensure that there were adequate controls in place to mitigate the key risks within the NNDR system, and that the controls were operating effectively. The key risks associated with the NNDR process were identified as being:
· Rate payers not charged

· Rate payers charged wrong amount 

· Rates not collected.



	

	AUDIT OPINION AND MAIN RECOMMENDATIONS:

	The audit testing undertaken confirmed that overall the controls within the NNDR function are operating effectively and the key risks are adequately controlled. However: 
· One area that requires more attention is the reconciliation of the Valuation Office figures to Pericles

· It is recognised by both Internal Audit and the NNDR Team, that the present situation whereby the NNDR Team can take payment over the telephone is not ideal. However, it is currently not practical for the Salford Direct Call Centre to take the majority of NNDR calls.



	MANAGEMENT RESPONSE:

	Management agreed to implement both recommendations made:
· Reconciliation of the Valuation Office figures to Pericles will commence, starting with the scheduled July update

· Developments within NNDR and the Call Centre will be monitored for future progress and appropriate action, as implementation will only be possible when the Call Centre handle the majority of NNDR calls.




AUDIT AND RISK MANAGEMENT UNIT

COMMITTEE SUMMARY

	PART ONE   FORMCHECKBOX 

	
	PART TWO   FORMCHECKBOX 



	SUBJECT:
	Payments & Receipts (PARIS) 
	FILE REFERENCE:
	2573
	 FORMDROPDOWN 

	 FORMDROPDOWN 


	

	COMMENCEMENT DATE:
	 FORMDROPDOWN 

	 FORMDROPDOWN 


	

	AIMS AND OBJECTIVES:

	PARIS interfaces with the Council’s Financial Systems and automatically allocates inbound transactions to the correct funds, e.g. Saffron Rents, Council Tax / Benefits, and the SAP system. Items that are not recognised by PARIS as belonging to a known fund are held in a suspense file in PARIS and these require manual intervention to force processing.

The audit review sought to ensure that there were adequate controls in place to mitigate the key risks, and that existing controls were operating effectively. The key risk areas associated with the payments and receipts process have been identified as:

· Accuracy of transaction details

· Fraud/Security

· Allocation of payments

· Data transfer.



	

	AUDIT OPINION AND MAIN RECOMMENDATIONS:

	The audit testing undertaken confirmed that overall the controls within the Payments and Receipts systems are operating effectively and the key risks are adequately controlled. However: 
· One area, which requires further attention, is the vetting at recruitment stage of employees who have access to customer’s credit card details.


	MANAGEMENT RESPONSE:

	The management team: 
· Agreed to implement the audit recommendations, and

· The matter of vetting staff will be referred to Personnel & Performance as a matter of urgency for their consideration. Personnel are currently reviewing similar changes to the controls over the recruitment of staff within Housing Benefits.




AUDIT AND RISK MANAGEMENT UNIT

COMMITTEE SUMMARY

	PART ONE   FORMCHECKBOX 

	
	PART TWO   FORMCHECKBOX 



	SUBJECT:
	PARIS Computer System
	FILE REFERENCE:
	2536
	 FORMDROPDOWN 

	 FORMDROPDOWN 


	

	COMMENCEMENT DATE:
	 FORMDROPDOWN 

	 FORMDROPDOWN 


	

	AIMS AND OBJECTIVES:

	PARIS (Payments and Revenues Information System) was initially implemented in the Salford Direct Revenues and Benefits Section. Since then, as part of the E-Government initiative, the system has been rolled out to various other Council Directorates, with the aim of enabling individual directorates to maximise the effectiveness of the income generation process using the system to collect and manage payments.  PARIS is the only Council-approved system for the collection and distribution of income and therefore plays a critical role in the “payments” aspect of Salford’s E-Government programme.  

The audit followed on from the reviews of the PARIS implementation project undertaken last year (see report and  Committee summary references 2309/CS/03 and 2309A/CS/03).  The audit examined the position in respect to the use and development of the live PARIS application, with respect to: Customer facing issues, e.g. use of tools such as .Net, PDQ and planning portal; Back office issues, e.g. maintenance of the integrity of interfaces and Impact on the E-Government and Customer Relationship Management programmes.





	AUDIT OPINION AND MAIN RECOMMENDATIONS:

	User feedback during the audit was overwhelmingly that PARIS has been beneficial to the Council and the product is held in high esteem.  It was also felt that the supplier of PARIS, Ideal Technology Services, have provided a good level of service and customer support.  In Internal Audit’s opinion, PARIS provides a good basis for the Council to meet its E-Government commitments in the “payments” area, both for the present and in the future.  However, the audit also concluded that the continued success of PARIS could be put in jeopardy, if a number of procedural and technical issues were not addressed

Procedures requiring improvement included Directorate requests for service and change management/testing processes in respect to PARIS upgrades and recommendations were made accordingly. The audit also recommended that a review be performed of the PARIS infrastructure, to ensure that it continues to meet the operational needs of the Council.  It was suggested that the review should cover three main areas - resilience; disaster recovery in the case of hardware or software failure; and event monitoring. 



	

	MANAGEMENT RESPONSE:

	Management have agreed with all recommendations and have actioned some already, with others planned over the next 2-3 months. 



AUDIT AND RISK MANAGEMENT UNIT

COMMITTEE SUMMARY

	PART ONE   FORMCHECKBOX 

	
	PART TWO   FORMCHECKBOX 



	SUBJECT:
	E-Government Programme and Employee Self-Service Portal PIRs
	FILE REFERENCE:
	2455
	 FORMDROPDOWN 

	 FORMDROPDOWN 


	

	COMMENCEMENT DATE:
	 FORMDROPDOWN 

	 FORMDROPDOWN 


	

	AIMS AND OBJECTIVES:

	This report covers Post Implementation Reviews undertaken in respect of the recommendations made in the audit reports ref 2455/CS/03 and 2440/CS/03. The PIRs were carried out together, as both reports relate to E-Government and have the same customer, the E-Government Programme Manager.

	

	AUDIT OPINION AND MAIN RECOMMENDATIONS:

	The original recommendations had not been fully implemented for two main reasons:

 i) The lack of a formal effective programme board for E-Government      

ii) The lack of buy-in from service and directorate users

The lack of a programme board has led to certain Prince 2 control documents not being maintained and the roll-out of the Portal has stopped, pending users to identify and request other uses.

New recommendations have been raised for:

- The setting up of a director level programme board responsible for managing all developments

- For effective budgetary control reports to be designed in conjunction with Finance

- For a report to be produced to evidence that the remaining tasks can be delivered with the remaining budget

- For senior member ownership of ODPM (Office of Deputy Prime Minister) priority outcomes 

- For renewed and consistent support for the project from all service directors, and 

- For service managers to request and own portal applications. 



	MANAGEMENT RESPONSE:

	The recommendations were all accepted by the Project Manager, but earlier attempts to convene a high-level programme board had proved fruitless and it is considered that the quarterly Directors' meetings will have to become the platform for reporting progress and any issues. This would be acceptable provided that the Directors' board recognise and accept the responsibilities of a programme board.





AUDIT AND RISK MANAGEMENT UNIT

COMMITTEE SUMMARY

	PART ONE   FORMCHECKBOX 

	
	PART TWO   FORMCHECKBOX 



	SUBJECT:
	ICLipse
	FILE REFERENCE:
	2533
	 FORMDROPDOWN 

	 FORMDROPDOWN 


	

	COMMENCEMENT DATE:
	 FORMDROPDOWN 

	 FORMDROPDOWN 


	

	AIMS AND OBJECTIVES:

	ICLipse is a document imaging system, which has been used within Salford Direct since 1996. 

A project is currently ongoing to extend the use of this system to other areas of  the Council.

The audit was concerned with examining the controls over risks in the following areas

· User Access

· User / System support

· The impact on Salford Direct of the roll-out of ICLipse to other Directorates



	

	AUDIT OPINION AND MAIN RECOMMENDATIONS:

	The audit testing determined that the procedures in place to manage / administer the system were adequate for the system as used within the Revenue Support Team. However, as the roll-out of ICLipse continues, it is felt that the procedures will not be adequate and there may be resource implications within the Revenue Support Team for system administration.

The main recomendations arising from the report were: 

· The ownership and management of the system should be reviewed, as the use of ICLipse is being extended 

· Formal procedures for requesting/managing access to ICLipse should be introduced. This should be accompanied by periodic review of such access to ensure it remains appropriate

· Centralisation of the administration of the ICLipse system should be considered

· Some concerns were uncovered regarding the security of access to the ICLipse server

· Formal procedures governing the numbers and management of ICLipse users should be introduced.

· Standardised training for system administrators should be introduced, along with locally owned procedural notes for the use of the system



	

	MANAGEMENT RESPONSE:

	The main points of the management response are as follows:
· It was agreed that a review of the current arrangements for the management and administration of the ICLipse system will be undertaken in July 2004, and a way forward would be determined

· An upgrade was also planned for August 2004 which would help to address some of the security concerns




AUDIT AND RISK MANAGEMENT UNIT

COMMITTEE SUMMARY

	PART ONE   FORMCHECKBOX 

	
	PART TWO   FORMCHECKBOX 



	SUBJECT:
	NNDR System Administration Post Implementation Review
	FILE REFERENCE:
	2290
	 FORMDROPDOWN 

	 FORMDROPDOWN 


	

	COMMENCEMENT DATE:
	 FORMDROPDOWN 

	 FORMDROPDOWN 


	

	AIMS AND OBJECTIVES:

	This report is a follow-up to the audit report issued in April 2003 (ref: 2290/CS/03), covering the administration of the National Non-Domestic Rates computer system (Pericles), and data migration from the ICL B-Rates system. A number of recommendations were agreed in that report. The aim of this Post Implementation Review (PIR) was to determine the extent to which these recommendations have been implemented and, where appropriate, make new recommendations.

Pericles is supplied and supported by Anite, who designed the system to assist local authorities to manage the collection of local business rates. It was implemented in early 2002 and last year processed nearly £70 million pounds worth of payments.  

The recommendations in the original audit covered the administration function, rather than the data migration process, and covered the following aspects:

· User access

· User training / support

· System support / maintenance



	AUDIT OPINION AND MAIN RECOMMENDATIONS:

	Good progress has been made in carrying out the recommendations from the original report, which had been designed to assist the Business Rates Section Leader to establish an effective administration function for Pericles. However, progress has been hampered by the fact that the application is not yet a stable, reliable product. Also, the Pericles server environment is not sufficiently resilient, given that the system is used to manage important financial processes for the Council. Furthermore, the server configuration is underpowered, when benchmarked against the server specification recommended by Anite. This situation has been compounded by the intermittent occurrence of technical problems with Pericles PCs. 

Six new recommendations were offered, which were intended to support the actions currently being undertaken by the Business Rates Section Leader and IT Consultant in IT Net, to improve the situation in respect to the management and use of Pericles.



	

	MANAGEMENT RESPONSE:

	The management responses were positive and in the case of the two high priority recommendations, action was ongoing at the time the PIR report was finalised. These related to the need to formally recognise and document the responsibilities for system administration functions and to ensure that the hardware environment was made more resilient. 


AUDIT AND RISK MANAGEMENT UNIT

COMMITTEE SUMMARY

	PART ONE   FORMCHECKBOX 

	
	PART TWO   FORMCHECKBOX 



	SUBJECT:
	Enterprise XP Project
	FILE REFERENCE:
	2564
	 FORMDROPDOWN 

	 FORMDROPDOWN 


	

	COMMENCEMENT DATE:
	 FORMDROPDOWN 

	 FORMDROPDOWN 


	

	AIMS AND OBJECTIVES:

	The Enterprise XP project was piloted at NPHL. The aim of the pilot was to rollout and evaluate the use of thin client technology. The audit considered the controls over risks in the following areas:
· Project management

· Financial arrangements

· Technical issues



	

	AUDIT OPINION AND MAIN RECOMMENDATIONS:

	The pilot was undertaken by NPHL, with the aim of improving the use of ICT. As a pilot, part of the objective was to introduce new technology and to act as a learning tool for IT during future implementations, allowing them to determine if Enterprise XP would be a success and what the costs of future rollouts would be. It should be noted that NPHL is not representative of other areas of the Council, as they were starting from a low base in respect of IT and IS usage. Furthermore, it should be noted that the project did not seek to implement some of the more complex collaborative tools, such as fax from the desktop or instant messaging between system users.

The project did achieve its goal of substantially increasing the level of IT, but whilst formal project documentation was produced, the project board and the customer did not formally sign off the documentation as required under Prince2. As the project did not at the outset define how it would measure success, it is difficult to say if it has succeeded or not and if so, to what degree.

The technical solution delivered did meet the customer's needs and has improved their use of ICT. 

User documentation for the new systems was produced, but might need enhancing for more complex rollouts in more mature directorates, where IT is already widely embedded. 

Main recommendations:

· Project documentation should be formally signed off and approved by both project board and the customer

· A project board should meet and regularly review documentation produced by the board

· Consideration should be given to producing enhanced documentation for subsequent rollouts

· Criteria should be defined at the start of each project phase to allow its success or not to be measured

· Financial costings should be produced as a result of the lessons learned from this project



	

	MANAGEMENT RESPONSE:

	All recommendations were accepted by management.
· They would be implemented in any future rollouts in conjunction with the client management of  each relevant directorate.




