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SALFORD CITY COUNCIL
INFORMATION STORAGE AND HANDLING

GUIDELINES.

For staff dealing with personal data


Contents

Title 








Reference

The Data Protection Act






P3 /1.

The rules of good information handling




P3/1.1

Processing personal data






P4/1.2

Processing sensitive personal data




P4/1.3

Exemptions under the Act






P4/1.4

Data subjects' rights







P5/1.5

General guidance for staff dealing with personal data


P5/2

Collecting and recording personal information



P6/2.1

Recording information and subject access requests


P7/2.2

Ensuring adequate, non-excessive and accurate data


P7/2.3

Security of manual records






P8/2.4



Disclosure of personal information




P8/2.5

Disclosure of information via telephone, fax or e-mail


P9/2.5(1)

Staff responsibilities







P9/3

Data protection queries






P10/4

1.  THE DATA PROTECTION ACT

The Data Protection Act 1998, hereafter called ‘the Act’, came into force on 1 March 2000.  It sets rules for processing personal information and applies to some paper records as well as those held on computers.

The Act covers information which is / is intended to be recorded as part of a 'relevant filing system', that is, a set of information in which the records are structured, either by reference to individuals or by reference to criteria relating to individuals, so that 'specific information relating to a particular individual is readily accessible'. 

The Act applies to 'personal data' that is, data about identifiable living individuals.  Those who decide how and why personal data are processed (data controllers), must comply with the rules of 'good information handling', known as the data protection principles and the other requirements of the Data Protection Act.

NB It is important to note that the Freedom of Information Act 2000 will, in January 2005, amend the Data Protection Act, to expand the definition of data.  As a result, public sector bodies must ensure that the personal data they hold, including unstructured manual personal data, are accurate, up to date and accessible.

1.1 The rules of good information handling- the principles

Anyone processing personal data must comply with the eight enforceable principles of good practice.  They say that data must be:

· Fairly and lawfully processed

· Processed for limited purposes and not in any manner incompatible with those purposes

· Adequate, relevant and not excessive

· Accurate

· Not kept for longer than is necessary

· Processed in line with the rights of the data subject

· Secure

· Not transferred to countries without adequate protection

Personal data covers both facts and opinions about the individual.  It also includes information regarding the intentions of the data controller towards the individual.

1.2 Processing personal data

'Processing' is broadly defined and takes place when any operation or set of operations is carried out on personal data.  The Act requires that personal data be processed “fairly and lawfully”.  Personal data will not be considered to be processed fairly unless certain conditions are met.  A data subject must be told the identity of the data controller and why that information is or is to be processed.

When processing personal data, at least one of the conditions under Schedule 2 of the Act, must be met. 

Some examples of these conditions are as follows:

· The individual has given his or her consent to the processing 

· The processing is necessary for the performance of a contract with the individual 

· The processing is required under a legal obligation 

· The processing is necessary to protect the vital interests of the individual

· The processing is necessary to carry out public functions 

· The processing is necessary in order to pursue the legitimate interests of the data controller or third parties (unless it could prejudice the interests of the individual)
1.3 Processing sensitive personal data

The Data Protection Act makes specific provision for sensitive personal data. Sensitive data include: racial or ethnic origin; political opinions; religious or other beliefs; trade union membership; physical or mental health; sexual life; criminal proceedings or convictions. 

When processing sensitive personal data, at least one of the conditions under Schedule 2 of the Act must be met, together with one of the conditions under Schedule 3 of the Act. 

Some examples of Schedule 3 conditions are as follows:

· Having the explicit consent of the individual

· Being required by law to process the data for employment purposes 

· Needing to process the information in order to protect the vital         interests of the data subject or another 

· Dealing with the administration of justice or legal proceedings
1.4 Exemptions under the Act

There are certain non-disclosure exemptions under the Act.  This means that information may be disclosed in certain circumstances, to particular organisations or internal departments, without the consent of the data subject.  The exemptions include,

· To safeguard national security

· For the prevention or detection of crime

· For the assessment or collection of tax duty

· For the discharge of regulatory functions

· To prevent serious harm to a third party

· To protect the vital interests of the individual.  This refers to life or death situations

· The use of anonymous data e.g. for statistical use 

If any of these exemptions are to be relied upon, you must seek advice from your line manager.

1.5 Data subjects’ rights

Data subjects have rights under the Act.   They include the right to:

· Access information we hold about them

· Rectify or destroy inaccurate data 

· Prevent processing of information 

· Prevent unsolicited marketing 

· Claim compensation 

· Prevent automated decisions 

· Make a complaint 

· Request an assessment

As a data controller, we must observe these rights.

The right to access information will be discussed later, under 'collection and recording of personal information'.

2.  GENERAL GUIDANCE FOR STAFF DEALING WITH PERSONAL DATA

Data controllers must take security measures to safeguard personal data. The 1998 Act requires that data controllers must take appropriate technical or organisational measures to prevent the unauthorised or unlawful processing, or disclosure of data. 

Any member of staff who deals with personal data is required to handle that data confidentially and sensitively.

The Data Protection Act includes measures to ensure that information is processed fairly and seeks to protect individuals' rights to confidentiality. Confidentiality of personal information will be maintained by not releasing information, except under particular circumstances in accordance with the Act.

Personal data is defined as any details relating to a living, identifiable individual. For Salford City Council, this applies to a great many categories of people for example:

· Customers

· Past and present employees

· Job applicants and prospective employees

· Visitors

We need to ensure that information relating to all these people is treated correctly and with the appropriate degree of confidentiality. Some information needs to be handled with special care: details of ethnic group; religion; disability or health issues; political beliefs, are all examples of what the data protection legislation describes as sensitive data. Sensitive data are subject to special legal constraints (described in section 1.3).

2.1 Collecting and recording personal information

The only personal information to be collected is that which is relevant to the main purpose(s) for which it is to be held.

People have to be informed of exactly why we need to collect and record information about them.  

Once it has become apparent that it will be necessary to create a record about an individual (data subject), the individual must be provided with documentation detailing:

· Why their personal information is being collected

· The purposes to which the information shall be put

· Which parties will have access to it

· Information regarding the exemptions under which personal information may be shared without consent, in accordance with the Data Protection Act

· Details of their rights as a data subject in accordance with the Act

This is termed a ' fair processing notice’.  It should be supplied to the data subject at the time the personal information is collected.

It is vital to obtain 'informed' consent from the data subject. The individual concerned must agree that he or she understands and gives permission for the declared processing to take place and signs to that effect.  

2.2 Recording information and subject access requests

Data subjects are entitled to make a request for access to their personal data.  This will mean access to information held in a structured file. (The definition of which is described under the heading, 'Data Protection Act').

It is therefore vital that the principles of good information handling are complied with.  For example:

· Do not hold information for longer than is necessary

· Make sure information is accurate and up to date

· Do not keep several copies of draft correspondence on file

· Do not keep scribbled notes on scraps of paper

· Ensure that the information you record is recorded professionally

· No personal expressions of interest about individuals shall be recorded

· Nothing inflammatory, prejudicial or offensive shall be recorded


· Nothing shall be recorded in a manner likely to cause embarrassment to the individual concerned or to the Authority should it be disclosed

N.B The Act does provide non-disclosure exemptions but these exemptions cannot be relied upon for the non-disclosure of unprofessionally recorded information.

2.3 Ensuring adequate, non-excessive and accurate data

Staff may obtain, or be given, more information than is necessary for the required purpose.   Recording should only be that which is strictly necessary for the purpose in question.

Where staff have difficulty in deciding what is or is not relevant they should consult with their line manager/supervisor.

To ensure accuracy, staff are encouraged to:

· Summarise the information, which will go on record, at the end of each contact

· Wherever possible, encourage customers to fill in forms themselves and verify what staff members have written

Information must be kept accurate and up to date.  Where the data subject is disputing the accuracy of the information, an indication of that fact must be recorded with the information and any recipients informed, when the data are disclosed to them.

Where the subject has produced clear proof that the information held is incorrect, as to any matter of fact, the record is to be corrected or information deleted from it and a note made of these actions.  Details must also be passed on to any third parties who have had access to the incorrect data.  

2.4 Security of manual records
Most manual records (as discussed above) are covered by the Act.  It is therefore vital that they are kept in a secure environment.

Wherever possible:

· Personal files should be kept in secure filing cabinets

· They should only be accessed by members of staff, with specific authorisation to do so

· Files should not be left open on desks when not in use and should be locked away when the member of staff is away from their desk

· Filing cabinets and offices should be locked during out of office hours 

· Confidential waste should be shredded immediately.  Do not place in waste paper or other such bins for disposal

For security of electronic records, the council's Information Technology Security and Privacy Policy should be followed and is available on the intranet. http://intranet.Salford.gov.uk/security/                                                                                         
2.5 Disclosure of personal information
Salford City Council must ensure that personal data are not disclosed to unauthorised third parties.  This includes family members, friends, internal and external partners and even in some circumstances, the police. 

All staff should exercise caution when asked to disclose personal data held on another individual, to a third party.  

In most cases, it will be acceptable to disclose information on an individual, if 'informed consent' has been given by the data subject. In the case of sensitive personal data, 'explicit consent' is required. Remember:

· Check that consent has been given to disclose information to that particular third party

· Satisfy yourself of the identity of the third party requesting the information

· Information sharing should take place under a strict regime

· Information sharing protocols should be established between partners, both internal and external  

· Specific members of staff should be nominated to deal with information sharing procedures  

· Requests for and disclosure of personal information should be made in writing

NB Any sharing of information should be relevant and not excessive.   

2.5(1) Disclosure of information via telephone, fax or email

Additional points to remember:

· It is preferable not to disclose personal information over the phone.  If this cannot be avoided, make sure you are satisfied that you are speaking with the data subject or someone authorised to receive the information. Ask the caller a set of security questions and if necessary call them back to verify their identity

· If you are sending personal information via fax, you must satisfy yourself with all of the above and ask that the recipient waits by the fax to receive the information and that they call you to verify that the information has been received safely

· Care must be taken when disclosing personal information via e-mail, within the council’s internal network.  Be sure to address the e-mail to the correct individual and set the sensitivity rating to confidential.

· Where possible, e-mail should not be used when disclosing personal information outside the Council’s internal network, unless you have taken the precaution of encrypting the e-mail, password protected the document(s) or included them in a zip file, which requires a password to open. Details of any passwords should not be included in the same e-mail.

Remember that if you are working in an open plan office or conducting an interview in an open area e.g. in reception, information may be easily overheard. 

Wherever possible, use interview rooms or private offices when discussing personal information. 

N.B if in any doubt about complying with a request to disclose third party data, obtain advice from your line manager.


3.  Staff responsibilities

All staff should be aware of and follow the above guidelines, and seek further guidance where necessary. Failure to do so may result in disciplinary proceedings.

These guidelines should be read in conjunction with the following Salford City Council policies:

· Data Protection Policy. Available from the intranet.

(http://www.salford.gov.uk/dataprotection.htm)

· I.T Security and Privacy Policy. Available on the intranet.

(http://intranet.Salford.gov.uk/security/)  
· Future policies and guidance. (Of which you will be informed)

4.  Data protection queries

Any queries should be referred to your line manager.

There are designated Officers with responsibility for Data Protection, within your Directorate.

Corporate Information Officer:

Teresa Webb

Law and Administration section

Corporate Services

Salford Civic Centre

Chorley Rd

Swinton

M27 5DA

Tel  0161 793 2407

E-mail.  teresa.webb@salford.gov.uk
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