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	PART I

( OPEN TO THE PUBLIC)
	ITEM NO 4.


	REPORT OF THE DIRECTOR OF CUSTOMER & SUPPORT SERVICES



	TO THE Lead Member for Customer & Support Services 

ON 

5th March,2007

	TITLE: Logical Access Control Policy







	RECOMMENDATIONS :

To approve this policy for adoption across Salford City Council (all sites):

· To support the Corporate Information Security Policy

· To support the Physical Access Control Policy

· To ensure that a consistent approach is taken to logical security 

· To ensure that the council’s information is logically protected



	EXECUTIVE SUMMARY :

Information is an important and valuable asset to the council and its services. It is at the heart of our agenda for improvement and modernisation, working in collaboration with local partners and government. It shapes our business decisions and is key to determining how we are performing, within the council, across the community and the country.

The purpose of the Corporate Information Security Policy (CISP) is to protect SCC information assets from all threats, whether internal, external, deliberate or accidental. The CISP is supported in the objective by a number of sub policies. The Logical Access Control Policy (LACP) is one of these supporting policies.  

The purpose of the LACP is to ensure the security in logical access of all information-holding assets owned by the council, regardless of location (within buildings, computers or files), or how they are stored (digitally, or on paper). 

The policy is supported by the LACP Guidelines document, which has been developed in conjunction with those responsible for managing the logical environment on behalf of the council. These guidelines define how the policy will be implemented across the city and will evolve over time as the logical environment changes.



	BACKGROUND DOCUMENTS : Corporate Information Security Policy






Physical Access Control Policy
 



	ASSESSMENT OF RISK :
Low



	SOURCES OF FUNDING :
N/A



	COMMENTS OF THE STRATEGIC DIRECTOR OF CUSTOMER AND SUPPORT SERVICES (or his representative)



	1. LEGAL IMPLICATIONS
	Provided by :
	N/A

	2. FINANCIAL IMPLICATIONS
	Provided by :
	N/A

	PROPERTY (if applicable): All council information holding assets contained within.



	HUMAN RESOURCES (if applicable):  N/A



	CONTACT OFFICER :
David McIlroy





Assistant Director





Customer & Support Services





(Tel: No: (0161) 793 3905))





	WARD(S) TO WHICH REPORT RELATE(S) :
N/A



	KEY COUNCIL POLICIES :


1. Physical access control guidelines



Live

2. Corporate Information Security Policy                                   Live





	DETAILS



	See attached.




Logical Access Control Policy

(This policy is used to support, as necessary, the relevant parts of the Corporate Information Security Policy)

for

	All councillors and officers (including third party agents, temporary, contract, agency staff and anyone who comes into contact with the council’s information or assets e.g. Partner organisations)


Effective Date:  March 2007

Version 1.00
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	This policy applies to all councillors and officers including third-party agents, temporary, contract staff and anyone who comes into contact with the council’s resources, sites, properties that fall under the operational jurisdiction of the authority, council information or information systems. It also applies to all current locations, and new locations shall take the policy into account during the design, development or feasibility of access control systems being installed in new computing equipment or as part of any major or minor improvement project.

The above will be referred to as users in the rest of this document.

Note: In cases where any applicable legal, statutory or other regulations for the protection or accessibility of corporate information / records exist, these may take precedence over this policy.


1
INTRODUCTION

The purpose of the Logical Access Control Policy (LACP) is to ensure the security of all information held in information systems owned by the council, regardless of how they are stored (digitally, on paper or any other medium).

The LACP aims to assist the council to operate effectively and efficiently, to comply with legislation, information standards (ISO27001) and good practice, and to safeguard information assets against loss by theft, fraud, malicious or accidental damage, or breach of privacy or confidentiality.

The authority will have supporting policies (which may include legal or regulatory requirements) in place and will define procedures and provide mechanisms (for specific business areas) to ensure that access to information-holding assets are handled within the appropriate laws and codes of practice. All users must operate within this policy and procedural framework, and are accountable for their actions. 

Understanding access control requires the understanding of the three access elements:
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Access control policies

User controls

Physical controls Logical controls


Physical – these are actual objects that people can touch, see and use, manipulate or work with, i.e. a building, a computer or paperwork

Logical – is non-physical (in the form of software or data), but is required and manipulated by the physical/user objects, i.e. a computer password, application programs, information stored in the computer such as a database

Users - are the people that use and manipulate the two elements above 

This policy is a requirement for the British / international Standard (on information security ISO27001 (formerly BS7799), which the authority is working to become compliant with.

Logical access controls provide a means of controlling what information users can view and manipulate, the applications they can run, and the modifications they can make. A set of LACP guidelines has been produced and highlights further details into counter-measures that support both technical and business unit requirements. Please refer to the LACP guidelines document for further guidance and information. 

Logical access controls help protect:

· Operating systems and other system software from unauthorised modification or manipulation (and thereby help ensure the system's integrity and availability)

· The integrity and availability of information by restricting the number of users and processes with access 
· Confidential information from being disclosed to unauthorised individuals
2
LOGICAL ACCESS CONTROL POLICY

The council shall implement measures to prevent unauthorised logical access, damage and interference to its information-holding assets, prevent loss, theft or compromise of its information assets and interruption of the council’s activities.

The policy covers areas such as, but is not limited to (details of possible controls are given in the supporting guidelines document):

· Access authentication, use of approved identification, passwords and two factor processes wherever necessary

· Network access controls

· Application access controls

· Information access controls

· Privileged use / user access controls

· Encryption techniques

· External access requirements e.g. VPN, 3rd party access etc.

3
RESPONSIBILITIES

3.1
User’s responsibilities

· Anyone who accesses any information-holding assets either directly or indirectly is responsible for following procedures for the information asset(s) they use or are responsible for

· Users are responsible for their actions and should not take any action which is outside the law or in breach of council policies, guidelines or codes of conduct

· Users should ensure that the controls deployed are appropriate for the use, circulation or distribution of the information for which they are responsible
· Specifying and confirming that sufficient controls are in place to ensure the accuracy, authenticity and integrity of information

· To ensure the confidentiality, integrity and availability of data they have created and/or modified (the person who created and manages information becomes the ‘data owner’)

· There are some special / privileged users who have extra responsibilities:

· Those users who are responsible for managing applications (application owners / custodians / administrators) on behalf of their business units, shall control access and usage of  such applications and associated business unit information

· System administrators have the highest privileges permissible on all information-holding assets, be they physical or logical. For this reason, they must complete and sign a confidentiality agreement 

3.2
Manager’s responsibilities

· To ensure that logical access controls are in place to protect their information-holding assets by determining access rights and carrying out risk assessments on the value and security of information assets, proportionate with the need to maintain the security of people, information and property

· To implement and monitor this policy within their areas of responsibility and for ensuring that those for whom they are responsible, including visitors and contractors, are aware of and comply with the policy and associated guidelines

· To ensure that all users are appropriately educated so that when accessing / using information-holding assets and services appropriate security measures are carried out

· To monitor the compliant use of their information; applications and systems

· To report and seek guidance from the Corporate Information Security Officer (CISO) or ICT Help Desk for all information security incidents

· To notify Human Resources (via normal procedures), of movers and leavers to ensure the security / return of information-holding assets e.g. network access, return of keys and ID card etc

· All council employees shall be taken through a formal “exit interview” with their line manager, when they end their employment with the authority for whatever reasons. The checklist will be used to ensure that logical access controls will not be compromised when the user leaves or moves. A checklist template is available within the LACP guidelines and can be adapted for specific business unit requirements
· To define the role of their staff and ensure that the work they do is in line with any relevant council policies

· To ensure that any visitors for which they or their staff are responsible for must follow logical access controls in accordance with the guidance found in the LACP guidelines document

4 
Additional information

Emergency access arrangements - Senior managers, with the assistance of the Emergency Planning Unit will ensure that each critical business area has within its Business Continuity Plan (BCP), all necessary requirements to restore services and access to necessary information, to a minimal operating level and in a suitably secure environment, in the event of their location becoming inoperable. 

Management will coordinate and instruct staff accordingly and in line with their respective directorate’s BCP for logical access controls for various information resources under the emergency access arrangements.

Logical Access Control policy guidelines

(This policy is used to support, as necessary, the relevant parts of the LACP and CISP)

for

All councillors and officers (including third party agents, temporary, contract, agency staff and anyone who comes into contact with the council’s ICT Systems e.g. partner organisations) 

Effective Date:  March 2007

Version 1.00
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	This policy applies to all councillors and officers including third party agents, temporary, contract, agency staff and anyone who comes into contact with the council’s E-mail and Internet services e.g. partner organisations. 

The above will be referred to as users in the rest of this document.

Note: In cases where any applicable legal, statutory or other regulations for the protection or accessibility of corporate information / records exist, these may take precedence over this policy.
	

	
	
	


Introduction

The Logical Access Control Guidelines (LACG) has been produced to support the Logical Access Control Policy (LACP). It defines a set of best practice rules that are intended to be used as appropriate, by all users.

The LACP has been developed to ensure the security of all information held in information systems owned by the council, regardless of how they are stored.

These guidelines have been produced to assist the council in protecting its information-holding assets, through adopting secure logical controls that comply with legislation and the relevant part(s) of the information security standard ISO27001. This should ensure that information-holding assets are safeguarded against loss by theft, fraud, malicious or accidental damage, or breach of privacy or confidence.

This document should be considered in conjunction with its counterpart for the physical environment Physical Access Control Policy and Guidelines.

System administrators have the highest privileges permissible on all information-holding assets, be they physical or logical. For this reason, they must complete and sign a confidentiality agreement. Any other posts identified as having access to sensitive, personal or other such types of information are/will also be included, as mandated by regulatory requirements.
	Access Controls
	General access controls that should be considered

	Type
	Control details

	Physical controls - See PACP and its guidelines
	

	Centralised access management


	Authorisation

· Information classification

· Management authorise access 

· Access request process

	
	Authentication – the following points should be considered

· User IDs

· Individual user IDs should be used

· User IDs will not be shared unless senior management authorisation is approved

· Access granted to users should be based on what the user needs to do their job and no more

· Lock outs – screen savers should be implemented to automatically lock screens

· Limit duplicate log ins by the same user wherever feasible

· Consider setting timed limits for access e.g. just allow access between office hours e.g. 07:00 till 19:00 (7.00 a.m. to 7.00 p.m.)

· Consider disabling / removing out of the box user IDs and replacing them with bespoke ones

· Generic IDs 
· Should not be used unless there is a valid business reason to do so, which has been appropriately approved by senior management (AD level). 
· Where these are used, records/logs should be kept that would enable the use of generic IDs to be linked back to individuals i.e. who was using it when
· Should, where possible, be limited such that only one person at a time is using it
· Passwords 
· Consider changing passwords on a regular basis

· Consider the strength / complexity of passwords to be used e.g. admin accounts should use strong / complex passwords

· Sharing of passwords is not permitted

· Secure storage of admin passwords

· Encrypted storage of passwords

· When a password is initially granted / setup – the user should be required to change it when it is first used

· Out of the box passwords should be changed

· Biometrics

· Fingerprint authentication

· Secure USB encryption key

· Secure encryption key-card

· Facial

· Voice

· Third party access

·  Location based

·  Access control lists

· Job / role based access - Access granted should be sufficient for people to carry out their role, no more

· Two factor authentication

·  Folder and file permissions

	
	Management and monitoring

· Auditing / logging

·  Screen savers / automatic lock outs

	
	

	Type of users


	· Privileged

· Normal

· Visitors

· Partners

· Suppliers

· Contractors / temporary employees

	
	

	Types of access


	· Network access

· Use of Active Directory to authenticate users

· Firewalls

· Packet filtering

· Restricted use of protocols

· Detection and monitoring

· Application access

· Information access

· Standard information (data)

· Confidential / sensitive information (data)

· Privileged use / user access

· External access

· Remote access

· Firewalls

· Port protection

· Secure areas

· Mobile devices

· PDA / Smart phones

· USB devices / drives / memory pens, etc

· CD, DVD and floppy disks etc

· PCs

· Servers

· Loaned equipment


	Use of hardware / equipment
	Controls and issues around the use of hardware and equipment

	Type
	Details

	Hardware / equipment controls
	Only approved hardware, by Desktop & Infrastructure Services or business unit management, shall be used and installed by qualified ICT personnel

	
	Restrictions on what hardware can be installed e.g. modems are not allowed unless there is a specific business reason to do so and, where applicable, not connected directly to the corporate network

	
	Restrictions on who can change parameters / settings

	
	Where feasible, restrictions to be applied on the usage of removable storage media (USB devices, etc)

Where possible such devices should use encryption to protect data stored on them

	
	Physical controls - See PACP and its guidelines

	
	Access controls (see Access Control section)

	
	Secure / restricted locations (see PACP)

	
	

	Types of issues
	· Loss / theft

· Unauthorised access

· Damage
· Malicious or fraudulent intent


	Use of Software
	Controls and issues around the use of software

	Type
	Details

	Software controls
	· Only Desktop & Infrastructure Services or business unit management approved software should be installed by qualified ICT personnel

· Remove any unnecessary or unapproved software (software that is not on the D&IS approved software list) especially administration / programming software e.g. ftp programs, magazine programs

· Disable all unnecessary or unused services other than those required for business needs/operations

· Restricted access to file transfer type software - including  Reverse Address Resolution Process (RARP), Trivial File Transfer Process (TFTP)

· Permissions / privileged users e.g. only appropriate users should be able to execute commands at system level

· Firewalls (hardware and software)

· Intruder Detection/Prevention Systems

· Authentication (see access controls)

· Logon controls (AD) – these should include:

· Limit to one login account

· Password protected screen savers

· Day-time usage limits, e.g. 07:00 to 19:00

· Password controls

· ID controls

· RAS controls

· Two factor authentication, etc.

· Assess suitability of solution, consider the final location of Information that is to be stored, e.g. is a web server the right place to store information - should it be on a restricted file system?

	Types of issues
	· Incompatibility with other approved software

· Viruses and other malicious software

· Impact on network performance and availability

· Patching / Security updates

· Inappropriate access

· Denial of service attacks

· Hacking, spoofing, etc

· Eavesdropping

· SQL Injection

· Misuse

· FTP

· Remote File sharing

· Deliberate acts

· Vandalism

	Types of software
	· Operating systems

· Microsoft Windows

· Unix / Linux

· Applications

· Email and Internet access

	General Controls
	General controls that support the controls suggested in this document

	Type
	Details

	Confidentiality agreements
	

	Policies
	· Corporate Information and Security 

· Email and Internet policy

· Logical

· Physical

· Acceptable Usage

· Password

	Data transmission
	· Encryption

· Stored data

· Emails

· Portable media

	Data Sharing
	· See access controls

· Links to DPA/FOIA and any other relevant acts or regulations

· Links to records management
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