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Salford City Council – E-mail and Internet Usage Policy


E-mail and Internet Usage Policy

(This policy is used to support, as necessary, the relevant parts of the Corporate Information Security Policy)

For

All councillors and officers (including third party agents, temporary, contract, agency staff and anyone who comes into contact with the council’s e-mail and Internet services e.g. partner organisations)

Effective date:  TBD 2006

Version 4.0
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	This policy applies to all councillors and officers including third party agents, temporary, contract, agency staff and anyone who comes into contact with the council’s e-mail and Internet services e.g. partner organisations. 

The above will be referred to as users in the rest of this document.

Exclusions: The public are not covered by this policy when using the ‘Peoples Network’ at libraries.

Note: In cases where any applicable legal, statutory or other regulations for the protection or accessibility of corporate information / records exist, these may take precedence over this policy.
	

	
	
	


1
INTRODUCTION

The Internet is a vast repository of information and is an invaluable tool for users across the council. It is the philosophy of the council that access to the Internet is made available to all users as an aid to carrying out their duties in serving the citizens of Salford, but also to ensure they are able to be part of the online community and growth in the world wide web.

E-mail is increasingly being used by the authority to conduct both its internal and external business, and it is important that the same degree of care is taken in writing e-mails as would be taken with other formal business documents (letters, memos, etc.). When e-mail goes out from the council, it should be assumed that the general public will view that message as an official communication.

Many of these e-mails will capture the authority’s business activities (decisions, agreements and transactions) and will undoubtedly be ‘corporate records,’ that will be legally binding and may need to be maintained as written evidence for audit and accountability purposes. 

Users should be aware that all e-mails are subject to Data Protection (DPA) and Freedom of Information (FOI) legislation and may also be used as evidence in legal proceedings.

1.1
 Legal position


All users have an obligation to abide by relevant UK and EU legislation, which is documented in the Corporate Information Security Policy (CISP).

2
Internet and e-mail policy

This policy describes the acceptable use of the council’s e-mail and Internet services and thus prevents damage to the public image of the council and protects all users from inappropriate / offensive material. Users are responsible for making themselves familiar with the policy to ensure that the authority is able to meet its legal and operational requirements and to protect the council and its users.

3 
Internet and e-mail usage

Internet facilities are primarily provided as a business tool, although limited personal usage is permitted, provided it complies with this policy and is not offensive, contrary to any authority policy or detrimental to the performance of a user’s job responsibilities and the services provided to our customers.

Internet and e-mail usage is monitored from the time a user logs on. Each user must indicate their acceptance and abide by the policy. All Internet and e-mail usage is subject to this policy and as such, users are responsible for ensuring that their Internet and e-mail usage is reasonable and appropriate.

It must be emphasised that any breaches of this policy will be treated seriously and could be subject to disciplinary procedures, up to and including dismissal.

4
RESPONSIBILITIES
4.1
User’s responsibilities

E-mail

· Users must not send, forward or knowingly receive illegal or unlawful material, or material that may be found offensive. The e-mail system shall not be used for:

· The creation, distribution or knowingly causing another person to view e-mails that could be regarded as disruptive or offensive messages: including offensive comments about race, gender, disabilities, age, sexual orientation, pornography, religious beliefs and practice, political beliefs, national/regional origin, defamatory information or by containing inappropriate personal remarks

· Any commercial purposes that are not authority related

· Sending unsolicited bulk / global e-mail

· Disseminating confidential information about the council without prior authorisation

· Any illegal purpose 

· Knowingly causing interference with, or disruption to any network, information service or equipment 

· Disseminating personal contact information about officers or employees of the council without their consent 

· Sending or forwarding chain letters or other similar pyramid schemes that result in the cascading of messages to multiple users. When such messages are received they should be deleted immediately

· Sending out information which would breach the Data Protection Act or any other relevant legislation

· If users receive inappropriate, offensive or pornographic material from a known sender, (or there are doubts about the appropriateness of the material), whether they are themselves offended by it or not, they should immediately and politely make the sender aware that they do not wish to receive any similar material in the future. If the material comes from an unknown source, the message must be deleted immediately without a message being sent back to the originator. Should further material be received following this, they should inform their line manager immediately

· Users must avoid overloading mail systems by sending or requesting large attachments as part of e-mails, for example video files or large presentation files, unless there is a justified business need. Users should contact the ICT Helpdesk for advice in the first instance

· If users access SCC web mail then they should abide by this policy and employ caution to ensure that the confidentiality of SCC information is not compromised by unauthorised persons gaining access to the information. (See the Logical Access Control Policy)

· Users should take into account the possibility that e-mail may deliberately have been altered en route or that it may really have come from someone other than the apparent sender. Appropriate steps should be taken to validate the authenticity and accuracy of the sender and/or the information received via e-mail if it is to be relied on for business purposes

· Users should not open attachments or follow Internet links in e-mails if the identity of the sender is not known or there is doubt about the authenticity of the e-mail

· User IDs and passwords must not be shared, unless there is a genuine business need, authorised in writing or via e-mail by someone of at least assistant director level. It is then the responsibility of that manager to ensure that the account is used appropriately

· Users should not allow anyone else to use their personal Salford e-mail address. In the event that another user requires access to your mailbox, they should have delegated authority to access your mailbox

· There may be occasions when it is necessary to gain access to e-mail messages from a user’s mailbox when they are absent for an extended period, to enable the council to perform its functions, deliver its services and meet its statutory obligations Only authorised senior managers of assistant director level or above will be able to apply for such access. In this event, every attempt will be made to restrict access to personal e-mails, but users must clearly mark any personal e-mails, ‘personal,’ to help protect their privacy

· All users should take appropriate care when sending e-mails containing sensitive or confidential information, as e-mail is at risk of interception and can be read, or unauthorised copies taken during transmission. Users should therefore determine whether it is appropriate to send such information via e-mail and if so, ensure that the level of security applied is commensurate. If secured e-mail is required users should, in the first instance, raise the appropriate work request via their Customer Liaison Officer (CLO), or the Corporate Information Security Officer to seek advice on the security options available to them e.g. encryption. Additionally, such e-mails should be labelled with an appropriate sensitivity marking i.e. personal, private, etc.

· Users are responsible for carrying out all necessary checks to ensure they send their e-mail to the correct address, as errors in the destination address can lead to unintentional disclosure of sensitive information

· Users should take care when sending out confidential or personal data, as there are individuals who are trying to obtain such data for illegal purposes, which is also known as “phishing”. For example organisations such as banks will never ask you to give out personal data e.g. passwords via e-mail

· Users who are required to carry out fraud-related and other investigatory matters may need to undertake activities that could be construed as not being fully in compliance with this policy in carrying out their normal duties. This is acceptable provided it is done with the full knowledge and agreement of senior management in that department

· Users must not undertake any fraudulent activities, including impersonating any person or entity or forging anyone else's digital or manual signature, e-mail address by proxy, etc.

Internet

· User IDs and passwords must not be shared, nor should any user allow anyone else to browse the Internet using their ID

· Users should ensure that if information downloaded from the Internet is to be relied on for business purposes, appropriate steps should be taken to validate the authenticity and accuracy of the information and ensure such downloads are not in breach of the Data Protection Act  (1998) or any other legislation

· It is the users’ responsibility to ensure that they do not infringe copyright, patent rights, or any other intellectual property rights. If in doubt about what is permitted, advice should be sought from the ICT Helpdesk

· Users must not use Internet access in an unlawful manner, in breach of any party’s intellectual property rights or in any manner that would give rise to any legal liability on the part of the council

· When accessing the Internet, either for normal work requirements or during personal usage, users must not undertake activities, which could bring the council into disrepute e.g.:

· Download wallpaper, images, screensavers or audio files if they could be interpreted as offensive or inappropriate

· Post or disseminate material, which is unlawful (such as child pornography or other obscene or offensive material)

· Participate in pyramid or other illegal soliciting e-mail schemes, chain mail; chat rooms; Internet or web mail; blogs; etc.

· Any fraudulent activity, including impersonating any person or entity or forging anyone else's digital or manual signature

· Download large files such as videos or large PDF documents that may cause an excessive load on the system. (Note that the e-mail system has a limit of 20MB set per message). If there is a real business need to download such files, then the process should take place outside peak times, for example, early in the morning or late in the evening

· Internet access filtering software is used to prevent access to most web sites that have content deemed to be inappropriate for the council users to visit. However, on occasion a user may unintentionally access a site, which should be blocked by the filtering software. Such incidents should be reported via a special web form so that the filtering software can be adjusted http://wwwfilter.salford.gov.uk/
· Users must not download and install software from the Internet on any council computer, without appropriate authorisation from the ICT Desktop & Infrastructure Team

4.2 Manager’s responsibilities

· To ensure that anyone using e-mail and Internet services is provided with a copy of this document as part of any local induction process for either home or office usage

· To ensure that all remote network access using a virtual private network (VPN) connection or dial up modem to e-mail and Internet is authorised, appropriate and must only be sought by a user where there are valid business reasons. Once these reasons cease to exist, then the user’s manager should be notified and permission revoked. This should be done in support of the Logical Access Control Policy

· To ensure that if sensitive or confidential data is to be transmitted via e-mail or Internet services, then appropriate controls should be in place to ensure the integrity and confidentiality of the data being transmitted e.g. encryption. For further information please read the Corporate Information Security Policy or contact the ICT Helpdesk

· To ensure that the use of the file transfer protocol (FTP) is restricted to users who can demonstrate a valid business reason to download files. The ability to use FTP to download files will not be available to the general user population. If there is a genuine business need to use FTP software then the manager must request that such access be set up, via their CLO / work request

· To ensure compliance with DPA, when accessing an absent users mailbox, discretion must be applied and care taken to avoid any e-mails marked as personal

5 
Monitoring and enforcement

· Users should be aware that there is a record of all e-mail communications and Internet usage. The council reserves the right to inspect, without further notice, the content of ANY e-mail or Internet usage for the purpose of confirming compliance with this policy. This will only be done where the volume of traffic or the amount of material being downloaded is excessive, or there are grounds to suspect inappropriate use. A review may include e-mails that have been marked as private or personal. Information accessed in these circumstances, will be treated in confidence, but passed where necessary to a relevant body to facilitate disciplinary proceedings, criminal investigation or compliance with a court order
· All users are advised that monthly usage reports will be produced, showing details of top web browsers and are routinely distributed to senior managers for review and investigation if deemed appropriate
· Use of Internet services or e-mail in an unlawful or inappropriate manner may give rise to a disciplinary procedure, which could result in dismissal or the immediate termination of the council’s contractual or commercial relationship with that user

· The system will attempt to classify all incoming e-mails and quarantine any message that it deems as having a high likelihood of being spam.  If an e-mail is quarantined and work related, you will be able to contact the ICT Helpdesk to have it released. Quarantined e-mails will be retained for 7 days and then deleted

5
Further information

If you need more information about any aspect of this document, in the first instance please contact the ICT Helpdesk on 0161-793 3993.
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