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Salford City Council – Physical Access Control Policy


Physical Access Control Policy

(This policy is used to support, as necessary, the relevant parts of Corporate Information Security Policy)

for

All councillors and officers (including third party agents, temporary, contract, agency staff and anyone who comes into contact with the council’s information or assets e.g. Partner organisations)
Effective Date:  TBD 2006

Version 1.0
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	This policy applies to all councillors and officers including third-party agents, temporary, contract staff and anyone who comes into contact with the Council’s resources, sites, properties that fall under the operational jurisdiction of the authority, council information or information systems. It also applies to all current locations, and new locations shall take the policy into account during the design, development or feasibility of access control systems being installed in new construction or as part of any major or minor improvement project.

The above will be referred to as users in the rest of this document.

Note: that in cases where any applicable legal, statutory or other regulations for the protection or accessibility of corporate information / records exist,  these may take precedence over this policy
	

	
	
	


1
INTRODUCTION

The purpose of the Physical Access Control Policy (PACP) is to ensure the physical security of all information-holding assets owned by the Council, regardless of where (buildings, computers, files) or how they are stored (digitally, on paper).

The PACP aims to assist the council to operate effectively and efficiently, to comply with legislation, information standards (ISO/IEC27001) and good practice, and to safeguard information-holding assets against loss by theft, fraud, malicious or accidental damage, or breach of privacy or confidentiality.

Rights of physical access are balanced by responsibilities, with all individuals granted access that is appropriate for their role / designated duties (including privileged access requirements i.e. secure rooms, cupboards).

The authority will have supporting policies (which may include legal or regulatory requirements) in place and will define procedures and provide mechanisms (for specific business areas) to ensure that access to information-holding assets are handled within the appropriate laws and codes of practice. All individuals must operate within this policy and procedural framework, and are accountable for their actions.

Understanding access control requires the understanding of the three access elements:
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Physical controls Logical controls


Physical – are actual objects that people can touch, see and use, manipulate or work with, e.g. a building, a computer or paperwork

Logical – is non-physical (in the form of software or data), but is required and manipulated by the physical/user objects, e.g. a computer password, application programs, information stored in the computer such as a database

User - are the people that use and manipulate the two elements above 

This policy is a requirement for the British / International Standard (on information security ISO/IEC27001: 2005 (formerly BS7799), which the authority is working to become compliant with.

2
PHYSICAL ACCESS CONTROL POLICY

The Council shall implement measures to prevent unauthorised physical access, damage and interference to its premises, prevent loss, theft or compromise of any information-holding assets or interruption of the Council’s normal activities.

It must be emphasised that any breaches of this policy will be treated seriously and will be subject to disciplinary procedures, up to and including dismissal.

3
RESPONSIBILITIES
3.1
User’s responsibilities

· Anyone who may access information-holding assets either directly or indirectly is responsible for following all appropriate procedures that relate to that asset

· Users are responsible for their actions and should not take any action, which is outside the law or in breach of council policies, procedures, guidelines or codes of conduct

· Users are responsible for authorising access to information-holding assets under their area of control or responsibility

3.2
Manager’s responsibilities

· To ensure that the controls deployed are proportionate to the sensitivity of the information-holding assets being accessed
· To implement and monitor this policy within their areas of responsibility and for ensuring that those for whom they are responsible, including visitors and contractors, are aware of and comply with the policy and associated guidelines

· To ensure that only authorised users are granted access to information-holding assets under their area of responsibility and for the adherence to relevant security policies by all users

· To ensure that all future building plans for both new buildings and renovations should take account of the need to install entry systems that will allow access, whilst maintaining security
· To ensure that all users are appropriately educated so that when accessing / using information-holding assets appropriate security measures are carried out

· To notify and seek guidance from the Corporate Information Security Officer (CISO) or ICT Help Desk (0161 793 3993) of all breaches of this policy 

· To notify Human Resources (via normal procedures) of starters, movers and leavers to ensure the security / return of information-holding assets e.g. network access, keys etc 

· To ensure that all users are taken through a formal “exit interview”, by their line manager, when they end their employment with the authority. A checklist must be used to ensure any and all council property is returned, together with any access keys used during the employee’s term of employment. A checklist template is available [intranet link] within the PACP guidelines and can be adapted for specific business unit requirements. This will also include a process to inform all relevant departments of the leaver’s intent and to disable or remove, as appropriate, any access rights to council buildings and resources

· To define the business requirements for business continuity management in association with the relevant staff in emergency planning and directorates 
4
ACCESS CONTROLS

A set of PACP guidelines [intranet link] document has been produced to support business units requiring further details into countermeasures for deploying across council facilities, resources and personnel. Please refer to this for further guidance and information.
4.1
Access to council premises

Access to council premises must be restricted to ensure that only authorised users or visitors may gain entry. Sign in procedures for visitors at reception areas must be followed and where access is controlled via an electronic key entry system, the issue, configuration of access and disablement must be closely controlled in accordance with the guidance found in the PACP guidelines document. [intranet link]
5
EMERGENCY ACCESS ARRANGEMENTS

In the event of an emergency, users will need to contact their line management using the contact details contained in their business unit’s Business Continuity Plan (BCP), or the Corporate Out of Hours (OOH) team on 0161 794 8888. If the event is outside normal business hours, the OOH team have instructions and contact details for the various directorates.

Depending upon the nature of an incident, the City Council’s Emergency Planning Response Team could be called into action, taking control of the emergency. Senior management will need to coordinate the affected directorates and instruct staff accordingly and in line with their respective directorate’s BCP for emergency access arrangements and where necessary and defined within their BCP, protection of sensitive information or assets.
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