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Salford City Council – Password Policy 


User Password Policy 

(This policy is used to support, as necessary, the relevant parts of CISP)

for

All councillors and officers (including third party agents, temporary, contract, agency staff and anyone who comes into contact with the council’s systems e.g. Partner organisations) 
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	This policy applies to all councillors and officers including third party agents, temporary, contract, agency staff and anyone who comes into contact with the council’s systems e.g. Partner organisations. 

The above will be referred to as users in the rest of this document.

Note: that in cases where any applicable legal, statutory or other regulations for the protection or accessibility of corporate information / records exist, these may take precedence over this policy.
	

	
	
	


INTRODUCTION

The Password Policy aims to assist the council to operate effectively and efficiently to comply with Information Security standard (ISO27001), and good practice in safeguarding information assets against loss by theft, fraud, malicious or accidental damage, or breach of privacy or confidentiality.

This policy has been developed in support of, and should be read in conjunction with the Corporate Information Security Policy (CISP) which itself stipulates that users are responsible for:

‘Effective and proper use of passwords and access controls - specifically not sharing login ids, especially passwords with other staff or visitors’

Passwords are an important aspect of computer security. They are the front line of protection for user accounts and a poorly chosen password could result in the compromise of Salford City Council’s network and applications.  As such, all users with access to Salford City Council systems are responsible for taking the appropriate steps as outlined below, to select and secure their passwords.

Salford City Council reserves the right to modify this policy at any time.  Any modifications to this policy will be made and published when Salford City Council feels it is appropriate. User’s will be notified of such changes and it is their responsibility to ensure they remain aware of any such changes.

PASSWORD POLICY

The following guidelines give guidance on how passwords should be created and managed to ensure their integrity and the integrity of the systems and information which they protect.

The following best practice guidelines should be followed at all times by system administrators with responsibility for security of the network and applications, though it is recognised that some systems may be unable to support some of the recommended guidelines, due to technical limitations.

· System password administration

· Password construction

· Password changes

· Password re-use / history 

Users should also consider the sensitivity of the information being protected when setting a password. Strong passwords must be used where the user has administrative functions or where sensitive or personal data is concerned. 

WHY SHOULD WE SECURE PASSWORDS

If individuals want to gain unauthorised access to information, they may adopt one of the following three approaches:

· If they work in proximity with you, they may use familiarity to guess your password, using knowledge of your interests, children’s names etc to guess your password

· Remote access attacks, typically running databases full of common names and words to “guess” a valid password

· Call or email you requesting your username and password, often impersonating a person or organisation, so do not share your password with anyone

PASSWORD CONSTRUCTION

Password construction is about how passwords are created, so that they are secure. Appendix A has some examples of how you can construct secure, strong passwords and Appendix B contains some simple do’s and don’ts that can help in creating secure passwords.

To ensure that programs which guess passwords have a reduced chance of being successful, users should construct a password that meets the following minimum criteria:

· Passwords must contain at least eight characters (with no spaces)

· Passwords should contain a combination of upper and lowercase letters, numbers and at least one special character (e.g. !, * &, (, ] etc) within the first seven positions

· Passwords should not have a number in the first or last position 

· Passwords must not contain the user login name

· Passwords must not include the user’s own or (to the best of his or her knowledge) a close friend’s or relative’s name, employee number, national insurance number, birth date, telephone number, or any information about him or her that the user believes could be readily learned or guessed

· Passwords should not (to the best of the user’s knowledge) include common words from an English dictionary or a dictionary of another language with which the user has familiarity

· Passwords should not (to the best of the user’s knowledge) contain commonly used proper names, including the name of any fictional character or place

· Passwords must not contain any simple pattern of letters or numbers such as “qwertyxx”; “12345678” or “abc123”.
· Passwords must not be displayed on system entry or recorded in audit trails

PASSWORD CHANGES / LIFE EXPECTANCY

Passwords must be changed in line with the following rules:

· At least every 90 days for all users 

· On receiving a new or reset password

· For users with administrative functions or  where information being accessed is sensitive or personal , this should be reduced to 30 days

· Immediately after giving your password to someone else e.g. for legitimate operational or ICT technical support reasons
· As soon as possible, but at least within one business day after a password has been compromised or after you suspect that a password has been compromised

· On direction from SCC ICT staff 

PASSWORD RE-USE / HISTORY

Passwords should not be reused (re-cycled) within a twelve month period, for users with administrative privileges, or where information being accessed is sensitive or personal this should be reduced to six months. Wherever possible this should be enforced by system configuration.  

PASSWORD SUSPENSION

User accounts will be suspended in the following circumstances:

· For security reasons, systems will permit three attempts to enter the correct User ID and password. If you enter this information incorrectly three times, the system will suspend the User ID.

· When an account has not been used for a defined number of days  - 90 days for network accounts and 30 days for administration accounts 

When an account has been suspended, it must be released by the appropriate system administrator. In the case of the network (log on) or systems managed by ICT requests for release of suspended accounts should be made via the ICT Helpdesk or the Report it Request web page.

To reset a password for individual applications, you should contact the relevant System Administrator for that system.

PASSWORD AND ACCOUNT PROTECTION

NOTE:  Each user is responsible for all activities originating from any of his or her username(s).

Passwords must NOT be shared under normal circumstances (maybe necessary to do so for short term support needs). Users who share their passwords may have their access to SCC networks and systems disabled, whilst investigations are carried out and management determine the course of action (disciplinary) that may be required.
The council takes the threat of damage to its systems and information seriously.  Therefore, any officer found to have violated this policy could face disciplinary and/or criminal action, up to and including termination of employment, as determined by Salford City Council policies and procedures.

Appendix A

One way to meet the suggested password creation criteria is by mixing special characters, upper and lowercase letters, and numbers and associate them with a phrase or song title.  The following examples demonstrate how you might do this.

Example 1

Step 1 – Choose a phrase: Why did the chicken cross the road? 

Step 2 – Use the first character of each word: Wdtcctr?

Step 3 – Substitute special characters and numbers to increase complexity: Y?d7CxtR?

Note: choose substitutions that are meaningful to you, to make it easier to remember

You can make strong passwords by simply substituting numbers for letters or words such as:

Example 2

· My four children are wonderful when they’re sleeping – m4caW,wts

· My anniversary is April 4 remember that date – Maia4,rtd

· Ali Baba had forty thieves - @Bh?4tyt

· Wildthing – W!ld*7HIng

Appendix 2

GENERAL PASSWORD “DO’S AND DON’TS”

	DO’S
	DON’TS

	Ensure password is at least 8 characters long
	Do not use single words contained in any dictionary, slang, dialect or jargon

	Ensure the password contains mixed case and special characters or punctuation
	Do no use any part of an account identifier (user ID)

	Ensure the password is significantly different from previous passwords
	Do not include any personal details when constructing the password

	Change your password regularly (at least once every 90 days)
	Do not let anybody  observe you entering your password

	Change your password upon suspecting it has been compromised
	Do not display your password in your work area or any other visible place

	Use several unrelated short words or take the first letter from a phrase
	Do not reuse old passwords or words spelt backwards

	Use a password with non-alphabetical characters e.g. digits or punctuation 
	Do not use simple passwords that can be easily guessed or easy to remember

	Use a password that you can type quickly, without having to look at the keyboard.
	Do not use the same password on multiple accounts i.e. use a different password on each application you use

	Deliberately misspell words
	Do not e-mail, record electronically or write down your password

	
	Do not use a password of all digits, or the same letter
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