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	RECOMMENDATIONS :

To approve this procedure for adoption across Salford City Council (all sites):

· To support the Corporate Data Protection Policy

· To ensure a consistent approach to handling subject access requests in the interests of both the Council and data subjects



	EXECUTIVE SUMMARY :

The Data Protection Act 1998, provides the right of ‘subject access’.  This is the right of access to personal data held by a data controller, (such as Salford City Council) in respect of any individual (data subject). 

The purpose of the ‘procedure for dealing with subject access requests’ is to set down processes for council staff to follow, upon receipt of such a request.  Designated staff within the Directorates will be responsible for the overall compliance with the procedure and all staff will be responsible for familiarising themselves with the procedure and the relevant representatives, to whom they should refer for advice and assistance.

The adoption of this procedure across the council, will promote a uniform approach to dealing with subject access requests.  This will benefit individual applicants as well as promote compliance, by the council, with this provision in The Data Protection Act 1998.

The procedure will be updated as necessary and in accordance with any legislative changes.
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	COMMENTS OF THE STRATEGIC DIRECTOR OF CUSTOMER AND SUPPORT SERVICES (or his representative)



	1. LEGAL IMPLICATIONS
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	PROPERTY (if applicable): Applies to all council locations.
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	KEY COUNCIL POLICIES :
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	See attached.
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Introduction

This guidance applies to all officers of the council and explains the subject access procedure adopted by the council.  You are required to follow this guidance when dealing with a subject access request (SAR), so as to ensure a consistent approach and meet our obligations under The Data Protection Act 1998 (DPA). This guidance may be supported by specific departmental procedures.

What is subject access?

The Data Protection Act 1998 includes provisions for an individual (the data subject) to have access to ‘personal data’ held about them.  Individuals i.e. ‘data subjects’ have the right to gain access to personal data held by a ‘data controller’, in our case Salford City Council.  A data subject can exercise this right by submitting an SAR to the council. 

The basics

The important facts about “subject access” are these:

· Requests must be made in writing – this includes fax or email. Where necessary, assistance should be given to applicants to help frame the request

· This procedure includes a standard subject access form, but members of the public do not have to use the form. If they provide sufficient information in a letter, email or fax, their request should be processed

· It is necessary that you are satisfied with the identity of the data subject before personal data is disclosed.  It may be necessary for proof of identity to be provided.  Data subjects can either inspect information about themselves or be given a copy 

· Once a request has been received and all details confirmed, the council has 40 calendar days to provide information. (See Time limit for exceptions)

· The charge for access is £10. (See The fee)  

· Applicants cannot request access to everything held by the council. They must give some background to help locate and retrieve the requested information  (see Refusing to proceed with a request)

Receiving a request

Recognising a request

It is not necessary for the person submitting a request to make reference to the DPA.  The onus is on the council and its employees to recognise that someone is making an SAR and to channel the request to the appropriate officer.
The request form

The council has produced a standard subject access request form which is available to download from the council’s web site.  Data subjects should be encouraged to use this form as it will help to frame their request; they are however not obliged to do so. If an individual enquires about subject access, or applies but does not supply enough information, you should send them a copy of the form, to complete and return.

Information required from the applicant

Core data is required to enable a request to be processed:

· Name and address for correspondence

· Date of birth, in order to identify the individual

· The type of information they want i.e. relating to housing or the name of the department holding the information
· Provision of the fee 

· Whether they want to inspect their records or have a copy provided

· Proof of their identity.  Where the identity of the applicant is not known, departments must apply adequate identification and verification procedures by confirming the applicant’s identity, prior to any information being disclosed. Original documents verifying identity must be provided either in person or by sending documents through the post 

The fee

The maximum statutory charge for subject access requests is £10.  The fee is inclusive of all photocopying and other costs involved in supplying a permanent copy of the information.  The charge is not mandatory and depending on circumstances, departments may choose to waive the fee; for example, if access to limited information is required:

NB

· Some educational and medical records are subject to a different fee structure, based on a sliding scale of charges up to £50
· Requests for ‘unstructured data’ (See Unstructured Manual Data) should be processed in accordance with the Freedom of Information charging structure
Time limit

Subject to satisfactory proof of ID, description of the required information and clearing of any fee, a written response must be made promptly and no later than 40 calendar days following the date of receipt.  

NB In the case of pupil records the time limit is 15 school days.
If an earlier request has been made within a timescale during which the information has not been significantly changed, a repeat request may be refused.  

Additional information

The data subject should also be asked to explain what information they require access to and any other information which will assist in its location, for example:

· The related services they have received or are currently receiving

· The officers with whom they have dealt

· The time periods in question

· Any prior surname/address which may assist in locating earlier information

· Specific documents or information they would like to receive

· Incidents they are interested in knowing more about

· In relation to requests involving ‘unstructured’ manual data, (see Unstructured Manual Data) data subjects must give a description of the data required to ensure it can be located and retrieved

NB Data subjects must not be asked to provide information they cannot reasonably be expected to know.

Refusing to proceed with a request

In the event that you are awaiting further information from the data subject, you are not required to proceed with the request.  Where possible do not refuse the request, rather hold the request until the information is received.

· you must not give information to someone who cannot prove their identity

· you can refuse to supply information until any fee is received

· you can refuse a request where a ‘reasonable’ time has not elapsed since a previous request from the same person, unless the information held has changed significantly since the last request

· if the information you have is insufficient to locate any personal data, you can refuse to proceed until the applicant tells you more

Who can make a request?

Individuals requesting access to their own personal data

Rights of access are to data subjects and it is usually data subjects themselves who will request access to their own personal data. ID is required before processing the request.  It is not necessary to photocopy the ID, but you should record that it has been checked.

People acting as agents, including solicitors

Solicitors and agents can act on an individual’s behalf. It may be assumed that the solicitor/agent has taken the necessary steps to satisfy themselves of the identity of the data subject but  they must  provide explicit signed consent, from the data subject to allow disclosure of personal data to the third party.

Parents and carers of children

Parents have a legal right to their children’s school records under The Education (Pupil Information) (England) Regulations 2005.   They do not have an equal right to other information which the council holds about their children. Under The Data Protection Act 1998, a parent can apply for access to their child’s information but only on that child’s behalf.  

Rights under DPA are not subject to a minimum age requirement.  Children can make an SAR if they are capable of understanding the implications. A parent or guardian can only apply on the child’s behalf if:

· The child has given consent, or

· The child does not have the capacity to understand the implications of making a request.  In such cases you must be satisfied that parental responsibility lies with the applicant

· There is no fixed age at which a child may exercise their rights.  Any age may be appropriate if the young person has sufficient maturity.  Guidance suggests that a child of 12 can be expected to have sufficient maturity to understand the nature of the request, although it is a question of fact in each case 
NB Factors such as the best interests of the child should be taken into account before any disclosure is made.  
Capacity

The DPA makes no special provisions about requests for access made on behalf of an adult who lacks mental capacity and is incapable of managing their own affairs. If a person lacks capacity to manage their affairs, a person acting under an order of the Court of Protection or acting within the terms of a registered Enduring Power of Attorney can request access on her or his behalf.

Where a person is judged not to have this capacity (and the requester is not acting under an order of the Court of Protection or acting within the terms of a registered Enduring Power of Attorney), consideration will be given as to whether it is possible and appropriate to share some information (but not full access to personal records) with the person making the request. This will in any case only be done where it is felt to be in the best interests of the subject.
Mental disorder does not equate with mental incapacity and many persons suffering from the former may have sufficient capacity to enable them to deal with their affairs.

Deceased persons

The Data Protection Act 1998 makes no provision for access to deceased persons’ records; however, access to the health records of a deceased person is governed by the Access to Health Records Act 1990.

Under this legislation when a patient has died, their personal representative or executor or administrator or anyone having a claim resulting from the death (this could be a relative or another person), has the right to apply for access to the deceased’s health records.

Should you receive such a request, please seek legal advice.

Identifying ‘personal data’

Categories of personal data

The right of subject access includes the right of access to ‘personal data’ which:

· Is processed or intended to be processed electronically 

· Constitutes an ‘accessible record’ (for example housing tenancy files, social work files, education files.  See Accessible Records in Social Services, Housing and Education)

· Is contained in manual records held in a ‘relevant filing system’. (See Relevant Filing System) 

· In respect of public authorities subject to the Freedom of Information Act 2000 (“FOIA”), constitutes ‘unstructured’ manual records which are not held in a ‘relevant filing system’.(See Unstructured Manual Data) 

Personal data

Means data which relates to a living individual who can be identified:

· from those data or

· from those data and other information which is in the possession of, or is likely to come into the possession of, the data controller and includes any expression of opinion about the individual and any indication of the intentions of the data controller or any other person, in respect of that individual

Although not all personal information constitutes 'personal data' within the DPA definition, in the case of information held by a public authority, the definition is particularly wide.  However, this does not mean data subjects are entitled to every piece of information which makes passing reference to them. 
The Department for Constitutional Affairs advise that it is not the case, for example, that all information generated in the course of an enquiry in response to a complaint will amount to the personal data of the original complainant - that material may 'relate to' her/his complaint, but it does not necessarily 'relate to' her/him personally.

This advice is based on the Court of Appeal’s decision which narrowed the interpretation of ‘personal data’.  

To qualify as ‘personal data’ the content of the information must fulfill three conditions. It must be:

· focused on the individual

· biographical in a significant sense

· affect the individual’s privacy 
Relevant filing system  
Means any set of information relating to individuals to the extent that, although the information is not processed by means of equipment operating automatically in response to instructions given for that purpose, the set is structured, either by reference to individuals or by reference to criteria relating to individuals in such a way that specific information relating to a particular individual is readily accessible. 

Accessible records in social services, housing and education

Records held by Housing and Social Services departments, and educational records in schools are “accessible records”. This means that all personal information held by Social Services and Housing is covered by subject access. The same is true of educational records held in schools.  Therefore, access to this data must be provided, no matter where it is held. Requesters still need to provide assistance in finding information. 

Amendments to the DPA

Timed to coincide with the introduction of The Freedom of Information Act 2000 (FOIA), amendments to the DPA ensure that members of the public have equivalent statutory rights to obtain personal information. Under FOIA, requests for information to public authorities may seek any recorded information, regardless of the format in which it is held. 

Unstructured manual data

The DPA has been amended to include ‘unstructured’ manual data i.e. manual data NOT held in a relevant filing system.   However, in exercising this new right data subjects must give a detailed description of the data sufficient to enable it be located and retrieved.  

‘Unstructured’ data is subject to the FOIA cost limit. This means that the first 18 hours finding time is free of charge; however if the estimated  ‘allowable time’ required to locate, extract and edit the information exceeds this amount (and this is not due to poor records management), the request may be refused.

Whilst this may be considered a significant extension of rights for service users, it does not have universal application.  As FOIA only applies to public authorities, to avoid conflicting rights between private sector and public sector workers, this new right does not apply to employee related files, i.e.  ‘Unstructured’ manual data relating to appointments or removals, pay, discipline, superannuation or other personnel matters, in relation to service in any office or employment under any public authority, are specifically excluded under new section 33A of the DPA. 

NB  Manual employee files, i.e. personnel files are unlikely to be organised to the extent necessary to meet the definition of a ‘relevant filing system’ and are more likely to fall within the definition of ‘unstructured manual data’.  The council’s policy is however to consider all requests made by employees, for access to the personal data contained within their personnel file.  

Processing the request

You must respond no later than 40 calendar days following receipt of all information you have requested.  Once you have located the information to which the data subject has requested access, you are ready to extract the personal data, for disclosure.

Method of access – hard copies/inspection 

Data subjects are entitled to be supplied with a copy of the information in permanent form i.e. paper copies, unless they agree otherwise.

It may be decided to offer the data subject the option of inspecting the records in preference to simply supplying copies of the information. This is permissible if the data subject agrees but inspection cannot be insisted upon, especially if this would be inconvenient for the applicant.  However, inspection may be mutually beneficial if the file is long and complex, involving issues which may need to be explained. This gives the data subject an opportunity to ask questions of the supervising officer and to have any pages of particular interest copied for them. 

*NB however, you should not give the applicant access to information which is exempt from subject access, is about somebody else or is confidential information that is not about them. This may mean that pages/documents containing information about third parties need to be copied and edited before allowing inspection or sending to the applicant.

At the end of an inspection, the data subject should be asked to sign a satisfaction note confirming that their request has been fulfilled or, conversely expressing any concern they may have.  

Removal of information about third parties

There is no requirement to disclose information relating to ‘third parties’ unless:

· the other individual has consented to the disclosure of the information, or

· it is reasonable in all the circumstances to comply with the request without the consent of the other individual

In interpreting whether it is reasonable in all the circumstances to release personal data about someone else, you should consider: 

· any duty of confidentiality owed to the third party 

· any steps taken to seek the consent of the third party 

· whether the third party is capable of giving consent, and 

· any express refusal of consent by the third party

In most cases it is likely that third party data will need to be edited out unless it is reasonable in the circumstances to leave it in; for example, if the age of the information means that it is no longer sensitive or relevant.  

Information received from other organisations

It may be necessary to consult other organisations before disclosing documents and information provided by them to the council.  This will allow the other organisation to make representation in connection with the information in question.  It is important to remember that the final decision in terms of disclosure lies with the council.  
Removal of employee or agents names

Employees or agents of the council, acting in a professional or official capacity are not to be regarded as ‘third parties’ when considering disclosure of personal data. The names of officers undertaking their job role should not ordinarily be redacted when responding to a subject access request under the DPA (or releasing information under the provisions of FOIA) unless there are grounds for believing that disclosure of an officers identity would be ‘unfair’ or could put them at risk  i.e. health and safety harm.  

Removal of Health, Education & Social worker identities? 

The DPA recognises the special position of Education, Health and Social work professionals, who often contribute to decision-making in individual cases across organisational/sectoral boundaries. These professionals are classed as ‘relevant persons’ under the DPA which means that even though different employers are involved, they are not regarded as third parties and names will generally be released, unless this poses a health and safety risk. 

Medical records

If a file contains medical information which came from a health professional rather than from the data subject, special rules apply. Before disclosing medical information it is necessary to consult with the medical practitioner first to establish whether the disclosure is likely to be harmful to the data subject. 

Exemptions from subject access

In limited circumstances, information may be exempt from disclosure under subject access. In particular but not exclusively, personal data may be withheld if:

· in that particular case it might prejudice the prevention and detection of crime, the prosecution or apprehension of offenders or the assessment or collection of any tax or duty
· disclosure of an educational record might cause serious harm to the physical or mental health or condition of the data subject or another individual 

· disclosure would be likely to prejudice the carrying out of social work because it may cause serious harm to the physical or mental health or condition of the data subject or another individual
· it identifies other people/third parties who have not consented to the disclosure of their data and where, on balance, it appears unfair to provide it                                    

· disclosure would be likely to prejudice the future conduct of negotiations or the conduct of business i.e. in management forecasts/planning

Embarrassing information

There is no exemption for embarrassment.  Files cannot be edited or censored to avoid embarrassment or offence.  You might occasionally find opinions or judgements that cannot be backed up. Information should be supplied even if contentious or controversial remarks are included (subject to exemptions).

CCTV

Footage from CCTV cameras may contain personal data.  However, they need not be searched unless the data subject specifically requests it.  In order to determine whether CCTV footage contains personal data, the applicant should explain where and when they were photographed. 

When providing copies of CCTV footage, you should take into account all considerations as stated previously in this guidance, for example, in relation to third party information.

Criminal offence

It is a criminal offence for an employee to deliberately amend, alter or destroy information to prevent its disclosure following receipt of a subject access request.   

Procedural guidance 

Directorate representative
You will need to familiarise yourself with your directorate representative. In the event that you receive an SAR, you should make contact with your representative. (See FOI Contacts). Your representative will guide you through this process and assist in responding to the data subject.

Scope of request

If the request is for information held in an individual directorate, completed copies should be sent from there to the applicant within 40 days, or arrangements made for them to collect the information. If the applicant is inspecting their information, you will need a room and a member of staff on hand to answer their questions. If the request covers more than one directorate, it will need to be coordinated and the Corporate Information Officer should be informed.

Redaction

If any information needs to be redacted/edited from documents prior to disclosure, this must only be done on copy documents. Take a copy of the document to be redacted and make the alterations on the copy. You must then copy the document again to ensure that the data subject cannot identify the redacted information, e.g. if data has been blocked using tippex, the data may still be visible upon close inspection.
Recording the disclosure

The decision making process in relation to all responses, must be recorded. 

It is important to keep a record on file of the information which has been disclosed along with reasons for withholding any information. This can be in the form of either:

· A copy of the document which has been redacted (along with the reason for redaction) or
· A schedule of the disclosed documents, (where disclosure is voluminous)

Responding to the request 

The response must consist of:

· the data itself  

· an explanation of any technical terms or codes 

· the purpose(s) for which the data is/will be processed

· the source of the data and any recipients/intended recipients of the data (although this may not apply in certain circumstances where the source of the data is, or can identify a third party informant)
· information about any automated decision that significantly affects the data subject

The response should also include an explanation as to whether or not the disclosure is a complete record.  Removal of any third party information and/or any exemptions should be indicated. Unless to specify the application of an exemption would have the same impact as to release the information withheld.

The appeals procedure

The response should also include details of the council’s appeals procedure which deals with data protection/freedom of information requests.  Details of which are available via the council’s website @ www.salford.gov.uk.


