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This policy applies to all councillors and officers including third party agents, temporary, contract, agency staff and anyone who comes into contact with the council’s information or information systems e.g. Partner organisations.

Introduction / background

In the course of carrying out its functions, the council needs to hold a wealth of information in various forms, (written, audio, visual, paper and electronic). This information is a corporate asset to a knowledge-led organisation such as the council, where information is vital to supporting the decision making process and delivering effective services to both staff and citizens.

However, holding such assets comes with responsibility; both in terms of protecting them from unauthorised or inappropriate access, but also in promoting open government and proactively making relevant information available where permissible, (be it across services within the council or to the public under various access regimes such as the Freedom of Information Act, Data Protection Act, Environmental information Regulations).

Purpose

This policy is intended to provide a framework that will support improved access to information, both across and outside (e.g. partners and members of the public) the council whilst at the same time ensuring that information is appropriately protected. 
In doing so it sets out:

· The different categories of information that the council holds 
· How information can be grouped into these categories.

· The principles by which different categories of information need to be managed throughout their life-cycle, (e.g. how they should be stored, accessed, used, shared, protected and disposed of)
· Responsibilities in respect of the above
Categorising Information
It is important that all information that is held by the council and/or staff in their official capacities
  (regardless of format, storage medium or whether it is a draft or final version) is categorised into one of the following categories based on the nature of their content:

	Category
	Notes

	CONTROLLED ACCESS
	Access to this information needs to be legitimately restricted to specified groups/individuals with appropriate authorisation for reasons such as:

· It contains personal data, (sensitive or otherwise) as defined by the Data Protection Act 1998
· It contains business sensitive information that would likely fall under one of the exemptions listed under the Freedom of Information Act 2000
· It contains information that would qualify as an exception under Schedule 12A 
of the Local Government Act

· It contains information that would be restricted under any other applicable legislation

	UNRESTRICTED

(By default everything that has not been restricted will fall into this category)


	Access does not need to be restricted because there is no valid reason, (as per above) for doing so and it should therefore be:

· OPEN   - available at least internally (but in principle suitable for release into the public domain if so required)

Or

· PUBLISHED – a subset of ‘open,’ information that may be proactively published, (made available to the public) because there is an obligation to do so, (e.g. planning applications) or it is of public interest. This includes publication via the website or other means, (e.g. Freedom of Information Publication Scheme)


Principles for categorising information

· Pro-actively categorising information and records according to this policy will inform the requirements for their appropriate management, (in terms of setting up system access permissions, use, storage, sharing, disposal etc)
· It is not practical
 to physically mark each piece of information with an appropriate category. Instead it is suggested that within each business area there is a list maintained of all the different types of records/information that are held and their agreed categorisation, (e.g. team minutes may be unrestricted but minutes of child case conference would be controlled access)

· Copies of council information/records should be categorised as per the originals i.e. all drafts, working papers will inherit the same classification as the final record
· Categories of information may not always remain static depending on the stage of their life-cycle or other time dependencies. (E.g. what is sensitive now may not be next week, for example during a tendering process it may be necessary to protect documentation but once a contract has been awarded the same tendering information may not be so sensitive).
· When categorising information it should be done with a view of supporting Open Government, promoting access where possible – particularly to support council initiatives to share information internally and externally with its partners (where applicable), but at the same time ensuring that  personal and sensitive information is adequately protected
· There must be a justifiable reason to categorise information as, ‘controlled access’

Principles for managing information according to its category

	Unrestricted
	Controlled Access

	Should be managed in accordance with existing records and information management policies, standards and guidelines.
	Must be managed in accordance with existing records and information management policies, standards and guidelines. 

	Should be made readily accessible to all with a legitimate interest or need to access it.
	Must only be made readily accessible to those with a legitimate need or legal entitlement to access it.

	Should be considerate of accessibility requirements of other potential users, (in terms of physical and system access, open file formats and easy search/browse facilities).
	Must be adequately protected from unauthorised access and where applicable, according to legislation which applies, (e.g. Data Protection, Council Tax Regulations).

	
	May be disclosable to the public or other bodies in future. It does not necessarily infer that because something has been internally categorised as ‘controlled access’ that it will not at some point be released, (e.g. legal investigation). Where a request is made for information which, is categorised as ‘controlled access’, compliance must be considered on a case by case basis.



Roles and responsibilities

· All staff must be aware of this policy and consider it when developing/reviewing new or existing systems for managing information, (whether they are electronic or manual)

· All users of information should be aware of the category of information they are dealing with and manage in accordance with the principles outlined above. (If unsure clarification must be sought from the information owner).

· All managers should authorise the agreed categorisation of information that their staff deal with and ensure that this is kept updated

· All business system owners should ensure that new systems/applications are able to support this policy. (Existing systems should seek to comply where possible). 

· The Corporate Information Resources Team, (CIRT) will develop supporting guidance (records and information management policies, standards and guidelines) to assist staff in complying with this policy
� This includes information held in ‘personal filing systems,’ if they relate to council work.





� The public may be excluded from meetings whenever it is likely in view of the nature of the business or proceedings, that exempt information would be disclosed. There are seven categories of exempt information which apply to certain council meetings.  See � HYPERLINK "http://www.salford.gov.uk/constitution.htm" ��Salford City Council Constitution� for further details.


� In terms of effort, but also in that information may be re-categorised at a later stage in its existence.


� This is particularly true for public requests for information under the Freedom of Information Act; especially as levels of sensitivity decline over time in some instances.
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