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REPORT OF THE DIRECTOR OF CUSTOMER & SUPPORT SERVICES



TO THE: CUSTOMER & SUPPORT SERVICES LEAD MEMBER BRIEFING

ON Monday, 4th July 2005


TITLE: REPORTS ISSUED APRIL TO JUNE 2005

RECOMMENDATIONS:

The Lead Member is asked to note the contents of the report.


EXECUTIVE SUMMARY:

The purpose of this report is to inform the Lead Member of Internal Audit reports that have been issued in the period April to June 2005.


BACKGROUND DOCUMENTS:

(Available for public inspection)

Various reports and working papers.


ASSESSMENT OF RISK:

Internal Audit projects are managed within the Unit’s risk based audit protocols aimed at giving assurance regarding the management of the City Council’s key business risks.


SOURCE OF FUNDING:

Existing revenue budget.

COMMENTS OF THE STRATEGIC DIRECTOR OF CUSTOMER AND SUPPORT SERVICES (or his representative):

1. LEGAL IMPLICATIONS


Provided by: Deputy Director of Customer & support Services and City Solicitor

2. FINANCIAL IMPLICATIONS

Provided by: Head of Finance

PROPERTY (if applicable): N/A

HUMAN RESOURCES (if applicable): N/A

CONTACT OFFICER:

Andrew Waine Audit Manager  

Tel: 0161 793 3357 

Email: andrew.waine@salford.gov.uk


WARD(S) TO WHICH REPORT RELATE(S): N/A


KEY COUNCIL POLICIES: N/A


DETAILS: See report attached.
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	Directorate
	Customer & Support Services
	Report Number
	2698

	Subject
	Payroll Review 2004-05
	
	


	Commencement Date
	August 2004
	Issued Date
	March 2005


	Scope

	The objective of this review was to identify the risks and controls associated with the following processes:

· New starters and leavers

· Accuracy and integrity of employee records

· Deductions from pay and respective payments made to other Organisations

· Variations to pay

· Payroll processing and payroll accounts.

This years audit review also sought to confirm that the recommendations agreed in last years audit report had been fully implemented.


	Internal Auditor’s Opinion

	Our review confirmed that the majority of the controls within Payroll are operating effectively and that the key risks are adequately controlled. 

However the review did highlight 14 areas requiring action to further enhance the control environment. The more significant of these matters are:

· The use of exception reports to highlight potential errors or frauds should be extended to provide more comprehensive control

· The current storage arrangements for paper based employee records do not provide adequate security in respect of Data Protection and confidentiality

· There is insufficient documentation to confirm that the rates of overtime paid to some higher earners, in excess of the National Salary Scale guidelines, are appropriate and authorised

· The checks that are required during the leavers’ process are not systematically controlled. 

Whilst audit recognises that significant progress has been made since our last review with respect to reconciliations, there are still some accounts that are not being reconciled with appropriate frequency, and there are some small historic balances on a number of accounts that should be resolved.


	Main Recommendations
	Management Response
	Implementation Date

	Overtime should only be paid at a rate higher than scale point 31 when such exceptions have been appropriately authorised and the reasoning for the exception to the scale point 31 rule explained.


	Agreed
	01/08/2005

	Additional exception reports should also be used to identify instances where:

· An emergency tax code is used for more than six months

· Payments are in excess of 25% of their basic salary;

· Instances of duplicate bank account numbers exist, and

· There are duplicate names.
	Agreed
	01/08/2005

	Plans should be implemented to have individual files for employees stored within central cabinets that will be locked outside of the working hours of the payroll section
	Agreed
	01/05/2005

	In order to evidence that all the checks and tasks associated with processing a leaver are completed, a single proforma leavers’ checklist should be introduced, and circulated to the Outstationed Personnel Teams.
	Agreed
	01/07/2005

	Those accounts which are not yet reconciled on a regular basis, and any accounts which when subject to monthly visual checks are found to have a balance, should be formally reconciled and any unidentified balances investigated. In addition, every effort should be made to resolve all historic balances prior to year-end. 
	Agreed
	31/03/2005
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	Directorate
	Customer and Support Services
	Report Number
	2672

	Subject
	Council Tax
	
	


	Commencement Date
	January 2005
	Issued Date
	March 2005


	Scope

	The Council Tax and Benefits Section is based within the Customer and Support Services Directorate. It is responsible for the processing, billing and collection of Council Tax. A total number of 92,586 Council Tax bills were issued in March 2004 and net collectable income for Salford City Council was £63,895,246.

The Council Tax system is a key financial system for Salford City Council. It is also subject to external scrutiny from the Audit Commission and therefore an annual review is required to ensure the system is functioning effectively.

The agreed scope of the audit was to identify and evaluate the risks and controls associated with Council Tax. Key risks being:

· Tax payers not charged

· Tax payers charged wrong amount

· Tax not collected

· Incorrect accounting

· System failure.


	Internal Auditor’s Opinion

	Overall, the audit testing undertaken confirmed that the Council Tax function is well controlled. The majority of controls are operating effectively and key risks identified are adequately controlled.

However, a number of weaknesses were identified, the most significant of these were:

· A significant number of items had been posted to the suspense account that had not been cleared, dating from 5 April 1993 to 8 December 2004

· A review of write-off procedures found that write-offs are not formally assessed to ensure only appropriate accounts are written-off, prior to Committee authorisation.


	Main Recommendations
	Management Response
	Implementation Date

	Old items on the suspense account should be investigated, monitored and cleared.
	Unidentified items are subject to prompt investigation, monitoring and clearance. The 61 uncleared items mentioned are the residue of 3369 items that have found their way into Council Tax suspense from the commencement of Council Tax in April 1993. 32 items are DWP payments, which were received without sufficient information for the PARIS system to process; these items are currently being looked at by the Recovery team and will therefore remain in suspense for the time being. The balance (29) items will be written off from the Council Tax suspense account before the 31st March 2005.
	31/3/2005

	To maximise the effectiveness of all Council Tax reminder notices, the format of all the reminder notices should be reviewed and amended. 
	The Special Projects Officer is currently reviewing the wording of reminder notices.
	30/4/2005
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	Directorate
	Customer and Support Services
	Report Number
	2573

	Subject
	Payments and Receipts 2004/05
	
	


	Commencement Date
	March 2005
	Issued Date
	April 2005


	Scope

	PARIS interfaces with the Council’s Financial Systems and automatically allocates inbound transactions to the correct funds, e.g. Saffron Rents, Council Tax / Benefits, and the SAP system. Items that are not recognised by PARIS as belonging to a known fund are held in a suspense file in PARIS and these require manual intervention to force processing.

Internal Audit reviewed the Payments and Receipts system and issued a report, reference 2573/CS/04 on 16th August 2004.

A policy of Post Implementation Review has been formalised by Internal Audit. A follow-up visit was undertaken seeking to confirm that all the agreed recommendations from the previous audit have been implemented.


	Internal Auditor’s Opinion

	The Post Implementation Review identified that three out of the four recommendations have been appropriately implemented. The remaining recommendation had not been implemented as recommended in the above audit report, however, satisfactory compensating controls are in place.


	Original Main Recommendations
	Original Management Response
	Agreed Implementation Date
	Current Position

	The notes on bills and invoices, describing the different methods of making payments, should be revised to advise customers to obtain and retain a receipt as evidence of payment. 


	All stakeholders will be advised to amend their bills and invoices to reflect the message that customers should obtain a receipt at the time of payment. PRIVATE 59#mgmtResponse 


	Immediate.
	Not implemented 

The Section Leader (Cashiers) has no direct control over bills / invoices issued. Recent e-mail sent to all Fund Managers requesting that they should include “obtain receipt as proof of payment” on all documentation.

Note, when customer pays via Pay Point, the receipt advises the customer to retain the receipt for proof of payment. Discussions will be held with Alliance & Leicester (for Post Office Ltd) to see if “retain receipts as proof of payment” can be added.

The current PARIS system allows staff to trace payments.

	A new vetting procedure at the recruitment stage is being introduced.  However, it is not planned to include a criminal record check. It is recommended that the new recruitment vetting process be extended to include criminal record checks.
	This matter will be referred to Personnel as a matter of urgency for their consideration. PRIVATE 61#mgmtResponse (Personnel are currently reviewing similar changes to Benefits recruitment).


	Immediate
	 Implemented
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	Directorate
	Customer and Support Services
	Report Number
	2690

	Subject
	Treasury and Cash Management
	
	


	Commencement Date
	January 2005
	Issued Date
	February 2005


	Scope

	On an annual basis, an audit review of the Treasury Management (Loans and Investments) process is undertaken by Internal Audit. The objective of the review is to provide management with an independent appraisal of the adequacy of controls in place over the key processes within the Treasury Management system. The review was undertaken using information and transactions specific to the financial year 2004/05.

The agreed scope of the audit was to identify and evaluate the risks and controls associated with loans and investments. The key risks were identified as follows; Inappropriate borrowing; Incorrect repayments; Incorrect accounting treatment; Systems failure; Monitoring, review and reporting; Inappropriate investing; Loss of investment/interest income; Incorrect accounting.




	Internal Auditor’s Opinion

	The audit testing undertaken confirmed that the Treasury Management function is well controlled. All the controls that were tested were operating effectively and the key risks are adequately mitigated, as a result no audit recommendations are deemed necessary.


	Main Recommendations
	Management Response
	Implementation Date

	No recommendations made
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	Directorate
	Customer and Support Services
	Report Number
	2684

	Subject
	Main Accounting System
	
	


	Commencement Date
	February 2005
	Issued Date
	April 2005


	Scope

	The Main Accounting System at Salford City Council is run on the SAP system. To ensure all balances are accounted for within SAP, all other systems feed into SAP on a regular basis. At the end of each financial year, SAP is utilised to produce Salford City Council financial statements.

The objective of the review is to provide management with an independent appraisal of the adequacy of the controls in place over the key processes within the Main Accounting System. The review was undertaken using information and transactions specific to the financial year 2004/05.

The results of the review are also subject to external scrutiny by the Audit Commission. The Audit Commission also seek assurance that the key risks associated with the Main Accounting System are adequately controlled and functioning effectively.

The agreed scope of the audit was to identify and evaluate the risks: 

· Opening balances not in agreement with the audited accounts

· Inaccurate reflection of the Authority’s financial position

· Main accounting system not in balance

· Incomplete / inaccurate transactions from feeder systems

· Unauthorised / erroneous transactions

· Balances not accurately accounted for.


	Internal Auditor’s Opinion

	Overall, the audit testing undertaken confirmed that the Main Accounting System is well controlled. The majority of controls are operating effectively and the key risks identified are adequately controlled.

However, a weakness was identified in the audit that related to payroll reconciliations being incomplete. In addition, weaknesses were identified via a review undertaken by Computer Audit of SAP Technical (Report ref 2646/CS/04), none of which were considered to present a high risk.


	Main Recommendations
	Management Response
	Implementation Date

	The outstanding payroll reconciliations should be completed and action taken on the unidentified items.
	Payroll  PRIVATE 37#mgmtResponsecontrol accounts were identified twelve months ago warranting further investigation. A dedicated resource was applied and reconciliations completed for most accounts. Of the remaining two, one is now complete and the other close to completion. Decisions on unidentified items are planned during final accounts process.
	31/5/2005 PRIVATE 37#followUpDate
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	Directorate
	Customer and Support Services
	Report Number
	2732

	Subject
	Sx3 (Council Tax and Benefits replacement system) Readiness. Phase two. UAT
	
	


	Commencement Date
	April 2005
	Issued Date
	May 2005


	Scope

	The aim of our review was to ascertain the level of readiness for go-live and to identify any potential issues or risks that may prevent or delay the successful implementation of Sx3. In order to produce timely reports and manageable work packages, we adopted a phased approach. This summary refers to phase two of the work, which provides an opinion upon the adequacy of the user acceptance testing. (UAT) 


	Internal Auditor’s Opinion

	The UAT processes have been well designed and managed but the bulk of the business process testing was carried out in August 2004 using early versions of the software and before many of the bespoke services and reports had been delivered.  Sx3 functionality has been proven through its use by other councils and therefore the main risks lie with the bespoke interface work and reports. User testing is continuing via weekly, half day familiarisation sessions and modular tests of the bespoke work delivered but this cannot provide the end-to end assurance of a full UAT using the latest version of the software and all the related interfaces, batch schedules and reports. In their response to this audit, management have confirmed that all key areas will be tested before go live.  This is planned for week commencing 6th June 2005 with go live following on 20th June which leaves only one week to resolve and retest any issues.


	Main Recommendations
	Management Response
	Implementation Date

	The project board should arrange for a full end-to-end test prior to go-live.  
	End to end testing is covered in part by the system testing task which links in with the testing of the batch schedule. As individual testing of interfaces, reports and documents are completed they will be included in these tests. All individual items may not be included in the system testing due to time constraints. 
	Batch schedule testing started April 18th System testing was due to commence May 9th but will now only run for one week w/c June 6th.

	The project board should assess and agree the responsibilities for the ownership, security / integrity and maintenance of the existing council tax and benefits applications, following Sx3 go-live. This could be considered as part of the related work on systems management. (Audit report 2729/CSS/2005.)
	S. Fryer has had preliminary discussions with I.T. Services about the on-going use of the in-house system and future discussions will include these issues.
	Complete
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	Directorate
	Customer and Support Services
	Report Number
	2721

	Subject
	Sx3 (Council Tax and Benefits replacement system) Readiness. Phase one. Status
	
	


	Commencement Date
	April 2005
	Issued Date
	May 2005


	Scope

	The aim of our review was to ascertain the level of readiness for go-live and to identify any potential issues or risks that may prevent or delay the successful implementation of Sx3. In order to produce timely reports and manageable work packages, we adopted a phased approach. This summary refers to phase one of the work, which provides an overview of the current status of the development. Phase two will cover the user acceptance testing and phase three the data migration and cutover.


	Internal Auditor’s Opinion

	The audit has concluded that the risks relating to SX3 readiness are reasonably well controlled by the project manager but we are concerned that there is little assurance, at project board level, that the outstanding developments, issues, risks, interfaces etc will be completed and solutions to problems found, in time for the “go live”. 

This was an interim report that has been prepared to flag up key risks in time for the 21st April project board meeting.  Some of our recommendations are made to provide guidance and advice in areas that are still under review and others are made in order to obtain confirmation that any potential showstoppers have been identified and are being managed.


	Main Recommendations
	Management Response
	Implementation Date

	The project board should ensure that all outstanding tasks, issues and risks are prioritised, given owners, resource requirements and achievable completion dates.
	Agreed 
	Complete

	The project board should assess the status of each reconciliation and the likelihood of achieving a balance.

A decision should be taken as to which reconciliations are vital prior to go live. Where reconciliation is unlikely to be achieved they should assess the risks of accepting the SX3 balance in favour of the existing totals.


	Agreed. The errors in Cut 5 cannot be corrected and tested before go live so the system will go live with known reconciliation failures. These will be investigated and corrected in the live system.
	10 June 05

	The project board should assess the status of data cleansing and the potential effects upon the integrity of SX3 should cleansing not be completed prior to go live.
	Low risk

No significant issues with data cleansing
	Complete

	The project board should ensure that all interfaces are signed off as accepted at an appropriate management level within the partner/stakeholder area.
	This will be arranged for all out feeds.
	30 May 05

	The project manager should agree the priority levels allocated to each interface to ensure that every vital interface will be available at go live.
	Agreed
	Complete

	The project board should identify all outstanding testing and ensure that this can be effectively completed before go live?
	Superseded by UAT report (2732/CSS/05) One week of end-end testing planned for W/C 6th June
	10 June 05

	The project board should identify the resource and skill requirements from now up until the backlog has been cleared and identify and action any potential conflicts for resources or bottlenecks of work.
	Ongoing. SH, SF and MV meet regularly to monitor progress and issues
	Complete
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	Directorate
	CUSTOMER & SUPPORT SERVICES 
	Report Number
	2686

	Subject
	FREEDOM OF INFORMATION ACT PIR 
	
	


	Commencement Date
	January 2005
	Issued Date
	May 2005


	Scope

	The aim of the original audit was to determine the degree of control over the following risk areas:

· Implementation and maintenance of the FOI Publication Scheme

· Receipt and processing of information requests

· Records management. 

The aim of this post implementation review (PIR) was to ascertain progress on the recommendations made in the audit report (ref. 2593/CS/04), issued in September 2004, and to comment on current issues relating to the implementation of the FOIA at Salford. 


	Internal Auditor’s Opinion

	The PIR has determined that the majority of the recommendations highlighted by the original audit have been carried out and the level of effective control over risks has been improved. It is acknowledged that progress has been made to improve the overall management of the project through the introduction of some of the principles of PRINCE 2. However, the lack of the use of formal risk/issues logs may affect the continuity/reliability of the project in the event of key personnel being absent for a protracted period or leaving the employ of the Authority. There is also a possibility that some risks and issues will be missed or not managed properly. Three new recommendations have been made relating to; the gathering and retention of information in respect of credit/debit card payments; consideration as to whether or not the Authority charges dispersement fees for information; and the development of a corporate records management policy. 


	Main Recommendations
	Management Response
	Implementation Date

	Assurance must be given that the information gathered for the purpose of enabling credit/debit card payments to be made, is obtained and retained being cognisant of the principles of the Data Protection Act and credit card companies’ requirements e.g. the Payment Card Industry (PCI) standard. 

Audit recommends that advice on the performing of a risk assessment in this area should be sought from the Authority’s Corporate Information Security Manager
	An e-mail was sent to the SG which included the following instruction.  This issue was also discussed at the SG meeting 12.04.05.

“Please note, if you take any card details for processing payments, you must retain ownership of the details and shred immediately, once the payment has been processed. Do not leave details with payment clerks. Please do not delay in the processing of these details and do not leave details unattended at any time”.

This instruction has subsequently been superceded by the following instruction, ‘Accepting Payments for FOI Charges’, stating that the method of payment for information is (in order of preference) debit card; credit card; cheque. Payment by cash is not to be offered or encouraged but can be accommodated if absolutely necessary. Enquirers are to be referred onto Customer Services cashiers who will deal with payments by debit/credit cards. RFICs should not take any card details. Cheques should be sent by post and RFICs should not take receipt of cheques. Applicants must make an appointment with a named officer from the Cashier Team if they wish to make payment by cash. RFIC’s must not take cash payments.
	Actioned

	The development of the Corporate Records Management Policy should be regarded as a high priority and the IO should do what she feels is necessary to ensure the policy is formulated expeditiously. This may include more involvement on the part of the Head of Law and Administration to encourage directorates to comply with relevant deadlines set by the IO. Audit considers a prompt appointment of a records manager/archivist (as detailed in F6 above) will also provide the necessary help and extra resource required in this area.
	A report is being prepared for Directors Team re the appointment of a records manager. It is anticipated that a records manager will be in place by the end of September 2005.
	September 2005.



