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	ITEM NO.


	REPORT OF THE DIRECTOR OF CUSTOMER & SUPPORT SERVICES


	To the Lead Member for Customer & Support Services 
ON 
8th December 2008

	TITLE:  Removable Storage Devices policy (RSD)







	RECOMMENDATIONS :

To approve this policy for adoption across all Salford City Council sites:

· To support the Corporate Information Security Policy and its supporting policies
· To ensure that controls on the access/transportation of information conform to regulatory and meet business requirements such as British Standard ISO/IEC27001, PCI DSS and Gov Connect

	EXECUTIVE SUMMARY :

The Removable Storage Devices (RSD) policy defines the principles that govern the use of information assets held on removable storage devices, i.e. USB memory sticks, by all users and its purpose is to define a set of standard usage controls for such devices owned by both the council and users, by defining what is and is not permissible.
This policy is required to support the Council in meeting the GSI code of connection to enable us to access central governments secure network i.e. the GSI network. This is required to enable us to interact with the national Contact Point service.

Guidance covers topics such as:
· Device types

· User responsibilities

· Use of non ICT supplied  devices 


	BACKGROUND DOCUMENTS :
The RSD shall be used to support the CISP, other associated security policies and regulatory standards being imposed on the council.


	ASSESSMENT OF RISK :
High


	SOURCES OF FUNDING :
None


	COMMENTS OF THE STRATEGIC DIRECTOR OF CUSTOMER AND SUPPORT SERVICES (or his representative)



	1. LEGAL IMPLICATIONS
	Provided by :
	N/A

	2. FINANCIAL IMPLICATIONS
	Provided by :
	N/A

	PROPERTY (if applicable): All council locations


	HUMAN RESOURCES (if applicable):  N/A


	CONTACT OFFICER :
David Hunter




Assistant Director ICT




Customer & Support Services




(Tel: No: (0161) 793 3911))





	WARD(S) TO WHICH REPORT RELATE(S) :
N/A


	KEY COUNCIL POLICIES :

1. Corporate information security policy (CISP) 
Live

2. Physical access control policy (PACP)

Live
3. Physical access control guidelines


Live
4. Logical access control policy (LACP)


Live 

5. Logical access control guidelines


Live 

6. Internet and email usage policy


Live 

7. Acceptable usage policy



Live
8. User password usage policy



Live

9. Clear desk & screen policy 



Live
10. Removable Storage Devices



This proposal



	DETAILS



	See attached.





