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Monitoring of Communications
Policy

This policy applies to all councillors and officers including third party agents, temporary, contract, agency staff and anyone who comes into contact with the council’s information or information systems e.g. Partner organisations.

Effective Date: 
January 2009
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Key Features 

· The Telecommunications (Lawful Business Practice) (Interception of Communications) Regulations 2000 came into force on 24th October 2000.  Their purpose is to give businesses a lawful basis for the interception of business communications without the users’ consent for a range of purposes.  The regulations cover all types of communications including those that are Internet based, by fax and by e-mail and allow businesses, government department, and any public authority to monitor or record communications.

· Salford City Council will monitor communications in accordance with the above regulations.  As an employee, you will be made aware when any monitoring is taking place. You might not necessarily be asked for your consent.
· Managers must ensure that they adopt this policy whenever monitoring is being undertaken.  Employees must be made aware when any monitoring is taking place
If you have any queries or need advice in relation to this guidance, please contact Teresa Webb, Corporate Information Officer. 

Tel 0161 793 2407

teresa.webb@salford.gov.uk
Monitoring of Communications Policy
1.  Introduction

Monitoring is a recognised component of the employment relationship and is carried out to safeguard workers, as well as to protect the interests of the council and its customers. 
When monitoring is being carried out, the council must ensure that they have justification under one of the categories in the Lawful Business Practice Regulations. Best practice would be to gain the consent of users wherever possible. 
The Lawful Business Practice Regulations are designed to allow businesses to check on employees without fear of breaching their right of privacy. 

However, proportionality, justification and transparency will need to be considered in all cases in order to comply with The Data Protection Act and The Human Rights Act.  (See Appendix 1)
This policy will promote awareness of the council’s intention to monitor communications, undertaken by employees.

2.  Objectives

This policy sets out the necessary requirements which must be adopted when the monitoring of communications is undertaken.  This will encompass all forms of electronic communications including those that are Internet based, by fax, by email and by telephone.
This policy is intended to inform managers of the correct procedures which are to be adopted, whenever monitoring is undertaken. It acts as an overarching policy, underneath which, bespoke monitoring policies must sit.  

NB This policy does not cover covert monitoring 
3.  Policy Statement
Whenever the monitoring of communications is taking place, the council must adopt this policy and be compliant with The Telecommunications (Lawful Business Practice) (Interception of communications) Regulations 2000 and associated legislation.
4.  Responsibilities

Managers must ensure that they adopt this policy whenever monitoring is being undertaken. It is the responsibility of managers to;

· Ensure that employees are made aware of any monitoring in accordance with this policy.
· Ensure that any monitoring is done in accordance with acceptable usage policies and point employees to the appropriate policy when informing them that monitoring will take place. E.g., internet and e mail, personal telephone calls (see section 10). 
· It is important that employees do not have an expectation of privacy, in the workplace.  Efforts should be made not to intrude on personal communications but employees need to be made aware that personal communications might be caught during the monitoring process.  
NB Managers are required to ensure that any monitoring which is being undertaken is covered by a specific policy.  It should outline how the policy is enforced and penalties which exist for any breach
5.  Examples of monitoring

 ‘Monitoring’ to which this policy applies includes but is not restricted to:
· Opening up individual workers’ e-mails or listening to their voice-mails

· Examining logs of websites visited

· Listening to or keeping recordings of telephone calls made or received
6.  Impact assessments

Any adverse impact of monitoring on individuals must be justified by the benefits to the employer and others e.g. for training purposes and improvements in service delivery / quality. Managers will need to carry out an ‘impact assessment’ to decide if and how to carry out monitoring. This is the means by which managers can judge whether a monitoring arrangement is proportionate and appropriate.
It involves making a conscious decision as to whether the current or proposed method of monitoring is justified, for example; 
· Establishing the benefits of the method of monitoring

· Considering any alternative method of monitoring

· Weighing these benefits against any adverse impact

· Placing particular emphasis on the need to be fair to individual workers

· Ensuring, that any intrusion is no more than absolutely necessary

· Bearing in mind that significant intrusion into the private lives of individuals will not normally be justified unless the employer’s business is at real risk of serious damage
· Taking into account the results of consultation with trade unions or other representatives, if any, or with workers themselves
58

The complexity of a risk assessment will vary.  Where a manager faces a number of different risks of varying degrees of seriousness, documentation would be advisable.
Managers who can justify monitoring on the basis of an impact assessment will not generally need the consent of individual workers. However, employees must be made aware of when and how monitoring will take place and of the exact nature of any monitoring.
7.  Monitoring of telephone calls or voice-mails
     Key points and possible actions

· If voice-mails need to be checked for business calls when workers are away, employees need to be made aware that this may happen and that it may be unavoidable that some personal messages are heard.
· the use of itemised call records might be considered as an alternative to   monitoring the content of all calls
· Ensure that workers are aware of the nature and extent of telephone monitoring
· Ensure that those making calls to, or receiving calls from workers, are aware of any monitoring and the purpose behind it, unless this is obvious.
· The use of recorded messages, informing external callers that calls may be monitored, should be adopted.  If this is not feasible, encourage workers to tell callers that their conversations may be monitored.

· Employees should be made aware of the extent to which you receive information about the use of telephone lines in their homes, or mobile phones provided for their personal use, for which the council pays partly or fully.
· Information concerning private calls should not be used for monitoring, unless they reveal activity that no employer could reasonably be expected to ignore.

· If any workers using mobiles or home telephone lines for which the council pay, are subjected to monitoring, ensure that they are aware of the nature and the reasons for monitoring.  Remember that expectations of privacy are likely to be significantly greater at home than in the workplace.
.
8.  Monitoring of e-mails and/or internet access
     Key points and possible actions

· Employees need to be made aware of the nature and extent of e-mail and internet access monitoring.  Including the fact that any e-mail might be monitored, even if marked personal.

· The opening of e-mails should only take place when necessary, particularly those marked private or personal, for example during an investigation.

· E-mail monitoring should be confined to address/heading unless it is essential for a valid and defined reason to examine content.

· If workers are allowed to access personal e-mail accounts from the workplace, such e-mails should only be monitored in exceptional circumstances.
NB Where an investigation is taking place, it may be necessary to monitor personal e mail 
9.  General Practical Considerations
· It should be emphasised that all modes of communication are essentially business tools.

· The fact that monitoring is taking place must be communicated both internally and externally.  

· There are non-compliance risks if managers introduce monitoring arrangements without due authority.

· Equipment or systems malfunction can cause information collected through monitoring to be misleading or inaccurate.  Information can also be misinterpreted or even deliberately falsified.

· Alongside any disciplinary or grievance procedures, workers must be given opportunity to see and if necessary explain or challenge, the results of any monitoring.

· The right of access of workers, to information about them which is kept for, or obtained through, monitoring must not be compromised.  Monitoring systems must be capable of meeting this and other data protection requirements.
.
10. Relevant policies and guidelines
· Internet and Email usage Policy 
· Data Protection Policy  
· Acceptable Usage Policy.  
·  Council policy on the allocation and use of landlines and mobile phones
Appendix 1

Relevant Legislation and Regulations

The Regulation of Investigatory Powers Act 2000, establishes a new legal framework for the interception of communications. The Act ensures that the UK's

interception regime is compliant with the Telecommunications Data Protection Directive (97/66/EC). It covers all types of electronic communication made by means of a public telecoms network including, for example, fax and email. The requirement also extends to communications on private networks which will also travel or have also travelled on a public network.
The Telecommunications (Lawful Business Practice) (Interception of communications) Regulations 2000

These Regulations came into force on 24th October 2000. Their purpose is to give businesses a lawful basis for the interception of business communications without the users’ consent for a range of purposes. The Regulations will cover all types of communications including those that are Internet based, by fax and by email.

The Regulations allow businesses, government departments, and any public authority to monitor or record communications to:

(a) Establish the existence of facts

(This will allow interception for purposes such as audit, dispute resolution etc.)

(b) Ascertain compliance with practices or procedures (regulatory or self regulatory).

(c) Monitor standards of service and staff training

(d) Safeguard national security

(e) Detect and prevent crime

(e.g. fraud or corruption)

(f) Prevent or detect the unauthorised use of a telecommunications system.

(This will allow interception for detecting the unauthorised use/misuse of an e mail/internet system by employees.)

(g) Maintain the effective operation of the system

(e.g. to protect the network against viruses or hackers.)
Employers may also monitor but not record communications for the purposes of

establishing whether or not the communication relates to the business. This allows the opening of an employee’s e mail account whilst they are on holiday.

Furthermore monitoring (but not recording) of communications to help lines providing confidential counselling and support services free of charge on an anonymous basis is allowed.

In all of the above cases the interceptor is required to make all reasonable efforts to inform correspondents that the communication may be intercepted. 

The effect of the RIP Act and the Regulations is that, organisations or managers which intercept on their own systems will need to be sure that their actions are 
legally authorised either through getting consent from the users or through ensuring they fall into one of the above categories. 
The Data Protection Act 1998

Any interception which involves obtaining, recording or otherwise processing personal data by means of automated equipment (for example recording calls or filtering email contents) also falls within the scope of the Data Protection Act 1998. So too does the holding or processing of personal data after the interception has taken place. It gives increased rights of access to the subjects and also places heavier obligations on those processing the data. Amongst other things, the Act requires the personal data to be processed fairly and lawfully and for the subject to be given access to it.
The Human Rights Act 1998

This confers the right to privacy on individuals not just in the home but also in the

workplace (article 8). 

The Lawful Business Practice Regulations are designed to allow business to check on employees without fear of breaching their right of privacy. 

However, proportionality, justification and transparency will need to be considered in all cases in order to comply with the Human Rights Act.
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