Report to Lead Member on the Proposed Replacement Data Centres and Uninterruptible Power Supply

This report provides an overview of the proposed Replacement Data Centres and Uninterruptible Power Supply Systems.

Introduction 

This section provides an introduction to the current situation.

Data Centres

The Council has a six main Data Centres located throughout the City at the following locations: -

· Computer Centre, Civic Centre

· PABX Room, Civic Centre

· Turnpike House

· Little Hulton Housing

· Blackfriars Housing

· Eccles Housing

These data centres contain a large number of servers, networking equipment and Storage Area Networks.  Over the last five years the number of servers operated by the Council has increased significantly from approximately twenty to well over two hundred today.  This has put massive pressure on the current data centres leading to problems with space, power and heat.

The Council has committed to achieving the British Standard for Information Security (BS7799). The consultant advising the Council has stated that the current Data Centres do not comply with the Standard. 

Uninterruptible Power Supplies

One aspect that is common to all ICT hardware and thus applications is the reliance on a reliable electrical power supply.  Currently the majority of the Council’s ICT equipment has little or no protection against the loss of power.  Unlike a Desktop PC which will normally recover from a power failure without consequences, Servers, SAN and Network equipment require a proper shutdown procedure to avoid corruption of data and settings.  The downtime of a service through the loss of power may be extended by several hours whilst the systems are restored from backup tapes. 

The Case for Change

This section sets out the reasons why these two proposals need to be considered.

Data Centres

The largest concentration of Servers is in the Computer Centre, which is a building with glass walls, which over the last couple of years has experienced a number of successful and attempted thefts.  The design and location of the building is insecure and therefore unsuited to carry on as the Council’s primary site for the location of its core servers.  The building does not currently have any backup power services and the air conditioning in one of the rooms is at capacity.  There have been a significant number of power disruptions to the building in the last couple of years because of the increased amount of equipment that is now installed.

The PABX room contains the second largest concentration of servers in the Council. Originally this room was designed to house the Civic Centre’s telephone system. The room has subsequently been used to locate some of the servers, which would traditionally have been located in the Computer Centre. The PABX room was used to provide a level of resilience and reduce the rate of servers being installed in the Computer Centre.  The PABX room air conditioning is over capacity and there is no backup power supply to the servers.  The PABX room is also at physical capacity with no expansion possibilities currently available.

A Media Store has been established on the Civic Centre Campus to provide a secure location for the Backup of the data on Windows servers to tape.  This room is separate to the other two Data Centres on the Civic Centre and has its own air conditioning system, however there is no backup power supply

The Council has four Nodal sites, which were originally developed as Network Hubs with backbone connectivity to the Civic Centre.  Each of the Nodal sites now has servers located in them to provide services to the local sites. These rooms have poor air conditioning and no backup power supply.  The majority of the rooms are nearing physical capacity.  Security at the Nodal sites is weak with several thefts from the buildings including one from the server room at Eccles, where a large number of discs were stolen resulting in replacement costs of £15K together with a significant amount of downtime.

All the locations suffer from a large amount of employees and third party engineers entering them for a wide range of reasons.  There is no buffer zone between the entrance to these rooms and the servers removing the ability to provide a “lights out” solution to reduce physical access to the servers. 

Many of the services run on servers located around the Council are duplicated because of location and historical reasons.  As part of the project it is proposed to reduce the number of servers on the network by retiring some duplicated servers and also clustering multiple servers together to form single virtual servers, which provide increased resilience and availability together with reducing revenue costs.

If the Council wishes to achieve the BS7799 standard the Council’s ICT equipment will need to me moved from the Computer Centre to a new location or the Computer Centre will need significant alterations.

Uninterruptible Power Supplies

The two Data Centres on the Civic Centre Campus have had many problems with the reliability of the power supplies.  This problem is emphasised because these two Data Centres host the majority of the servers, which are used, by the Civic Centre Campus and the rest of the Council.  The other Data Centres also experience reliability problems with their power supplies particularly during severe weather conditions. 

Proposals

This section sets out the proposed changes to the Council’s Data Centres and the introduction of a managed and protected power supply to these locations.

Data Centres

It is proposed that all servers and SAN equipment from each of the six Data Centres is migrated to a new purpose built Data Centre on the Civic Centre campus with some selective servers being moved to A Resilient Data Centre located at Crompton House.  Each of the Data Centres will be fitted with air conditioning, monitoring equipment and backup power supplies.  All data and voice circuits will be moved to the PABX room from the computer centre.  Once the project has been completed the majority of ICT equipment will be removed from the Computer Centre allowing the building to be used for other purposes.

Uninterruptible Power Supplies

It is proposed that UPS systems and Generators are installed at all six Data Centres to protect all ICT equipment.  Existing UPS systems in the Civic Centre Data Centres will be replaced as part of the proposal.

The new UPS and Generator system will have capacity built in to provide additional protection for new servers in the future.  It will also be possible to provide power protection to key Offices such as the Emergency Planning Office, Out of Hours team and Senior Management Offices.

Financial Information

The cost of creating a new Data Centre is estimated to be up to £200K which includes building work, air conditioning, electrical installation, data cabinets, security and data cables. The resilient Data Centre at Crompton House should only require the installation of a UPS which can be funded from the UPS budget in the Education and Leisure ICT Infrastructure project.

It is proposed that this work can be funded from unsupported borrowing. The revenue financing costs of this borrowing will be approximately £20k per annum, which can be funded from a combination of savings of £5,700 per annum from maintenance contracts as a result of the clustering together of servers (see earlier comments) plus utilising a part of the saving generated on Oracle licences for the balance of £14,300. (NB. This would still leave savings from the Oracle licence of approximately £140k per annum)

The UPS and Generator installation is expected to be within the budget allocated for UPS’s in the Education and Leisure ICT Infrastructure project, which is £145K 

Recommendations

Lead Members are asked to approve the request to create a new Data Centre on the Civic Centre Campus and remove the servers from the Computer Centre, which can be used for Office Accommodation. The capital cost will be funded from unsupported borrowing, with the consequential revenue financing costs being met from savings on maintenance contracts and the Oracle licence.  An additional Data Centre will be created at Crompton House to provide a location for servers providing Business Continuity services.  The addition of a Generator and UPS will protect the Council against power losses, which are becoming more common across the globe as more businesses and organisations become dependant on the use of ICT.

