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	TITLE:  Corporate Fax Policy 








	RECOMMENDATIONS :

To approve the Corporate Fax Policy for Controlled Data  and support its adoption throughout the organisation



	EXECUTIVE SUMMARY: 

This policy has been written to ensure when controlled data is faxed (as defined by the Corporate Access to Information Policy), it is done so in a secure / controlled manner to reduce the risk of data loss or unauthorised access to that data.

This policy provides details on how to securely fax controlled data and on the preferred and more secure alternative methods to faxing.

A Communications Strategy is also planned to promote and support the issue of the policy as well as the availability of summarised best practice posters which can be placed near every fax machine.



	BACKGROUND DOCUMENTS :





BACKGROUND DOCUMENTS:


(Available for public inspection):
None
KEY DECISION:
NO 
DETAILS:

KEY COUNCIL POLICIES: The proposed above policy will form part of the Council’s overall Information Security / Governance policies.
EQUALITY IMPACT ASSESSMENT AND IMPLICATIONS:-  The policy helps to protect the privacy and personal data of all individuals.
No impact on any equality strand.
ASSESSMENT OF RISK:

High, - if an incident occurs whereby data is incorrectly faxed then the council could face action from the ICO, who has the power to impose fines of up to £500K.  This policy in itself will not completely remove this risk, but its guidance will allow users to make informed choices and its adoption will demonstrate that the council takes such matters seriously.
SOURCE OF FUNDING:  
Not applicable.
LEGAL IMPLICATIONS 
Potential ICO fines and / or formal undertakings may be placed on the council if data is incorrectly faxed.

FINANCIAL IMPLICATIONS 
No capital or revenue cost. However potential fines, as noted above.
OTHER DIRECTORATES CONSULTED: 
Discussed with CHSC Directorate, who already had an internal Fax Policy / Best Practice document relating to personal (client) data, which has been adopted and amended (with permission) for council-wide use.
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