THE CASE FOR ENCRYPTED E-MAIL FOR SELECTIVE STAFF WITHIN SALFORD CITY COUNCIL

INTRODUCTION

Desktop Services have been asked to provide a report on the feasibility of implementing an encrypted mail service for selective members of the City Council. Previous attempts have been made to provide this kind of facility for the Community and Social Services Directorate and costs have been submitted. Unfortunately, no budget was available and the Social Services Directorate asked us to place this requirement on hold until further notice

RECENT DEVELOPMENTS

An Internal Audit was carried out several months ago to gain an overview of current and future encryption requirements in Salford City Council (SCC). Extracts from the report are as follows: -

· Iinvestigation of the need for data confidentiality labeling and encryption is at an early stage and there is little assurance that can be given at the moment that all current data is appropriately protected.

· In general, SCC was found to be the provider of information to Government departments through systems they control, or users of other organization’s systems. Encryption mechanisms are embedded in the technologies used and there is little scope for people to choose not to use encryption, leading to interception or disclosure of confidential messages if officially authorised procedures are followed.
· Documents published by the office of the e-Envoy e.g. Confidentiality (Version 3 Sept 2002) and Security Architecture (Version 2.0 Sept 2002) set out frameworks for local authorities on data confidentiality labeling and encryption. In general, commercially available solutions were to be used, such as S/MIME v3 and HTTPS (Secure Sockets Layer - SSL over HTTP).  SCC’s scheme to define data confidentiality and labelling requirements is in the early stages of development.  When complete, the need to encrypt more data than is currently the case might be identified.

· When pupils move between schools there is a need to also transfer certain pupil data.  The Department for Education and Skills (DfES) set up a secure web site for this purpose (http://www.teachernet.gov.uk/management/tools/ims/s2s). We were informed that in some cases, pupil data relating to moves within Salford was sent by email. We also learned that discussion has taken place on the need to encrypt these emails and that discussions had taken place with a potential supplier of encryption solutions, but the decision to proceed has not yet been made.

· Social Services are part way through a project that will ultimately implement mobile computing for some of their staff. There will probably be a need to encrypt the transmission of data (data in Social Services is currently not encrypted) and to use strong authentication to ensure security.  E-Government literature on confidentiality and data labeling uses examples to illustrate the protection it anticipates at various levels of confidentiality. One of those requiring protection by encryption uses an illustration quite close to data maintained by Social Services

The following recommendations were identified: -

	Ref
	Recommendation 
	Priority

	F1

3.1
	Agreement should be reached on overall ownership of PKI and encryption policy in the Authority.
	H

	F2

3.1
	A common policy on PKI and encryption for the Authority should be agreed and published.
	H

	F3

3.1
	A framework for the implementation of PKI and encryption that minimises costs and security threat should be agreed and implemented for the Authority.
	H

	F2

3.2
	An investigation of the need for data labelling in line with the Confidentiality E-Government paper (E-Government Strategy Framework Policy and Guidelines Version 3.0 September 2002) should be undertaken.
	M

	F3

3.6
	Pupil data sent between schools when pupils move should be sent via “official” channels i.e. the teachernet secure link.  If there is also a need to share data outside of the framework required by the DfES, due account should be taken of the need to protect the privacy of this data and appropriate protection used e.g. it may be adequate to email additional data in password protected files but specific requirements should be confirmed with the SCC Information Officer (Teresa Webb).
	M

	F4

3.8
	Confirmation on the scope of testing carried out on behalf of credit card companies should be sought. If the scope of testing did not include system architecture (protection by firewalls, operating system and web server configuration) then an assessment against Visa / MasterCard requirements should be undertaken (this can be done internally).
	M


It has become evidently clear that one of the key issues facing Salford City Council is compliance with the relevant legislation regarding the electronic transmission of confidential information and to respond to increasing partner concern about the need for secure messaging. There is a mandatory DPA requirement for the whole authority to provide a secure/encrypted service for relevant users who send sensitive information outside the City Council’s network
CURRENT POSITION

Desktop Services have gone to the market again to come up with an appropriate solution that will encompass the needs of the authority in a way that is easy to manage. The are various solutions on the market that can provide the above functionality but few can give the centralised management facility that would be required in order that the usage of such systems could be managed via a “gateway” solution. The solution we have come up with is a scalable solution that can grow with the needs of the organisation.

The costs for such a solution are as follows:-

	DESCRIPTION
	CAPITAL COST
	REVENUE COST

	PGP 50 User Gateway
	£3139 + £5k server
	£783

	PGP 100 User Gateway
	£4995 + £5k server
	£1327

	PGP 250 User Gateway
	£9995 + £5k server
	£2777


Following discussions with the Information Security Manager, it would be his intention to ensure that we provide at least 200 users with this functionality within the next 12 months. It is therefore recommended that an initial purchase of a 250 user license be agreed with a total cost of no more than £16K

