PART ONE
ITEM NO.7

REPORT OF THE

DIRECTOR OF CORPORATE SERVICES

To the: Quality and Performance Scrutiny Audit Sub Committee

On:
Monday 19th January 2004

TITLE: INTERNAL AUDIT ACTIVITY AUGUST TO DECEMBER 2003

RECOMMENDATIONS:
Members are asked to note the contents of the report.

EXECUTIVE SUMMARY:
The purpose of the report is to inform members of Internal Audit activity in the period August to December 2003.

BACKGROUND DOCUMENTS:

Various reports and supporting working papers

ASSESSMENT OF RISK:

Internal Audit projects incorporate detailed risk assessments of the area under review. 

THE SOURCE OF FUNDING IS:

N/A

LEGAL ADVICE OBTAINED:

N/A

FINANCIAL ADVICE OBTAINED:

N/A

CONTACT OFFICER:

Chris Griffiths Business Assurance Manager 0161 793 3217

WARD(S) TO WHICH REPORT RELATES:


Various

KEY COUNCIL POLICIES:


N/A

DETAILS:

Report details are contained in the table below.

COMMUNITY & SOCIAL SERVICES



SUBJECT
Pensions & Residents Savings


REF
2279/CCS/03

AIMS & OBJECTIVES

The Pensions and Residents Savings section within Community & Social Services are responsible for collection and distribution of Pensions and the collection and withdrawal of Residents Savings.

The audit sought to examine the following procedures currently undertaken within the Pensions & Residents Savings Section:

· Receipt and distribution of pensions

· Administration of Pensions

· Administration of Savings and withdrawals

· Setting up of saving accounts



AUDIT OPINION

The control environment for the processing of pensions and residents savings is good.  However, in order to improve the service as a whole, there are a small number of areas where recommendations were made to further improve controls.



MANAGEMENT RESPONSE
· Management agreed all recommendations made and took immediate action to implement them.



CORPORATE SERVICES








SUBJECT
Backup and Recovery 


REF
2461/CS/03

AIMS & OBJECTIVES
The focus of the review concentrated on the backups taken by Desktop Services and Computer Services (both part of Corporate Services IT Net). Desktop Services are responsible mainly for the Microsoft platforms used to support shared file servers and Salford Intranet and Internet sites.  Computer Services provide support for the mainly Unix based servers supporting major applications such as Council Tax, SAP and Carefirst.

The objective of the audit was to determine the controls over the following risks:

· Completeness of the backup schedule

· Integrity of the backup process

· Efficiency and effectiveness of the recovery process.



AUDIT OPINION
Provision of a backup function across Salford City Council is well established and covers all the major servers and applications.  

Key recommendations:

· Backup and recovery procedures should be brought together in a single document, which is reviewed at least annually

· Server commissioning and de-commissioning checklists should be created, completed and reviewed to ensure changes to asset records, backup schedules, and security arrangements are complete and timely

· A cost benefit analysis of the advantages of standardising on common backup technology should be undertaken
· An unobtrusive case capable of providing shock and weather protection should be purchased for the transport of tapes externally.



MANAGEMENT RESPONSE

Management has agreed the recommendations made, and have agreed to action between now and September 2004.  



SUBJECT
2002/03 Payroll 

REF
2307/CS/03

AIMS & OBJECTIVES
The audit considered the risks and controls associated with the following processes:

· Setting up, maintenance and deletion of posts

· Setting up, maintenance and deletion of employees records

· Additional payments and allowances, and deductions from pay

· Payment of wages and salaries

· Termination of employment. 

The audit examined the key business risks that may prevent the Payroll Section from achieving its strategic aims and objectives. The audit sought to check that adequate controls were in place and operating effectively to reduce these risks.  



AUDIT OPINION
Overall, the Payroll Section has shown further improvements on the previous year’s performance. Since the introduction of the new financial system (SAP), there has been consistent year on year progress and it is anticipated that further improvements will be achieved in the 2003/04 financial year through the introduction of additional controls and enhanced budget, establishment and other financial monitoring. Although the Section's control environment is improving and becoming more established, a number of areas were identified where improvements to existing controls are still required.



MANAGEMENT RESPONSE

All recommendations made were agreed.

SUBJECT
Accounts Payable 2002/3

REF
2328/CS/03

AIMS & OBJECTIVES

Internal Audit undertakes a review of the purchasing and accounts payable systems on an annual basis.  The objective of the review is to provide management with an independent appraisal of the adequacy of controls in the key functional processes within the purchasing and accounts payable systems.  The review was undertaken using payments and information obtained relating to the financial year 2002/3.

The results of the review are not only subject to internal scrutiny but also subject to external scrutiny by the Audit Commission under the managed audit arrangements.  The Audit Commission seeks to ensure that controls are in place to prevent:

· Incorrect payments being made

· Incorrect accounting/poor budgetary control

· System failure.
Testing undertaken during this review sought to ensure that there were adequate controls in place to mitigate these risks and that the controls were operating effectively.



AUDIT OPINION

It is agreed that the introduction of the new financial systems in April 2000 has represented a significant change to working practices.  The testing undertaken for this audit review has highlighted the issues that have already been raised and documented within the last audit report, for which discussions have been held with management and recommendations have now been agreed.  

The audit found that most of the key risks are adequately controlled.  Only two key controls require attention, relating to the control of cheques and contingency plans in the event of an IT failure. 



MANAGEMENT RESPONSE

All recommendations made were agreed.

SUBJECT
Council Tax


REF
2316/CS/03

AIMS & OBJECTIVES

The audit sought to examine the procedures currently operating within the provision of the council tax service, and this involved evaluating the risks and controls involved in the following processes:

· Banding of Properties

· Assessment of Liabilities

· Awarding of Reliefs

· Generation of Bills

· Financial Information

· Enforcement of Debts

· Council Tax Database.

The audit assignment was conducted through discussions with council tax staff, a review of the records and documents in use and the execution of an appropriate testing programme.  The review relates to the financial year 2002/03.



AUDIT OPINION

The audit review indicates that, for most areas looked at, controls are operating effectively.  However, in order to improve the service as a whole, there are a number of areas where improvements to controls can be made. 

It is acknowledged that a number of these improvements are dependent on the replacement computer system, which is currently being planned.

The 

MANAGEMENT RESPONSE
The recommendations have been accepted and appropriate timescales agreed upon by management.  



SUBJECT
E-Government Programme
REF
2455/CS/03

AIMS & OBJECTIVES

The audit assessed the degree of control over the following categories of risk, threatening the management of the E-Government Programme:

· Programme Management

· Communication and Information Management

· Meeting Business Needs.

Note:  The audit focused on the work of the Programme Manager and E-Government Services Team, but also covered Directorate activities, where this was found to be practicable.


AUDIT OPINION

In Internal Audit's opinion, the E-Government Programme has successfully built on the achievements of the Information Society and Pathfinder Projects.  The audit has identified that governance procedures, capacity building measures and change management products, such as BPR/Project Management methodologies, have become more embedded within the cultures of Salford Advance, Programme management and the Directorates.  The audit has also identified that great strides have been made in implementing technical solutions, which enhance the Council's ability to meet Government targets and information requirements for service e-enablement, as measured again BVPI 157.  They also help the Council to achieve its own vision for organisational transformation.

However, testing of specific governance controls, e.g. elements within the Salford Method of PRINCE 2 project management methodology, has revealed concerns about their effectiveness, in terms of practical application.  Concern must also be expressed about the effectiveness of controls related to the promotion of e-government solutions, in terms of covering the key risks related to meeting business needs, bringing about culture change and improving services to the public.  Controls are therefore in place, but Programme Management has recognised that these will require enhancing and strengthening, if the levels of commitment to and take-up of e-government solutions are to be improved within the Directorates.

Main recommendations:

· Improvements are needed to corporate commitment and support from senior manager and members, both strategic and financial.

· The Programme Manager should report to the Cabinet briefing meeting on a quarterly basis, on progress against the plan and BVPI 157, together with corporate working issues and risks.  This group should act as the Programme Board Executive.

· A review should be undertaken of the use of the Salford Method of Prince 2, at Programme level and within the individual projects.



MANAGEMENT RESPONSE

Management has agreed all the recommendations and they will be actioned between now and April 2004.  



SUBJECT
Loans and Investments


REF
2325/CS/03

AIMS & OBJECTIVES

The aim and objective of this audit was to identify the risks and associated controls in respect of the following processes:

· Determine Dealing Requirements

· Negotiate Deals

· Make and Receive Payments

· Maintain Diary

· Logotech Computer System.

The audit was conducted through discussions with the Accountant and the Assistant Group Accountant who are responsible for the section, in addition to examining the documentation held by the section.  The documentation reviewed related to the 2002/03 financial year.



AUDIT OPINION

The review found that the controls in place are operating efficiently and are well executed by the loans officers.

There are only two areas where improvements to existing controls are required.



MANAGEMENT RESPONSE
Both recommendations were accepted and implementation dates agreed by management.



SUBJECT
Treasury Management Computer systems
REF
2439/CS/03

AIMS & OBJECTIVES

The objective of the audit was to determine the controls over the risks related to the operation of the Financial Director and Logotech computer systems, as used by the Corporate Accountancy Section for the Treasury Management function.  The following risk areas were covered:

· System access 

· Security of transactions.


AUDIT OPINION

The audit has concluded that the risks are well controlled, in terms of the access and security functions built-in to the computer systems and the link to the Bank.  It should also be noted that the system forces a division of duties between the officer initiating a transaction and the officer verifying and authorizing it.   As part of the verification procedure, supporting documentation is examined and signed off by the approving officer, then passed to the Treasury Management Team. 

However, in Internal Audit’s opinion, backup procedures could be improved for the two computer systems and recommendations have been made to address this issue.  A recommendation was also be made to the effect that the supporting documentation be passed to the Clerical Assistant, rather than back to the Treasury Management Team.



MANAGEMENT RESPONSE

Management has agreed the recommendations, but those relating to the review of backup procedures, are subject to the availability of resources for new hardware.  



SUBJECT
Post Opening (Benefits) / Salford Direct


REF
2350/CS/03

AIMS & OBJECTIVES

Salford Direct has a dedicated Support Services section comprising of approximately 28 members of staff.  The team is based within phase 3 of the Civic Centre.  The objective of this review was to determine that controls exist in relation to the following areas: 

· Receipt of Post   

· Processing Post

· Distribution of Internal Post

· Despatch of Internal Mail.

Whilst the team undertakes various duties the specific subject of this review was post-opening duties.  Other duties relating to the process of scanning and indexing benefit claims will be looked at as a separate issue within a benefits audit.  



AUDIT OPINION

The area of post opening has been subject to a review by the Benefit Fraud Inspectorate from which a favourable review was received.  Both the Operations Manager and the Section Leader are aware of the importance of the work undertaken and has ensured that the necessary measures have been taken to ensure compliance.

This particular review concluded that controls in place are particularly robust and adhered to by all members of staff concerned, therefore no recommendations were deemed necessary.



MANAGEMENT RESPONSE

Not applicable as no recommendations were deemed necessary.



SUBJECT
Software Development


REF
2358/CS/03

AIMS & OBJECTIVES

The aim of the audit was to determine the degree of controls over the following risk areas:

· Personnel / succession

· Operational / procedural

· Technical

· Security / resilience

· Organisational.

The audit focused on the development work of the Software Development (S.D), Team, but took into account the fact that other functions within IT Net and Salford Advance are involved in software development, e.g. the E-Government Team.



AUDIT OPINION

Software development is delivered by two teams within IT – Salford Advance and IT Net Software Development.  This has created some differences in standards, development tools and methods of design and management. However, in both teams, substantial assurance can be given on the level of controls that exist.

To conclude, the review has established that risks relating to the day-to-day operation of the IT Net software development function are reasonably well covered, and that progress is being made to iron out weaknesses.  In terms of the higher-level risks currently threatening the S. D. Team, management has formally identified these and included them in the Business Plan, but there is much work to be done to move the Team forward, given the challenging environment in which it will have to operate.

There are a number of recommendations to improve the existing arrangements:

· Implement handover procedures for work when staff leave

· Adoption and rollout of a formal system to manage development standards

· Software Development management should be fully involved in the feedback from and assessment of the pilot for the "mini" version of the Salford Method

· PSO and Software Development management need to establish a system for assessing the relative priorities of developments/projects being undertaken by the Team, at any given moment in time

· Within IT Net and Salford Advance, a number of teams are undertaking development work.  It is suggested that steps be formally taken to establish whether this situation, or any proposed situation for the future, has or is likely to result in duplication of effort on systems or standards etc.



MANAGEMENT RESPONSE

Management agreed to implement all audit recommendations. All of these have action dates in September 2003 to start the dialogue, though it is accepted that the implementation of actual changes may take place after that.



DEVELOPMENT SERVICES 



SUBJECT
Quantity Surveyors – Contractual Claims


REF
2333/DS/03

AIMS & OBJECTIVES

In construction contract agreements, there are inbuilt clauses both in ICE and JCT standard forms of contract, which give contractors the right to make a claim within a reasonable time frame, against the employer under certain circumstances for loss of profit and/or expense.

The aim of the review is to ensure that the risks associated with the assessment of Contractual Claims have been adequately controlled. 

The scope of the audit covered the following contractual processes: 

· Notification of claim from contractor

· Evaluation and award of extension of time

· Notification of value of claim

· Evaluation

· Process settlement.



AUDIT OPINION

The administration of the contractual claims process is generally well controlled, however, there are a number of areas where more detailed records should be retained to ensure the interests of the Officer responsible for administering the claim are protected. 

The records retained should show (and therefore provide supporting evidence of) what actions the Design Team have taken to evaluate the contractual claim, what has been done to settle the claim with the contractor and why the particular course of action was chosen. The majority of contracts looked at in the audit sample did not contain detailed documentary evidence supporting the actions taken by the QS/Design Team.



MANAGEMENT RESPONSE

The majority of recommendations were agreed to although the QS section questioned the need to provide extra information relating to the claims on their monthly report.

It was therefore agreed to maintain the existing level of reporting, although this issue will be monitored and considered at the next audit review.

EDUCATION AND LEISURE



SUBJECT
Primary School (Change of Head)


REF
2372/EDU/03

AIMS & OBJECTIVES

The objective of the audit review was to provide an independent appraisal of the adequacy of the financial information and record keeping of the school.  The audit was performed in conjunction with Education Accountancy in order to provide reassurance to both the outgoing and incoming Headteachers that controls are operating effectively and to identify any areas that are in need of improvement or additional controls.  The testing undertaken was restricted to key areas.  The school is scheduled to be audited shortly in accordance with the internal audit programme of school visits, so a full audit review will be arranged when the new Headteacher is in post.      

The scope of the audit was to assess the suitability of controls, information and records maintained within the processes of financial management and financial administration   and to determine whether there was a need for improvement or additional controls.  



AUDIT OPINION

The audit review indicates that the majority of the areas looked at were particularly well managed with robust controls in place that are operating effectively.  

As a result only two recommendations were necessary to further improve controls:   

· The school should ensure that separate cost centre codes are input to the SIMS system by the Accountant in order to maintain adequate records in relation to grants received.

· The School Fund account should be reconciled to the bank statement on a regular basis and a record retained to evidence the fact it has been undertaken.  Additionally once the account has been annually audited a Statement of Account should be produced and made available for inspection by the Governing Body.



MANAGEMENT RESPONSE

Management agreed to implement both audit recommendations.



SUBJECT
 Primary School


REF
2369/EDU/03

AIMS/OBJECTIVES
Standard risk based school audit.



MAIN CONCLUSIONS AND RECOMMENDATIONS
The audit review concluded that a number of the areas reviewed are in need of significant additional controls to improve existing procedures. 

As a result a number of recommendations are deemed necessary to effect these improvements.  

Whilst the school has amalgamated its former Infant and Junior departments, there are still some areas where administrative procedures are carried out separately by different staff.  It is acknowledged that this is due to the size of the school and the location of the staff within the school buildings.  As a result, there are some differences in the manner in which some of the procedures are undertaken and therefore the auditors have examined and reported upon these areas separately.  The Headteacher has stated that she intends to reorganise some of the procedures and the tasks allocated to particular members of staff. 



MANAGEMENT RESPONSE
The Headteacher has agreed to implement the recommendations made.



SUBJECT
Primary School (Change of Head)


REF
2465/EDU/03 

AIMS/OBJECTIVES
The objective of the audit review was to provide an independent appraisal of the adequacy of the financial information and record keeping of the school.  The audit was performed in conjunction with Education Accountancy in order to provide assurance to the new Headteacher of the adequacy of the financial systems, and to identify any areas that are in need of additional controls or where correction of identified errors in financial records is required.

The review undertaken was restricted to the following key areas:  

· Budgets, Income, Grants & Expenditure

· Pupil Information

· Payroll & Payment of Supply Teachers

· Bank Accounts

· Cash

· Unofficial Funds

· Inventory.



AUDIT OPINION

The audit review found that adequate measures are in place to control the majority of risks.

However, the review highlighted several areas that could be improved with some additional controls. 



MANAGEMENT RESPONSE

Management agreed to implement all the recommendations made by audit.



SUBJECT
Primary School  (Change of Head)


REF
2379/EDU/03 

AIMS & OBJECTIVES
The objective of the audit review was to provide an independent appraisal of the adequacy of the financial information and record keeping of the school.  The audit was performed in conjunction with Education Accountancy in order to provide reassurance to both the outgoing and incoming Headteachers of the adequacy of the financial systems, and to identify any areas that are in need of additional controls or where correction of identified errors in financial records is required.

The testing undertaken was restricted to key areas.  The school is scheduled to be audited shortly in accordance with the internal audit programme of school visits, so a full audit review will be arranged when the new Headteacher is in post.   



AUDIT OPINION

The audit review indicates that, for most areas looked at, controls are operating effectively.  However, in order to improve the financial administration undertaken within the school, there are a small number of areas where improvements to controls would be beneficial. It is anticipated that the implementation of the recommendations made within the Action Plan will assist in the smooth hand over between Headteachers.



MANAGEMENT RESPONSE

Management agreed to implement all the recommendations made by audit.



SUBJECT
Primary School


REF 
2371/EDU/03

AIMS & OBJECTIVES

Standard risk based school audit.



AUDIT OPINION
The audit concluded that the majority of the areas reviewed were well managed with controls in place that were working efficiently.

There are a variety of minor recommendations highlighted in the following report detail that are largely to further improve generally sound working practices. Many of the recommendations made in the report relate to areas that were highlighted by the Headteacher as areas in which assistance would be welcomed, in order to improve controls, and become more efficient.



MANAGEMENT RESPONSE

Management agreed to implement all the audit recommendations.



SUBJECT
Primary School


REF
2351/EDU/03

AIMS & OBJECTIVES
Standard risk based school audit.



AUDIT OPINION

The audit review concluded that the majority of the areas looked at were particularly well managed with robust controls in place that are operating effectively.  As a result only a small number of recommendations to further improve controls are necessary.

There were five recommendations made of which four required immediate attention:

· Upon completion of an independent review the Headteacher or delegated member of staff should sign and date the appropriate record to evidence the fact.  

· A record should be established into which items of property or amounts of money handed in should be recorded.  Additionally, in order to protect the integrity of the school Secretary, a record of the value of the float retained for providing dinner monies to pupils should be initiated and updated as and when necessary.  

· Guidance should be provided by a delegated member of staff on how to maintain adequate records in relation to pupil savings records.  The balances for all pupils who participate in the scheme should be ascertained.  Following this a full reconciliation should be carried out in order to verify existing records and thereafter-periodic independent reviews should be undertaken and documented.  An annual statement of account should be produced for the Governors inspection.  

· Financial records should be stored securely.  



MANAGEMENT RESPONSE

All recommendations made were agreed. 

SUBJECT
Primary School


REF
2370/EDU/03

AIMS & OBJECTIVES

Standard risk based school audit.



AUDIT OPINION

The audit review concluded that the majority of areas analysed are well managed with suitable controls in place with the school’s finances being well administered.  However, there are several areas that require further attention.

As a result, a number of recommendations to improve controls are needed.  There were three recommendations made which required immediate attention as follows:

· The school should pursue reimbursement from the Community Wing in respect of a high value unpaid invoice.

· School office staff should hand over the entire balance of monies collected in respect of school meals, promptly. Additionally, the monies should be counted in the presence of both the Clerk and the Cook Supervisor, who should sign the receipt at this time.

· The school inventory should be reviewed and updated to reflect instances of stock acquisitions and disposals. All entries should be dated and appropriate serial numbers of electrical items should be included. The record should be reviewed on an annual basis and signed and dated by the member of staff undertaking the review.



MANAGEMENT RESPONSE
The Headteacher has agreed to implement the recommendations made.


SUBJECT
Primary School (PIR)


REF
2097A/EDU/03

AIMS & OBJECTIVES
The original audit report concluded that, “very good controls were found to be operating in most of the areas reviewed”.  Only a few minor improvements were required to controls already in place.

The objective and scope of the PIR audit, was to provide an independent appraisal of the implementation of agreed recommendations together with an assessment of the adequacy of the financial information and record keeping pertaining to changes in practices that have occurred since the audit undertaken in 2002.  Changes have occurred in the following areas: 

· Banking Arrangements

· Fire Drill Records

· Contents of the Governor’s Annual Report and the School Prospectus

· Income

· Payroll.



AUDIT OPINION
The audit review concluded that all agreed recommendations had been implemented.   

Any changes in practices within procedures deemed to previously be well controlled in the audit undertaken in March 2002 had been accomplished satisfactorily in order to mitigate identified risks.

Very good controls are therefore currently operated in all areas subject to internal audit review, so no further recommendations are necessary.



MANAGEMENT RESPONSE

No management response was required as no further recommendations were made.



SUBJECT
Primary School


REF
2443/EDU/03

AIMS & OBJECTIVES

Standard risk based school audit.



AUDIT OPINION

The audit review concluded that the majority of areas analysed are well managed with suitable controls in place with the school’s finances being well administered.  However, there are some areas that require further attention.

As a result, a number of recommendations to improve controls are needed.  There were three recommendations made which required immediate attention as follows: 

· Procedures should be implemented to ensure that income received by the school is banked on a more frequent basis.

· Procedures should be introduced to ensure that all invoices falling under the CIS regulations are forwarded to the Corporate Service Directorate for payment. Additionally, the school should request that any invoices likely to qualify under the Scheme state a full breakdown of the labour and material elements.

· All newly purchased computer equipment should be indelibly marked with the school name, using a durable form of security marking. Additionally, security measures should be increased in respect of the computer equipment.



MANAGEMENT RESPONSE

The Headteacher has agreed to implement the recommendations made.
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