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Salford City Council – Mobile & Removable Storage Device Usage Policy

Mobile & Removable Storage Device Usage Policy 
(This policy is used to support, as necessary, the relevant parts of the Corporate Information Security Policy)
for
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Introduction
Salford City Council (SCC) is reliant on information for the delivery of a diverse range of services to citizens, visitors, partners, businesses and other organisations in Salford. SCC must therefore ensure its information assets are protected and used in a responsible manner, solely to further council objectives, for the benefit of the stakeholders it serves.

In certain instances, council information is shared in line with legal and regulatory requirements within and between directorates, and in some cases with external organisations. SCC must therefore adopt, implement and maintain a suitably designed Mobile & Removable Storage Device Usage Policy, which clearly defines the responsibilities of all councillors and officers, including third-party agents of the council, temporary, contract staff, partners and anyone who comes into direct or otherwise contact with council information via such devices.
This policy has been specifically brought in to bring the council into compliance with the Gov Connect
; Her Majesties Government Information Security Framework (HMG ISF) and Payment Card Industry Data Security Standards (PCI DSS) standards. These conditions are mandatory on the council and all council officials, who come into contact with council information or information systems. 

Purpose
SCC has an increasingly agile workforce, which uses technology to give them access to the information they need whilst they are on the move via a variety of mobile devices.

This policy is bringing together two previous policies
, which are increasingly overlapping and we are therefore bringing the two together to ensure there is clarity of how these devices should be used. 

This document describes the policy for the acceptable usage of all Mobile and Removable Storage Devices within SCC. This policy informs users of what they can or cannot do in respect of Mobile & Removable Storage Devices and the consequences for not complying with the terms of this policy.  Use of such devices is permitted for authorised business purposes only. 
This policy is designed to cover the following:
· Personal Digital Assistants (PDA)

· PDAs with mobile connectivity (e.g. phone, Wi-Fi, Bluetooth) – such devices are known by a number of names including Smartphones,  XDAs
· Digital pens
· iPhone, iPods and other mass storage media devices

· Universal Serial Bus (USB) stick, pen drive, flash drives, etc. 

· any type of memory cards e.g. compact flash, Secure Digital (SD) card, XD card
· Peripheral Component Interconnect (PCI) / PC Card / Personal Computer Memory Card International Association (PCMCIA) 

· A camera with a USB (or other) drive connection 

· Other data storage devices e.g. CD-ROM, DVD, external hard drives 
· Bluetooth

· Wi-Fi 

· Infra Red (IR)
· Synchronisation of data between systems and devices
This list is not exhaustive and other similar devices and services must be treated in the same way.
Acceptable Usage
The use of such devices is covered by the following points:
· All devices being used to access the council’s email system and synchronise data must be council supplied and approved, this includes laptops, Smartphones  (XDA) etc.  However, Webmail may be accessed from any device
· Only council provided and approved secure devices may be used to store information classified as Controlled under the councils Access to Information Policy.  Guidance on such devices is available via the ICT helpdesk and can be ordered via your Customer Liaison Officer (CLO)
· Non ICT supplied devices may be used where the information being stored / accessed is not covered by the points above i.e. is unrestricted
Specific guidance exists to support the use of mobile devices e.g. XDA’s is contained in Appendix1 

User Responsibilities

All users are required to ensure that they:
· protect the security of any device in their possession
· do not introduce unauthorised data or malicious code onto the SCC network

· do not copy / transport data without appropriate permission

· do not use devices in a way that contravenes any legislation / regulation e.g. Data Protection Act (DPA); PCI DSS; HMG ISF; CoCo
· report any loss or suspected loss of a device that contains Controlled data to the IT Helpdesk and their line manager
· store the primary copy of any data on the network and not on the device
It is recommended that non-council devices are not plugged in to council-owned computers/laptops to be charged e.g. iPods, MP3 players, etc and such action is only permissible with line management approval.  
NOTE: The following process only applies to corporate XDA devices. Where an XDA is lost or stolen, you must contact the ICT Helpdesk immediately. DO NOT contact the service provider, i.e. O2 TM to disable your phone; the ICT Helpdesk will do this as part of a security process to secure lost or stolen information stored on the device by remote security wiping of the XDA device. 

Manager’s responsibilities

All managers are required to ensure that:

· All users are made aware of this, especially where a user has access to a mobile device
· Where appropriate, risk assessments are conducted to ensure that mobile devices are appropriately protected based on the sensitivity of information held and patterns of usage

Disciplinary
All users are required to comply with this policy and any breaches will be reported to management who will liaise with Human Resources. Disciplinary action, which could include dismissal, may result depending on the nature of data and activity detected. 

Appendix 1 – Detailed mobile device usage guidance

· The mobile device should be set up and secured in line with this guidance and the advice given by ICT Services upon receiving the device e.g. setting a password (on Smartphones’ (XDA) / PDAs / XDAs with a four digit numeric password as a minimum) 

· They follow management guidelines to ensure that information held on mobile devices is secured. The level of protection afforded should directly relate to the sensitivity of the information in question, for example:

· That the confidentiality and integrity of information on the mobile device is protected when in use e.g. ensure that unauthorised viewing of the information stored on the device is prohibited by encryption of any Controlled stored data
· That the mobile device is securely stored and protected when not in use or left unattended
· Where appropriate, a backup of information stored on the mobile device is made, preferably back onto a network drive, which is covered by the corporate backup cycle 

· The mobile device should not be used as the primary storage repository of any business critical information, as mobile devices may be subject to loss, theft, failure or corruption of information held on them

· The mobile device is kept secure when being transported and stored, to protect the integrity of the device and the information it contains

· Software should not be installed on mobile devices without the approval of line management

· Accessories should not be attached without the approval of line management e.g. memory cards installed in PDAs / XDAs

· No unauthorised configuration changes are made to devices without consultation with and approval of ICT Services

· In addition to the mobile device password, where the device has telephone capability e.g. an XDA, then a password should also be applied to the SIM card

· If the device has Bluetooth capability, then when not in use Bluetooth should either be disabled or set to be not visible to other devices

· If the device has Wi-Fi connectivity, this should only be used to connect to networks that the user has permission to access. In addition when accessing wireless networks, this must be done in compliance with the Wireless Access Policy
· Where the mobile device has Internet capabilities, it must be used in line with Internet & Electronic Communications Policy
· If the mobile device has telephony capabilities then it must be used in accordance with the Phone Usage policy

· Mobile devices with camera capability (photo / video) should be used in accordance with relevant policies and guidance e.g. Acceptable Usage, Phone Usage, Internet & Electronic Communications policies which are available on our intranet pages etc. 

· If the device is lost or stolen, appropriate action must be taken. The first course of action will be to report the loss to the ICT Helpdesk 0161 793 3993, so that they can take action to as far as possible preserve and protect the integrity of the information on the missing device

· Any mobile devices MUST NOT be used to store or transmit any form of controlled information as defined in the Access to Information Policy















� Gov connect is a national strategy for the safe and secure communications between government bodies in the UK.


� Mobile Devices Usage Policy and the Removable Storage Device Policy
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