	PART ONE
	ITEM NO. 9


REPORT OF THE 

DIRECTOR OF CORPORATE SERVICES

To the: 

QUALITY AND PERFORMANCE AUDIT SCRUTINY COMMITTEE
On:
Monday 7TH June 2004

TITLE:  INTERNAL AUDIT ANNUAL REPORT 2003/2004
RECOMMENDATIONS:
Members are asked to note the contents of this report.

EXECUTIVE SUMMARY:
The purpose of the report is to inform Members of Internal Audit Activity in 2003/2004

BACKGROUND DOCUMENTS:
Various reports and working papers.

ASSESSMENT OF RISK:
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1 INTRODUCTION
This Annual Report relates to the third year (1/4/2003 – 31/3/2004) of the 4 year strategic plan that was approved by the Quality and Performance Scrutiny Committee at its meeting held on 21st March 2001.

The report is intended to give Members a general appreciation of the basis of internal audit, the key performance influences during the year and an overall opinion of the reliability and effectiveness of the internal control systems within the City Council. This opinion is made in light of the work that has been undertaken by the varying disciplines that work within the audit field.

2   THE ROLE OF INTERNAL AUDIT

The current legal basis for the internal audit function in local government is the Account and Audit Regulations 2003. They state that each authority “ shall maintain an adequate and effective system of internal audit of their accounting records and control systems,”

The CIPFA Code of Practice for internal audit in the United Kingdom gives the following definition of internal audit: -

Internal Audit is an assurance function that primarily provides an independent and objective opinion to the organisation on the degree to which the internal control environment supports and promotes the achievement of the organisations objectives. It objectively examines, evaluates and reports on the adequacy of internal control as a contribution to the proper, economic, efficient and effective use of resources. 

3
OBJECTIVES AND SCOPE OF INTERNAL AUDIT
The essence of the City Council’s Internal Audit service is encapsulated in its Mission Statement, as follows:

“The mission of Internal Audit is to give management independent advice of any necessary changes to all systems of internal control that have a fundamental bearing on the accomplishment of organisational objectives”

The emphasis placed on Internal Audit’s role in reviewing all systems is quite deliberate and was a positive move towards the delivery of Internal Audit services that represents best practice. 

An Audit Commission publication was issued in July 2001 entitled “ Worth the risk – Improving risk management in local government’ which coincided with the publication of the CIPFA/SOLACE document “ Corporate Governance in 
Local Government – A keystone for Community Governance”. Both of these publications impact on how the City Council manages its risks.

However, the move away from the traditional review of financial systems will enable us as internal auditors, to give an opinion on the adequacy of all systems of internal control.

4
SUMMARY OF APPROACH TO WORK

The Internal Audit Service utilises a risk-based audit methodology. This approach aims to identify genuine process improvements by conducting detailed business process analyses of all areas being audited.

The methodology provides a means to determine the required audit resources necessary to achieve an appropriate level of coverage of all identified processes, a sound basis against which to monitor the efficiency of the audit service.

By applying diagrammatic representations and risk analyses to systems, we are capable of demonstrating inefficient working practices, and the major risks facing client organisations. In addition, the use of new technology and other initiatives has allowed the Internal Audit Service to improve upon previous standards and provide client management with data that pinpoints areas of concern for corrective action.

The Unit operates a computerised audit planning tool which allows the areas within the “audit universe” to be constantly reviewed and re-ranked on a regular basis, thus ensuring areas of highest risk are subject to audit review as and when necessary. The annual audit plan for 2003/2004 was produced on this basis and reported to Members for approval in March 2003. Future annual plans will continue to be produced in this way and submitted to this Committee for approval.

5
REVIEW OF KEY INFLUENCES IN THE YEAR
Restructure of the Unit

A restructure of the Unit, and its subsequent re-launch as Audit and Risk Management Unit has been one of the major factors during the year. Details of the changes made are listed below.

Background

The Audit Section previously underwent a restructure in 2000, mainly because of the move towards a risk-based audit methodology and the significantly increased roles and responsibilities resulting from this. The Section continued to make great strides and consolidated its position as being a nationally recognised centre of excellence in the application of risk-based auditing.

The success of the Unit does, however, mean that there are increasing demands for its services both internally and externally. Emerging themes such as Corporate Governance, Risk Management and the Comprehensive Performance Assessment regime means that the City Council is also under tremendous pressure to respond to change.

This inevitably places increasing demands on Internal Audit, particularly given the risk management expertise it has built up since 1995. As with any dynamic business unit, Internal Audit also needs to respond to the demands of staff movement, due to a variety of factors such as retirements and resignations.

As a result, the time was opportune to remove any apparent inefficiencies or inequities within the existing structure.

Details

The Internal Audit Section will be subject to a number of major influences in the next few years. Key amongst these will be the impact of Corporate Governance and how the City Council incorporates the “science” into its culture and management systems. Corporate Governance is defined as “the systems by which organisations are directed and controlled”, which obviously includes measures for the management of risk. Local Authorities are required to demonstrate compliance with the CIPFA / SOLACE Corporate Governance framework from the financial year 2002/2003. The Internal Audit Section will act as the “champion” of the City Council’s response in this area.

The Comprehensive Performance Assessment (CPA) framework, places a clear emphasis on the financial performance of the authority. This means that the financial services of the authority will come under much greater scrutiny than has hitherto been the case. External Auditors are required to provide scored judgements of the adequacy of audit arrangements including assessments of financial standing, internal financial control, prevention and detection of fraud, financial statements, legality of financial transactions and performance management. Internal Audit will be closely involved in this process, not least by virtue of the “Managed Audit” commitments between Internal and External Audit.  The Unit has needed to significantly revise its operations to respond to these changes.

The Section also faced other developments;

· The need to assist GMPA in responding to the Corporate Governance and CPA agendas.

· Changes such as Private Finance Initiatives (PFI) / Public Private Partnerships (PPP) and “Rethinking Construction.” 

· Developments, such as Local Agenda 21, mean that the City Council has to be more empathic with the environment. The Energy Audit Section will need to give environmental auditing a greater emphasis to ensure the City Council is meeting its commitments.

· The Energy Audit team has continued to identify substantial savings, despite increasing demands on its services. There is a need to revise our working practices if we are to continue to achieve the challenging targets set by the organisation.

· The impact of irregularity investigations continues to be onerous. Greater levels of computer literacy and sophistication within the organisation means that the Internal Audit Section has to continually update its forensic skills to keep pace.

· Inclusion of the Insurance function for the whole of the Authority, coupled with the increasing demands of Risk Management.

· Annual, and in depth, analysis of the key controls within City Council’s Performance Indicators.

· The emergence of “Joint Working” between local authorities within Greater Manchester for the provision of specialist Computer Audit services had an impact for the Unit in terms of service delivery, and it was necessary to realign staffing resources to meet this increase in demand.

Changes made to structure

The two mainstream groups, Salford and GMPA, remained largely unchanged in terms of structure, although there are likely to be significant additional responsibilities at senior management level, particularly as a result of corporate governance and CPA. A post was transferred in to the Salford Team, from the Corporate Governance team to meet the demands of Best Value Performance Indicators.

Other changes included distinction between the client and contractor roles for external clients such as New Prospect Housing Limited, and Salford Community Leisure Limited.

Due to the increased demand for Computer Audit Services, it was felt that this team should be given autonomy as a separate team as opposed to being under the guidance of the Specialist Audit Team Manager. To this end, a separate Computer Audit Manager post was created and staff engaged to reflect the increase in workload.

The Specialist Team became the Corporate Governance Team and included the Insurance function within its remit. This team continued to have responsibility for the investigation of cases of fraud and malpractice, Value for Money studies, and corporate governance including risk management.

Audit Commission – Internal Audit Memorandum

The City Council is responsible for putting in place proper arrangements for the review of its internal control systems. Internal Audit is an important part of these arrangements and as such should meet the standards set out in CIPFA’s Code of Practice for Internal Auditors in Local Government.

The District Auditor (now the Audit Commission), as appointed external auditor, is responsible for reviewing and reporting on the City Council’s arrangements within the Audit Commission Act 1998 and the Code of Audit Practice.

Each year the District Auditor reviews the work of Internal Audit unit in order to: - 

· Assess the contribution of Internal Audit to the internal control environment of the Authority.

· Identify areas where reliance can be placed on the work of Internal Audit, thereby avoiding duplication and ensuring an efficient and effective audit.

In the Management Letter of 2002/03, which was presented to this Committee in September 2003, the Audit Commission made reference to 4 high priority recommendations, and 1 medium priority recommendation, which arose from their review of internal financial control. These recommendations have in part been addressed and will be completed during the early part of 2004/05.

The Audit Commission have again placed reliance on the work of Internal Audit in reviewing the City Council’s financial systems, as has been the case in previous years. The work on “Managed Audits” for the financial year 2003/04 has been completed and Members will find reports on the outcome of this work within a separate report submitted to this Committee. The remaining reports will be submitted to the next Committee in September 2004. 

Energy Audit
In November 2003 interviews were held for the restructured Energy Audit team vacant post. A senior energy officer, with considerable experience in energy and environmental audits subsequently joined the Team in February 2004, which now brings the Energy Team to its full complement.

It has been a successful year with significant savings being identified from audits in major buildings. External consultants, when appropriate, have assisted the energy management team. This activity has assisted in a period of increasing demands on the service by all clients.

Savings of £126,241.66 from both audit and energy-purchasing activities have been achieved on contracts ranging from street lighting to the purchase of gas. Refunds of £206,195.40 have been received by the intervention of Energy Auditors in respect to overcharges by the utility companies.

The Electricity contracts for 18 over 100 kW sites and 325 sub 100 kW sites were completed. The lowest tenders for both contracts were accepted at committee.

The national overall increase in electricity prices this year has been of the order of 20%, however, the actual increase for this contract to Salford has been limited to 4.3% and 2.67% respectively.“ Green Energy” will supply all these sites.

Further significant achievements in the year were the complete retention of all schools that had signed an SLA (Service Level Agreement) with Energy Audit. It is also pleasing to report that with the Education Brokerage, the service has been externally assessed as a Five Star service.

The Team remains the only Local Authority in the Greater Manchester area to achieve Energy Accreditation.

The Energy Unit have investigated further energy and water conservation initiatives over the last year. These have included: -

· An assessment of likely climate change levy impacts on council property and activities

· Exploring partnering opportunities to increase the amount of renewable energy available to the council of which 100% “Green” energy was achieved in the recent renewal of the electricity contract

· Exploring opportunities for obtaining European and UK funding for council energy and water initiatives 

· Expansion of existing controls system

· A review of the councils environmental strategy

BVCI Team (from 1st February 2004 Corporate Governance)

The work of the BVCI team during 2003/04 comprised of the following proportions of chargeable days spent by the team.

	Best Value
	33%

	Consultancy
	12%

	Irregularity / Investigation
	55%


Best Value work consisted of a detailed review of the systems utilised in the compilation of all performance indicators. This request was made at the express wish of the Chief Executive, as the results of the performance of the City Council can have a direct impact on the Comprehensive Performance Assessment regime. This review examined the robustness of controls within the systems and should ensure that the Authority is in a strong position to support the performance management information produced for the CPA process.

In terms of consultancy work, risk workshops were facilitated for all directorates and at a strategic management level. This led to the development of corporate and directorate risk registers. In addition, numerous requests were made for the facilitation of risk workshops in relation to major projects being undertaken by the authority, e.g. consideration of strategic partnerships, expansion of the call centre function to incorporate NPHL call handling, and the Building Future Schools scheme. The Team has been restructured for the 2004/05 year and will be named the Corporate Governance Team, which has grown to include the City Council’s insurance function. This change reflects the continued work that the team will be involved with, in embedding risk management and corporate governance throughout the authority.

Irregularity investigation utilised the majority of the resources available to the team. A total of 73 referrals were received during the year, two thirds of which were investigated by the Team. The remaining referrals were passed to directorates or on to other agencies for investigation. 

Approximately ¼ of investigation time was spent on one investigation arising from a Local Government Ombudsman investigation. 

Due to the volume of investigations being undertaken by the Team and throughout the Council as a whole, an Investigation Panel was established during the year to ensure that investigations were progressed appropriately, promptly and robustly by the Authority.

The Panel comprises the Section 151 Officer, and Monitoring Officer, in addition to the Assistant Director (Audit and Risk Management), and senior representatives from the Personnel and Performance Directorate. The Panel will enable lessons learnt as a result of investigations to be disseminated as best practice across directorates.

Computer Audit 

Computer Audit was restructured in January 2004 to meet a growth in demand for its services, with the Computer Audit Manager reporting directly to the Assistant Director (Audit and Risk Management). Further appointments have also been made, which brought considerable audit and technical experience to the team.

The focus for this year’s plan was to be highly flexible and responsive to the needs of our customers in Salford City Council and New Prospect Housing Ltd, as well as meeting requests and priorities from the Audit Commission.

The Team has been involved on major projects and implementations throughout the year, such as Council Tax / Benefits replacement system, e-Government, Enterprise XP, LIFT and Education/ICT Broadband and delivered a diverse range of technical and non-technical, strategic and operational audit reviews, including areas never previously audited.

Additionally, worked was undertaken with IT to provide best practice advice and to assist in their efforts to embed risk management into their everyday policies and practices.

To meet the national e-Government agenda and targets, Computer Audit has been providing advice and co-ordination to Salford City Council in achieving compliance with the BS7799 standard for information security. This work is scheduled to continue through 2004 and into 2005.

At the request of the Assistant Director (Operations and Support), Computer Audit undertook a business impact analysis across the whole authority. This involved conducting face-to-face interviews with senior staff to identify critical IT/IS systems and identify local contingency arrangements in the event of a systems failure. These results were consolidated and passed back to ITNet as a record of criticality for IT systems and should form the basis for prioritising recovery arrangements.

Linked with the work on BS7799, Computer Audit has been driving the improvements necessary for business continuity. 

This year an outline plan for Salford Direct has been delivered and this has been handed over to local management for ownership and completion. Further work is expected through 2004/05 on this area for other directorates.

Since adopting the COBIT (Control Objectives for Information Technology) framework during the last quarter of 2003, a number of audit reviews have been delivered using the standard.

It has improved some aspects of assessing IT/IS during audits, but the Team will continue to use the Unit’s well established and proven risk based methodologies for other reviews supported by customised by pre-audit CRSA (Control Risk Self Assessment) questionnaires.

6
AUDIT PERFORMANCE IN THE YEAR
Internal Audit Plan Outturn
Details of the final outturn figures for the year are contained in a separate report submitted to this Committee.

The report identifies that the Salford Team achieved an output of 80% of the annual plan. The shortfall is attributable in the main to the following factors:

· Vacancies,

· Other internal secondments as a result of demands placed on the Unit, and

· A higher than planned level of sickness.

Whilst these factors have caused operational difficulties the situation has been managed on an ongoing basis to enable resources to be utilised to ensure the organisation’s key business risks are addressed, as well as fulfilling all our Managed Audit commitments.

A final outturn of 98% of the plan was achieved when taking into account all of the disciplines within the Unit.

During the course of the year, a total of 64 reports were formally issued. These have been summarised as part of the quarterly summary of audit reports issued that is routinely reported to Members. As such it is not intended that this report should be a compendium of reports issued during the year.

A number of reports are at draft stage and these will be reported to Members on completion.

Benchmarking

The Unit took part in the annual quality analysis between members of the Greater Manchester Chief Internal Auditors Group. It is pleasing to report that for the third successive year the Unit achieved the highest score.

The Unit also took part in the CIPFA Quality Assessment Matrix, which is based on operational procedures, compliance with standards, and methods of working. 

This Matrix was also completed by constituent authorities from within Greater Manchester, and the Unit gained the highest level of compliance with the standards than any of the other participating authorities.

The GMPA Team also entered a benchmarking club for Police authorities based on the CIPFA Quality Matrix. Similarly, it is pleasing to report that the Team gained the highest level of compliance with the standards amongst all of the seven authorities participating.

7 OVERALL INTERNAL AUDIT OPINION

In attempting to give an overall opinion of the control environment pertaining to 2003/2004 it is important to stress the dangers of such an approach. Internal Audit review a variety of systems throughout the year, which forms only a minority of the systems reviewed during the four year Strategic Plan period. Therefore, whilst any opinion given will be largely based on objective criteria, there will inevitably be some element of subjectivity in the final analysis.

On the basis of the systems reviewed and reported on by Internal Audit during the year, it is felt that the overall financial, operational and strategic control environment is of an adequate standard.

The modern Internal Audit approach, which identifies areas of weakness with a view to assisting rather than criticising management, to allow improvements to be made, is of particular benefit in reviewing areas subject to major change. The reviews of these areas have, therefore, been conducted with an awareness of the pressures placed on staff whilst identifying potential risk to the organisation and proposing practical remedies to these risks. Internal Audit will, therefore, continue to work with management to help to improve the financial control environment, as sound financial controls are fundamental to the achievement of an organisation’s overall objectives.

It should be emphasised that where weaknesses have been identified Internal Audit have consulted with clients to agree practical solutions and have found a positive commitment to recommendations to improve processes.

Most of the major financial systems, such as Council Tax, NNDR, Accounts Payable, Accounts Receivable, and Treasury Management were found to be well controlled.  Recommendations to improve the systems of control arising from Internal Audit reviews of the main accounting systems during 2002/03 were found to have been implemented by management. This was verified by Internal Audit during the review of 2003/04 transactions. In respect of Payroll Control accounts reconciliations, there are some unresolved issues relating to the reconciliation of these accounts, which inhibits their reconciliation. This may lead to system errors or erroneous postings going undetected although a project has commenced to remedy this situation.

Audit reviews undertaken in areas of a high operational risk within directorates such as Education and Social Services found a good understanding of risk and risk mitigation, with many processes being well controlled.

However, Internal Audit identified that Revenue Claim submissions in respect of Study Support within Education, had not been prepared for the period February to the end of September 2003. The total amount of the claim was £488,130. 

Audit established that the late submission of Revenue Claim forms would not cause the imposition of a penalty, although it could cause significant cash flow problems for the Authority.

The control environment in schools has improved considerably with many examples of good practice being identified. Where weaknesses were identified, agreement was made regarding appropriate recommendations with the Headteacher in most cases. On the rare occasions when this did not happen and significant issues remained unresolved, protocols were agreed with LEA management for appropriate follow-up action.

Within Social Services, controls were generally satisfactory or good. No serious concerns were identified. Where recommendations were made, they were generally to further improve existing controls, particularly relating to improving documentation and ensuring staff compliance with standard procedures to spread good practice.

The combination of the differing degrees of control in a number of diverse areas leads to the overall opinion of the control environment being adequate, whilst recognising that improvements can be made.

Performance Management within the City Council has been subject to Internal Audit review in respect of Best Value Performance Indicators. This recent audit development has found that the majority of systems utilised by Directorates contain sufficient controls to enable reliance to be placed on the robustness of the data produced. Recommendations to improve, and subsequent positive management action, has led to an overall improvement in the control environment in this regard. It should be stressed that Performance Indicators are not a financial indicator per se, but also relate to non-financial performance as well.

Many of the reports issued during the year, whilst identifying some weaknesses and making recommendations for possible improvement, have not identified any areas of major concern.  Some areas reviewed were found to be particularly well controlled, with only minor recommendations required to further enhance procedures.

What is particularly pleasing is that the control environment in many areas reviewed shows an improvement on the previous year. This is a further testament to the City Council’s commitment to the continual improvement to the delivery of quality services. Clients are generally very receptive to Internal Audit, seeing the function as a useful aid to management.

8 continued Developments

Key areas of development for this year and future years are likely to be: -

· The further development of Control Risk Self-Assessment techniques

· More proactive Anti-Fraud and Anti-Corruption activities

· Development of our approach to VFM audits that are not included in the current planning process

· The extension of our activities to include environmental and social audits

· Delivering the audit Plan in a way that is complementary to Service Improvement plans resulting from the Comprehensive Performance Assessment (CPA)

· Development of the Corporate Governance Framework, particularly risk management and internal control

· Risk Management Consultancy

· Extension of the joint working initiative for Computer Audit services.

9 RECOMMENDATIONS

Members are asked to note the contents of this report.
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