Lead Members Meeting 21 August 2000 – EMAIL content filtering

At the Lead Members’ meeting on 17 April, Members approved the acquisition of an Enterprise Management System.

One of the elements of this system was virus-checking software to try and reduce the number of in-bound and out-bound viruses affecting the EMAIL system. This new software is beginning to reduce the virus problem.

Part of the new virus checking solution is a facility to check the content of all inbound and outbound Emails for key words under 4 of headings:

Dirty Words

Racial Discrimination

Sexual Discrimination

E-Greeting Cards

This facility was enabled on Sunday 13 August, and within the first 24 hours, approximately 100 messages had been intercepted. Following this, the number of incidents dropped slightly, presumably, as people became aware that EMAIL was being monitored. As of Thursday lunchtime 17 August, a total of 226 messages had been intercepted.

Only in-bound and out-bound Emails are checked. At the present there are no facilities to check internal Emails although additional software could be purchased for this purpose. Additionally, checking is confined to the actual EMAIL itself and not to any attachments such as word documents. Although it may be possible to extend checking to such text-based attachments, it would be impossible to analyse video clips, graphic images or sound files for suitable content.

Appendix 1 contains a more detailed report from the Data Communications Manager, Dave Rogers.

As a separate issue, the problem of ‘All User’ Emails was raised with Lead Members in recent weeks. Appendix 2 gives 13 of the worst examples of recent weeks.

If each of our 1424 Email users spends just 30 seconds reading and deleting each of these 13 messages, it equates to 150 hours lost productivity. 

Additionally, two of the messages are promoting products. This could, in certain circumstances, lead to misunderstandings. Two of the messages would appear to breach the equal opportunities policy.

Lead Members are asked to reconsider whether ‘All User’ messages should be allowed.

Kenneth Horton 17 August 2000 

INTERSCAN E-MANAGER




Appendix 1

Email Management for the Internet Gateway


E-Manager, is an optional plug-in for InterScan Viruswall, which sits at the gateway between our internal network and the outside world and gives us intelligent control of our email systems.

E-Manager lets us manage spam, message content and mail delivery.

Since the installation of the software, we have captured 226 e-mail messages (as of lunch time Thursday) that have content that may or may not be considered suitable. These messages are checked at the Internet gateway (both inbound and outbound).

The content filter evaluates messages on the basis of user defined rules and examines the message content itself for the occurrence of matching words or phrases that have been defined by the Administrator. The rule set or policy can be created to check for the use of inappropriate language etc.

The types on policies installed within the software can be broken down as follows: -

· Dirty Words

175 instances

· Racial Discrimination
5 instances

· Sexual Discrimination
36 instances

· E-Greeting Cards

10 instances

Within each of these policies, there are a group of words that E-Manager monitors for. There is the option to add and remove any words of phrases deemed necessary by the City Council to the policy.

The sheer numbers of messages we have trapped over the first three and a half days indicate a massive abuse of the Councils E-Mail systems. This not only “clogs” up the Internet link and associated servers, but also takes up a considerable amount of Officers time who are reading and / or responding to such messages.

The kind of software that we have implemented protects the Council from any Legal implications that may ensue as a result of slanderous or offensive material contained within E-Mail messages emanating from the Councils E-Mail systems.

Should the members take the view that we are taking too much of the “big brother” approach, then it would be quite easy to have the content checking based only on “outgoing” mail, thus protecting us from any Legal action.

Generally I feel that we need to be guided from the members as to what content is deemed suitable and that a recommendation be submitted as to who becomes the “policeman”.

Dave Rogers

Data Communications Manager

All user Emails






Appendix 2

-----Original Message-----

From: Youth, Services 

Sent: 27 July 2000 23:03

To: All Mail Users

Subject: Sue Osbaldestin - SEN Support Services

Sue has asked me to pass this message to all her colleagues as she is

unable to access the E-mail herself.

As I will be leaving the Authority on 29th August I would love to say

goodbye to the colleagues I have met and worked with during my time in

Salford.

I will be having a 'Drink and Nibbles' get together on Wednesday 23rd

August between 12.00 - 2.00pm at Halton House - so please drop in and

have a chat.  If you are not sure where this is please give me a ring on

607 1670 for directions.  Looking forward to seeing you.

Sue Osbaldestin

-----Original Message-----

From: Williams, Angela 

Sent: 17 August 2000 10:48

To: All Mail Users

Subject: LAVENDER'S QUALITY FLORIST

Lavender's Florist

223 Chorley Road, Swinton (Opposite Crompton House)

M27 3RQ

Tel/Fax 0161 881 7701

Free Phone 0500 323632

Lavender's Florists will give 10% discount to all Council employees

Need to produce a pay slip as proof.

Lilian Crossley, General Administration

-----Original Message-----

From: Salford, Museum 

Sent: 12 July 2000 11:50

To: All Mail Users

Subject: We need a Project Co-ordinator

Please find attached a job description and person specification for a

free-lance project co-ordinatior to lead a joint project for Salford Museum

& Art Gallery and Salford Foyer.

This exciting project is funded by the DfEE and aims to encourage young

people to get actively involved in their local museum & gallery, break down

barriers and change attitudes and perceptions to learning, museums and young

people.  The project will use photography, video and the opportunity will

arise for the young people involved to create their own exhibition, event or

activity.

Please could you pass this information on to anyone who you think would be

interested in the post.  The document is in Word 7.  If you require a

different version, or further details, please do not hesitate to contact

Claire Watts at Salford Museum & Art Gallery on the e-mail address above or

0161 736 2649.

-----Original Message-----

From: Meredith, Val 

Sent: 02 August 2000 13:48

To: All Mail Users; Austin, Jane

Subject: SPACE project

Jane,

Abby has asked that I send you the address for the Sports Participation

and Cultural Equality Project (S.P.A.C.E.) which is :-

S.P.A.C.E.

The Deighton Centre

Deighton

Huddersfield

HD2 1JP

Project Manager : Milton Brown

Tel/Fax : 01484 225716

Val

-----Original Message-----

From: Lee, Sue 

Sent: 04 July 2000 16:22

To: all@salford.gov.uk

Subject: School Clerk URGENT

Swinton High School are in desperate need of a school clerk who can

start immediately, basic typing and printing only.  If you can help,

please contact either Mrs Ogden at Swinton High 794 6215 or Personnel at

Chapel Street 837 1922.

-----Original Message-----

From: Lee, Sue 

Sent: 04 July 2000 16:45

To: all@salford.gov.uk

Subject: school clerk amendment

Please ring the school and speak to Mr Wynne the Headteacher and not Mrs

Ogden as previously stated. Thanks

 -----Original Message-----

From: 
Kay, Eileen  

Sent:
10 August 2000 13:23

To:
All Mail Users

Subject:
Maternity Clothes

We have a fashion conscious 16 year old who is in desperate need of some maternity clothes.  Can anybody help please?

If you can help, please contact Lizzie Rawnsley on 0161 743 1000.

Thank you

The Children & Families Team East.

-----Original Message-----

From: Hope, Admin 

Sent: 27 July 2000 11:32

To: All Mail Users

Cc: Hope, Admin

Subject: JEFF GLASSER

JEFF GLASSER WILL BE LEAVING HOPE HOSPITAL SOCIAL WORK DEPARTMENT AFTER

WORKING F0R THE SOCIAL SERVICES DEPARTMENT FOR SIXTEEN YEARS.

HE WILL BE HAVING A LEAVING DO ON WEDNESDAY, 16TH AUGUST, AT 12.30, IN THE

SEMINAR ROOM RE-HAB DEPARTMENT, PHASE II, HOPE HOSPITAL.

ANYONE WHO WOULD LIKE TO SAY GOOD-BYE TO JEFF WOULD BE MOST WELCOME.    A

BUFFET LUNCH WILL BE PROVIDED.       PLEASE R.S.V.P. TO LINDA FOSTER OR PAT

TAYLOR IN THE SOCIAL WORK DEPARTMENT, 787 4820.

-----Original Message-----

From: Haydon, Christine 

Sent: 11 August 2000 12:13

To: All Mail Users

Subject: change of e.mail address

the e.mail address of

Christine Pedersen at Education and Leisure Vulcan House has now changed to

christine.haydon@salford.gov.uk

 -----Original Message-----

From: 
Crossley, Lilian  

Sent:
11 July 2000 09:26

To:
All Mail Users

Subject:
Station Road in Swinton

Importance:
High

Station Road is closed for traffic turning left from Chorley Road and possibly traffic going up the hill towards Bolton Road. It means that it's taking about 30 minutes from Walkden to Swinton at the moment, so leave plenty of time, or find another route.

Can you inform all staff who carry out visits?

Thanks

Ben Colman

Information & Publicity Officer

 -----Original Message-----

From: 
Cresswell, Joan  

Sent:
24 July 2000 09:24

To:
All Mail Users

Subject:
CASH TILL

Good morning colleague,

Carol Ashworth from the Registrar of Births, Deaths and Marriages Office has asked me to E-Mail all users to ask if they have a cash till lying idle which they could use.  They would need a cash till that will print out monies taken, give receipts and give the total of monies taken at the end of each day.

If anyone out there is such a cash till, then could they contact Carol at the Register Office on telephone number 793 0077, in the first instance.

Thank you for your assistance in this matter.

Joan Cresswell

Law & Administration

24th July, 2000.

-----Original Message-----

From: Colman, Ben 

Sent: 11 July 2000 10:44

To: All Mail Users

Subject: Station Road

Further to my earlier e-mail, Station Road is closed to traffic turning left

from Chorley Road. Chorley Road is very slow.

-----Original Message-----

From: Burgess, Dave 

Sent: 14 August 2000 09:30

To: All Mail Users

Subject: FW: Offer to employees for half price mobiles

-----Original Message-----

From: Janet Howells [mailto:janet.howells@0800mobiles.co.uk] 

Sent: 07 August 2000 15:14

To: Burgess, Dave

Subject: Offer to employees for half price mobiles

Dear Dave

Last month I sent through some posters with regards to the staff offer of

half price mobile phones.  The offer has been extended for another month, so

please find attached the updated poster.  Staff should remember to quote the

reference UB310 when ordering on our free phone number.

I would be very grateful if you could place this on the internal system

again, as we did have a large amount of calls in last month from Salford

Council.

If you have any further queries, please do not hesitate to contact me on my

personal line 01792 481389.

Thanks again for your time

Natalie Hendy

Marketing Sales Executive

